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BeeseHve

AKTyanbHOCTb paboTbl. KoHuenuus UHaycTpum 4.0, BkoYatoLLei B

cebs pa3BuTVe NOHATVA knbep-prsmndeckune cuctemsl (KPC), ycrnmsaet
TeHAEHLMI0 aBTOMaTV3aLMy Pa3InyHbIX chep Xu3HK obLiectBa. OAHON 13
obnacteit npumeHeHVs KOC ABNSeTCA opraHmn3aLms JOPoXHOr0 ABUXEHUS, YTO
NpVBeNo K NOSBNEHMIO KOHLEMNLUMM 6eCrnaoTHBIX TPaHCMOPTHbIX cpeacTs (BTC).
Mcnonb3oBaHme BTC 415 opraH13aLyin J0pOXKHOTO ABVKEHVIS ABSETCS
aKTyanbHOI 3aaqeil, pelleHremM KOTOPOii 3aHMMatoTCA Kak KpyrHble
NPOMbILLIEHHbIE KOMMAHUW, TaK U pa3/inyHble Hay4YHO-1CC1e0BaTe/ibCkme
rpynnbl.

Mpv 3TOM OCTaeTCsA HeA0CTaTOUHO M3yYeHHbIM acnekT MHGOPMaLIMOHHOW
6e3onacHocTu (VB) B3anmogeiicteus rpynn BTC. Knaccnyeckuii noaxoa K
obecneyeHuto UB rpynn BTC no3BosisieT NpoTBOAECTBOBaTEL SBHOMY
AEeCTPYKTUBHOMY MHPOPMAaLIMOHHOMY BO3jeicTButo ([MB) - koraa HapyLueHns
VB nMetoT BblpaxeHHble npu3sHaku. OgHako, yHKLMOoHMpoBaHMe rpynnbl BTC B
YCNIOBUSX arpeccyBHON OKpy>KatoLLiei cpe/ibl 06ycnaBnvBaeT NnoseneHve He
TONbKO SIBHOTO V1B, HO 1 CKPBITOro ACTPYKTUBHOIO MHPOPMALIMOHHOTO
Bo3zelicteus (CAMB), o koTopbIM NoHVMaeTcs Takoe /IVB, koTopoe He
BbIBOAWT OTAe/bHbIe BTC 113 WTaTHOro pexumMa paboTb.

TekyLwuii ypoBeHb pa3BUTUA Hay4YHO-MeToAmM4Yeckoro annapata (HMA) He
nossonseT 3¢pPpekTMBHO NpoTrBoAeiicTBoBaTbL CAMB. MepcnekTnBHbIM
HanpasieHVeM ABSIETCA NapaanrMa «Markoii Vib» MynbTuareHTHbIX cMcTem
(MAC), onpegensitoLas noHsTre CAMB 1 BO3MOXHbIE CNOco6bb!
npotusoAenicTeuna emy. OAHOI 13 COCTaBASAOLLIEN 3TOV NapaanrMbl ABASETC
NOAXOZ, OCHOBaHHbIM Ha penyTaLMoHHbIX Moenax. OH 6asnpyeTca Ha GyHKLWAX
peTpocnekTUBHOM OLeHKM KayecTBa MHGOPMaLK, YTO NO3BOASIET FOBOPUTL O
CyLLLeCTBOBaHNV BPEMeHHOI OLieHKU KayecTBa MHopmaLmn B cicteme,
BbIpaXaeMoi C MOMOLLIbIO MoKasaTens penyTaLuu.

CreneHb pa3paboTaHHOCTV TeMbl. Bonpoc o6ecneveHus

MH$OPMALWIOHHO 6€30MacHOCTI LIeNOCTHOCTU MHGOpMaLMK B rpyninax BTC
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paccmaTpviBaeTcs B paboTax Takux uccnegosateneli kak 3ukpatos U.A., ®rHLKO
O.A., Nebeges W.C., Ctaxos A.M., BlumJ., Paar C., Wolf M., Hubaux J., Capkun
S.,Luo ., Haas Z., Zhou L., Perrig A., Goel A., Zhang J., Dellarocas C., Reznik

L., Srivastava M., Balzano L. n gp. CylecTsytoLvie nccnefoBaHns B o6nactu



obecrneveHns LenoCcTHOCTU MHGOPMaLWN  HanpaBaeHbl B NepByto oYepe/b Ha
BepxHve yposHM Mogenu OSI. MNpu Takom noaxoje, BONpocChl, CBA3aHHbIE C
obecrieveHneM LIeNIOCTHOCTY Ha HUXKHNX YPOBHSX Mogenu OSI, npoTuBoaeiicTare
pasnYHbLIM Nomexam, paboTa ¢ 0CO6eHHOCTAMYN GU3NYECKO Cpeabl nepeaaqn
AAaHHbIX, 0COBEHHOCTY aZpecaLt COOBLLEHNI, He paccMaTprBatoTCA B
60/1bLUMHCTBE VCCNeA0BaHwiA. ViccnejoBaHus B 061acTy obecneveHys
LieN0CTHOCTU nHdopMaumm rpynn BTC NpuHUMAIOT 3a AonyLLeHue, 4To
LIeNI0CTHOCTb COOBLLIEHNIE Ha HUXHUX YPOBHSAX Mogenn OS| obecneunBaeTcs
nyTeM NprviMeHeHUs TPaAVLIMOHHbLIX METOA0B V1 MPOTOKOOB. PaccMaTpuBatoTcst
BOMPOCHI, CBSI3aHHbIE C AanbHelilleil 06paboTKoi coobLLeHWi, a B KayecTse
OCHOBbI rpynmbl BTC paccmMaTpuBatOTCs CeTW yCTOMUMBbLIE K pa3pbiBaM, YTO
rapaHTUpYeT He TONbKO A0CTaBKy COOBLLEHWIA, HO 1 OTCYTCTBUE HapyLUeHWi
CUHTaKCUYeCKor LIeNIOCTHOCTU B HUX. OAHOI?I 3 OCHOBHbIX 3a4a4 ABASeTCA
NPOTUBOAENCTBME HAapPYLLEHVAM CEMaHTUYeCKO LieNnoCTHOCTU MHOopMaLmN.
CyulectBytowmin HMA B AaHHO 061acTy He NO3BONSIET rapaHTUPOBaTb
OTCYTCTBUE HapYLUEHWI CeMaHTUYeCKol LIeNOCTHOCTY MHOopMaLmK.

Takvim 06pa3om, B MpoLiecce pa3BuTys KoHLenuun BTC 1 BO3MOXHOCTe

MX NCMO/Ib30BaHNA BO3HVK/I0 06bEKTUBHOE MPOTVBOPEYVe Mexay
HeobXxoAMMOCTLI0 0becneyeHrs 6e30MNacHOro GYHKLIMOHMPOBAHMS 3TUX CUCTEM 1
HeJ0CTaTo4HbIM YpoBHEM pasBuTus HMA obecneverus UB, aa TaKxe
BO3MOXXHOCTW paspeLleHns 3Toro npoTreopeymna 3a CYET NCMONBb30BaHNSA
penyTaLyoHHbIX MOAeneid, YTo 1 onpeaensieT akTyanbHOCTb 1ccaejoBaHNs. To
eCTb, UCCNeA0BaHUSs, HanpaB/eHHbIe Ha peLleHne 3a4aun obecneyeHust VIE{
rpynnbl BTC, akTyasbHbl 1 IMEIOT TEOPETUYECKYHO U npaKqueCKyroa

3HAYMMOCTb.
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Llenbto paboThl ABNSIETCA NOBbILIEHVIE YPOBHS 6@30MacHOCTY

nHopmMaLun B NpoLiecce HGopMaLmoHHOro B3aumogelicteunsa 6TC.

HayuHol1 3agavelt nccnegoBarvis ABAseTc paspaboTka Moaeneil,

MeTO/0B 1 MPOTOTUMNa NPOrPaMMHOr0 KOoMMiekca 06Hapy>XeHVs HapyLueHWi
LienocTHoCTN MHdopMaLmm B rpynnax bTC 3a cyeT peanmsaLyy BO3MOXHOCTM
o6HapyxeHus CIVB, obecrneunBatoLLyx nx 6esonacHoe MHGOPMaLMOHHOe
B3aVIMoJeiicTBMe.

JloCTVKeHMe NOCTaBNEHHOW LieNn 1 peLlieHne Hay4Ho 3a4a4n

npearnonaraeT peLleHve CeyroLLmnxX YacTHbIX 3a4a4:

0 paspaboTka Mogen GyHKUMOHNPOBAHUS 1 MOAEN 3alLyieHHoro VB
rpynnbl BTC Ha 0OCHOBE My/IbTMAreHTHOro NOAX0Aa;

0 paspaboTka MeToZa opraHvsaLmm 3amieHHoro VB rpynnbl 6TC Ha ocHose
BPEéMeHHO LieHTpannsauuny;

0 pa3paboTka MeToza 06Hapy>KeHVst HapyLLeHUIi CeMaHTUYeCKOM LieNoCTHOCTH
nHdopmauum B rpynne BTC Ha 0OCHOBe peryTaLyOHHbIX MeXaHN3MOB;

0 paspaboTka NpoTOTMMNa NPOrPaMMHOro Komnnekca obecneyeHns Ub Ha

oCHoBe paspabaTbiBaeMblX METOAOB ANt pU3KUecKoit Mogenw rpynnbl BTC.

B COOTBETCTBUV C Lie/bIO 1 3a4a4amut AVICCepPTaLIMOHHOI pa6oThl,
06beKTOM VCCef0BaHNA ABISETCA NPoLecc MHGOPMAaLIOHHOrO
B3aumozelicteuns (VIB) rpynnbl BTC, a npeaMeToM nccnefoBaHNs - MOAENN U
MeTozpl obecrnedeHus VB B npouecce VB rpynnel BTC.

HayuHas HoBM3Ha paboTbl onpejenseTcs pa3paboTkoi HOBbIX Mogeneli 1
MEeTO/0B V1 3aK/IH0Yal0TCA B CIeAytoLLeM:

1. Pa3paboTaHHble MoAeNb GYHKLIMOHMPOBAHWA 11 MOAeNb 3alluileHHoro VB
rpynnel BTC OTANYaKOTCA OT CyLLEeCTBYHOLLMX MOAenel
ZeLeHTPann30BaHHbIM NOAXOAOM K OpraHu3aummn ¢yHKLUMOHMPOBaHWIS
rpynnbl 6TC ¢ BpéMeHHO KoanuLumeli Ha OCHOBE LieHTPaNN30BaHHOM

cTpaTerumn VB, a Takxe o6HapyxeHeM HapyLLIeHUIA LieNoCTHOCTY



MH¢OpMaLl,l/lI/I Ha OCHOBe aHanM3a u conoctaBneHns gaHHbIx BTC B xoze

KOMMYHUKaunu. Pa3p360TaHHble MOZENN MO3BONAKT NCKTKYNTE
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MOCTOSIHHOE HaNNYMe LIeHTPaNbHOIO YNPAaBSHOLLErO 31EeMEHTa, a Takke
o6HapyXu1BaTh 1 NPOTUBOAENCTBOBATL HAPYLUEHUSM CEMAHTUYeCKOi
LIeIOCTHOCTN VIHq)OpMaLU/II/I B rpynnax ayTeHTU4YHbIX areHToB;

2. PazpaboTaHHbI/i MeTOZ BPEMEHHO LieHTpanv3aLmm 10KanbHbIX Koanuumii
rpynn BTC oTAnYaeTcs OT M3BECTHBIX METOA0B LIeHTPaIN30BaHHOrO
ynpasneHnsa pacnpejeneHHbIMI CcTeMamim Cnocobom Bblbopa IoKanbHoro
3NemMeHTa A1 AUCneTyYepr3aLmn B3aUMOAEIACTBIUS B TOKaNbHO KOanuLmm,
uTO 06ecrneUnBaeT CHUKEHIE Pa3MEPHOCTY 3aa4M yrpaBieHns B
rpynnmpoBke, BO3MOXHOCTb NPUMeHeHN:A afanTUBHbIX a/iIrOPUTMOB
B3aUMOZECTBISA B KONV N CHUKEHWE PUCKA UCTMONb30BaHNS
LieHTpaNbHOro yrpaBstoLLero S1emMeHTa;

3. Pa3paboTaHHbIil MeToz 06HapYyXXeHUA HapyLUeHW ceMaHTnYeckol
LLeN0CTHOCTV MHGOPMALMN Ha OCHOBE peryTaLMOHHbIX MexaH13MoB
OT/IMYAETCS OT U3BECTHbIX BO3MOXHOCTHIO Pa3Ze/bHOro yrpasieHns
NHEPLIMOHHOCTBIO 1 PeaKTUBHOCTbLIO VB 31eMeHTOoB, YTo o6ecneynBaeT
roBblLLeHNe BEPOSTHOCTU AOCTUXEHWS Lienell CUCTeMbI, Mo3BonsieT

06Hapy)KVlBaTb HapyLweHus CEMaHTNYeCKOon LIe/IOCTHOCTN I/IHd)OpMaLJ'I/IVI.

TeopeTnyeckas 1 NpakTUyeckas 3Ha4MMOCTb PaboTbl . Paspa6oTaHHble
MOZEeNu, MeTo/bl 1 anropuUTMbl SBASKOTCA OCHOBOW 11 OpraHn3aumum
3aLyMLLeHHON KoMMmyHMKaummn mexxay BTC. MNpeanoxeHHbIN NoaXo4 K
o6HapyxeHuto C/INB B npouecce VB rpynn BTC no3BosisieT BbIABATL Takoe
BO3/eCTBME, UTO NO3BO/SET COXPaHWTL PaboTOCNOCOOHOCTL rPynMbl Ha
JOCTYNHOM ypoBHe. PazpaboTaHHbIVi MPOTOTMN NPOrpaMMHOro KoMriiekca
NOATBEPXAAET MPOAYKTUBHOCTbL NPeAIOKEHHOr0 NoAX0Aa B peanbHbIX rpymnnax
BTC. Pe3ynbTaThl ANCCEPTALMOHHON PaboTbl MOMYT BbITb MCMOAL30BaHbI 415
JanbHeliLLIero pasBUTUsS NoAXoA0B k obecrneyeHuto Wb rpynn TC.
MeToA0N0rnA 1 MeTOAbI ANCCEPTALMOHHOIO UCCNe0BaHNS COCTABNSAIOT:
MeTOZpbl Teopun CUCTEM 1 CUCTEMHOrO aHan3a, ﬂTeopmm VMH$OPMaLIOHHON
6e30naCHOCTM,{ aHanm3a aHHblx, TEOPUN BEPOSTHOCTY, KOMBUHATOPUKL 1 TEOPUN

MHOXeCTB.
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MonoxeHusi, BbIHOCKMbIE Ha 3aLLuUTY:

0 npeanoxeHHble Moenb GpyHKLUVOHNPOBaHNS U MOAeb 3aLuLLieHHoro 1B
rpynnbl BTC N03BONAIOT OCYLLECTBNATL 3aliviieHHoe VB BTC Ha ocHoBe
JeLieHTPaN30BaHHOrO NOAX0Aa;

0 npeanoxeHHbI METO/ BpeMEHHO LieHTpanu3sauum rpynnel 6TC B npoLiecce
3aLUMLLEeHHOro VB no3BosisieT NoBbICUTL 3HaYeHUsi nokasaTeneli kayecTsa
dyHKUMOHMPOoBaHWA rpynnbl BTC, 3a cyeT yueTa ocobeHHoCTell
bYHKLVOHMPOBaHWA rpynmbl;

0 NpeAnoxeHHbI MeToA 06HapYXKeHNA HapyLLUeHW ceMaHTUYecKoi
LieNI0CTHOCTN MHGOPMaLIN Ha OCHOBE PeryTaLyOHHbIX MexaHU3MOB
Mo3BONAET OCYLLECTBNATL aBTOMaTUYeCcKoe 0bHapyXeHue HapyLLeHni
LieNoCTHOCTN MHdopMaLum B rpynnax 6TC anemeHTaMu rpynnbl.
O60CHOBAHHOCTb U J0CTaTOYHas CTeMneHb J0CTOBEPHOCTY MONYYEHHbIX
pe3ynbTaToB A0CTUraeTcs MPUMEeHeHVeM anpobrpPoBaHHbIX TEOPETUYECKIX
MONOXEHWUI N MaTeMaTNYeCcKVX METOAO0B NCCNeA0BaHWM; CUCTEMHbBIM aHaIN30M
MPUHSATBIX AOMNYLLEHUI, OrpaHNYeHNiA, GaKTOPOB M YCII0BUIA ONNCaHVS 06bekTa
1CCNeA0BaHVIs; UCMO/b30BaHVEM KOPPEKTHbBIX MCXOAHbIX AaHHbIX; y4eTOM
MMeloLLLerocs onbITa 1 NpakTuku B obnactu UB;

NOATBEPX/AAETCA HEeMPOTVBOPEYMBOCTLI0 MOyYEHHbIX pe3y/ibTaToB

MOZENNPOBAHNSA 1N TEOPETUYECKIMX MOOXEHNI; CXOANMOCTLIO Pe3ynbTaToB C



AaHHBIMU APYTVIX UCCNejoBaTeNen; NpakTNYeckoli MpoBepKol B AeATebHOCTY
Hay4HO-NPOU3BOACTBEHHbIX OPraHu3aLwii 1 OAOGpeHMEMm Ha HayYHO-TeXHNYeCKMX
KOHpepeHUUsAX.

Peanvzauus pesynbtaToB paboThl. [peacTaBneHHble B

AVICCepPTaLMOHHO paboTe 1ccaeA0BaHUSA NCNOb30BaNNCh B PaMKax CieayoLyx
Hay4Ho-u1cc1eoBaTeNbCKMX paboT: npoekTa AAA-A-16-115043610017-8 - 2015
«/IHdopMaLWOHHas 6e30MacHOCTb TEXHONOTW ynpaBieHus»; npoekTa AAA-A-
16-116072710022-9 - 2016 «MpoTrBOACACTBIE Yrpo3am UHGOPMALIMOHHON
6e30MacHOCTV TEXHOMOT WA ynpaBneHus»; npoekta AAAA-A17-117042410163-4

«Pa3pa6cm<a 3KCNepVIMEHTaNbHOro CTeHAA 4719 NPOBEPKU aNrOPUTMOB ABVXKEHUS
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ABTOHOMHbIX TPAHCMOPTHbIX CPeACTB». Pe3yanaTb| MCN0oJIb30BaINCb Npu
npoekTuposaHun CMMP ynpaBneHns 6ecninoTHLIMN NeTaTelbHbIMK annapaTtamu,
BbinonHaemoro AO «HW CrneymaneHeix npoektos» B 2016-2017rr.

MonyyeHHble pesynbTaThl UCMONL3YIOTCSH NPU NOArOTOBKE 6akanaspos No
cneupmansHocT 10.03.01 «MHpopMaLMoHHas 6€30MacHOCTb» MO ANCUMUMANHAM
«Teopusi CUCTEM N CUCTEMHBI aHanM3» 1 «MHPOPMaLIMOHHbIE TEXHOMOTN »a
TakKxe npv NoAroToBke MarncTpos rno cnewypnansHocty 10.04.01
«HpopMaLMoHHas 6e30MacHOCTb» MO AUCUMMANHAM «OByYeHne MaLLnH» 1
«YnpasneHune puckamu NHGOPMaLMOHHOI 6e30NacHOCTU» GpaKyIbTETOM
BesonacHocTV MHOPMaLMOHHbBIX TexHonornii CaHkT-MeTepbyprckoro
HaLIOHaNbLHOro UCCe0BaTeIbCKOro yHBepcuTeTa MHGOPMaLIMOHHbIX
TEXHONOT WA, MeXaHNKN 1 OMTUKK Bm yyebHOM npouecce. MonyyeHHble pesynbTaTbl
TakKe 1CroNb3yloTCs SKOHOMMYECKM dakynbTeTom CaHKT-MeTepbyprckoro
rocyAapCTBeHHOro yHBepcuTeTa B y4e6HOM npoLiecce Npu NoAroToske
6akanaspoB Mo cneuymansHOCTY 38.04.01 «3KOHOMMKa» MO ANCUMMANHAM
«BbnokueriHy, «MHaycTpus 4.0».

Anpo6auus 0CHOBHbIX Pe3yNbTaToB MPOBOAVNACE Ha CeAYHOLLMX

KOHdepeHLMaX 1 ceMUHapax:

International Seminar on Information Security and Protection of

Information Technology 2015, 2017;

18{m th, 20th, 22 th Conference of Open Innovations Association FRUCTa

and Seminar on Information Security and Protection of Information
Technology €21 - 2016, 2017, 2018;

IX1n X CaHkT-lNeTepbyprckoii MexXpernoHanbHoM KOHdepeHLmn
«/HpopMaLMoHHas 6e3onacHoCTb perMOHOB{m Poccun (MBPP-2015)» -

2015, « IHpopmaLoHHas 6e30nacHoCTb perMOHoa{m Poccun (MBEPP-2017)»
-2017;

XLV, XLVI, XLVII Hay4HbIX 1 y4e6HO-MeToANYeCKnX

KoHdpepeHuus YHrBepcuteta UTMO - 2016, 2017, 2018;
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VI, VII, VIIl KoHrpeccax Monogpix yuéHbix (KMY) - 2016, 2017,
2018;

Digital Transformations & Global Society 2018; «PycKpunto» —
2018;

«/HTepHeT 1 coBpeMeHHoe 06LLecTBO» - 2018;

Ural-PDC - 2016.

My6avikaumun. Matepuans! guccepTaumm onybankosaHbl B 16 neyatHbIx

pa6oTax, U3 HUX: 3{ CTaTbW B XXypHanax, BXoAALVX B cnwcoM BAK, 6 cTaTeli B
N3/,aHVAX, BXOAALLMX B 6a3bl LTUpoBaHus Web of Science 1 Scopus.

JINYHbIV BKnag. Bce pesynbTathl, NpeAcTaBieHHble B AUCCepTaLOHHON

pa6oTe, Noy4eHbl IMYHO aBTOPOM B MPOLiecce BbINMONHEHUS Hay4HO-

1ccnesoBaTeNbCkol AeaTebHOCT L.

CTpyKTypa v 06beM gviccepTauum. JyiccepTaLus COCTOUT U3 BBEAEHUS,



yeTblpex rna., 3ak/4eHVs m{m yeTbIpex npmnoermﬁ.m OcHoBHOII MaTepuan
M3N0XeH Ha 161 cTpaHuuax. [onHbI 06bem AuccepTaummn coctanseT 210
CTpaHuL, ¢ 39m pucyHKamu 1 3 Tabaunuamu. CNMcok AnTepaTypbl cogepxuT 177
HaVIMeHOBaHVIVI.m

KpaTtkoe coaepxaHue paboTbl. B nepsoii rnase paccMoTpeHa

opraHusauys ABMKeHUs Ha ocHose BTC 1 ocHoBHble npobaemsl V1B BTC, Mepbl
npoTMBOAENCTBISA yrpo3am B, noctaBneHa 3agaya nccnefosaHus. Bo BTopoit
rnaBse npeAnaraetcst Mogenb GyHKLMOHNPOBaHNSA rpynnbl BTC Ha ocHoBe
JeLleHTPanV30BaHHOIo MyIbTUAreHTHOro NOAX0AA, KNacc MArkmnx atak Ha bTC,
Mogenb 3alyiieHHoro B rpynnel BTC. B TpeTbeli rnaBe npeAnaraeTcs MeTog
NpoBepKM Le/IOCTHOCTU AaHHbIX Ha OCHOBE NMOCTPOEHNA OLeHOK AoBepus 1
penyTaLuv, MeToZ BPEMEHHO LieHTpanmsaLumm, 3akioyatoLLerocs B Bblbope
BbIYMCINTENBHOTO 3/1EMEHTA, BbIMONHSAIOLLEro PO/ LIeHTPaNbHOMO 3/1eMeHTa Ha
HekoTopoli UTepaLmn. B Y4eTBepToii rnaBe NpeacTaBneHbl pesyibTaTbl
3KCMEePUMEHTOB MO UCMONb30BaHNIO MPEANOXKEHHBIX MOAENN 1 METOZOB, a Takxe

MoKasaHa X NPoAyKTUBHOCTU Ha nprMepe rpynnbl BTC.

1"

Inaga 1. MocTaHoOBKa 3ajauv obecreyeHns MHGOPMaLMOHHOI 6e3onacHoCTH
rpynmnbl 6eCNMNOTHBIX TPAHCMOPTHbIX CPEACTB

1.1 O630p KOHLENUUY KNbep-pusnyeckmnx cmctem

AKTNBHOE VCNONb30BaHVe TEPMUHA «Knbep-prsnyeckas cuctemas

Havanocb OTHOCUTE/IbHO HegaBHO. B 2006 rogy npaButensCTBO MepmMaHum
3anycTuao NporpaMmy NoAAEPKKN PasBUTUS BbICOKOTEXHONOMMYHbIX TEXHONOM A
High-Tech Strategy [1], 4To cTano NpeAnNOCkLINKON Pa3BUTUS HOBOM Napaaurmbl
NpoV3BOACTBEHHOrO NpoLjecca. [laHHas napagurma noay4unna HassaHve
WHayctpus 4.0. OTanumTensHol ocobeHHocTbo VHAycTpuin 4.0 aBnsieTcs
OTHOLLIEHWE MeX/y 3NeMeHTamMn TeXHONOTMYeCKoro NpoLiecc: B oTnYve ot
KNaccmyeckoro NoAxoAa, MUHUMU3MPYeTCs yuacTue Yenoseka, 6onee Toro,
yyacTue yenoBeka B HEKOTOPbIX MpoLeccax MOXeT NPeACTaBAATL ONacHOCTb, Kak
ANS YCNeLHOTo BbIMOMHEHVS MPOoLiecca, Tak 1 419 CaMoro Yenoseka.

B [1] ytBepxaaeTcs, uto «MHaycTpyis 4.0» MMeeT YeTbipe OCHOBaHWA:
COBMECTVIMOCTb, BUPTYanu3saLus, AeLeHTpanmsaumns 1 pabota B pexvve
peanbHOro BpeMeHMU.

COBMeCTUMOCTb MojpasyMeBaeT BO3MOXHOCTbL B3aMMOAECTBIA Yenoseka

1 CUCTEMbI NPY MOMOLLIM Pa3NnYHbIX MPOTOKONOB CBA3W. B Takom cyyae, Bce
y4acTByloLLMe B NPOV3BOACTBEHHOM MpoLecce 06beKTbl (CTaHKK, AaTHUKM,
KOMMbIOTEpPbI, CETV 1 T.4.) 06beAVHeHbI B eVHYHO c1ucTemy. bonee Toro,
noApasymeBaeTcs akTVBHOE B3aUMOZeliCTBIE 3TOV CUCTEMbI C HeNOBEKOM,
KOTOpBIVi He OKa3blBaeT BO3/eiCTBME Ha CaM MPOV3BOACTBEHHbIA NPoLece, Ho
3anyckaer ero.

AN KOHTPONSA GYHKLMOHMPOBaHUSA NPEAMNPUATIS B XO/A€ OCYLLeCTBNeHS
TEXHO/IOMYeCcKoro NpoLiecca NCnob3yrTcs MHGOPMAaLIOHHBIE TeXHONOTUN,
no3BoNSALLME CO3AaTb BUPTyabHYK MOJeNb NPON3BOACTBA. B cBOIO 0Yepesb,
BUPTYyaNnbHas Mo/eb NMO3BONSeT KOHTPOMPOBATb GYHKLVIOHVPOBaHVE CUCTEMbI B

pexviMe peasbHOro BpeMeHu. letieHTpanvsauvs noapasyMeBaeT oTCyTCTBrE
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LeHTPasIbHOro Bbl4NCINTE/IbHOIO yCTpOIﬁCTBa, YTO NO3BOJIAET rOBOPUTH 06
opraH13aLmmn nNojo6HOro poaa CUcTeM Kak cuctem Tuna P2P [2-4]. O6wywmii Bug
opraHv3aLvn B3arMOAENCTBYIS 31eMeHTOB NpeACTaB/eH Ha pucyHke 1.

a) LeHTpanusosaHHas Mogens

6) [leLileHTpanmn3oBaHHas Mogenb

PuicyHok 1 - LieHTpanv3oBaHHas 1 AeLleHTpann3oBaHHas MO yrpaBneHns
MPTC

Vcnonb3oBaHMe T UAN NHO MoAeni opraHmsayun VIHd)OpMaLI,VIOHHOI’O



B3aMMOZEelICTBIS 06YC/IaBNBAET HaNYMe PA3INYHbIX MPEUMYLLLECTB 1
HEeAO0CTaTKOB Yy CUCTEMBI. OAHI/IM 13 NpenmyLLecTs p‘eLLEHTpaI'IVBOBaHHOVI CNCTEMBI
SIBNSIETCS OTCYTCTBME LieHTPaNbHOM0 BbIYNCINTENBHOMO S1eMEHTa, Taknm
06pasom, notepst paboTocrnoco6HOCTN OAHOIO 31eMeHTa He B/ieYeT 3a Co6oi
noTepro paboToCnoCco6HOCTY BCeld crcTeMbl [5].

MpenmyLLecTBa NCMONbL30BaHNS aBTOMATU3MPOBAHHOMO NPOV3BOACTBA
N3BECTHbI C MOMeHTa co3aHnsa ACY TIN. BO3MOXHOCTb 11 OCHOBHbIe acnekThbl
aBTOMaTM3aUMn cuctem ynpasnerus (ACY) TM 6bian cpopmynmposaHsbl AN.
KutoBbIM [6] B 1956 rogy, Ho pa3pabaTtbiBaeMble 1 NprMeHsieMble ACY sBastoTca
COCTaBHOM YacTbto NapaanrMel IHaycTpum 4.0. PeanvsyemMble 1 UCNONb3yeMble
MOHATUS, MOAXOAbI U METOZAb! KNbepHeTnkM Npu peanusauum ACY npegnaraercs
MaclTabupoBaTb Ha BeCb CrekTp chep XM3HM obLecTBa. Mpun 3ToM, 6a3oBble
npuHUWnb6l UHayctpum 4.0 1, kak coctaBHol YacTv UHaycTpum 4.0, knbep-
DU3NYECKMX CUCTEM UMEIOT PSA 3HAUNTENbHBIX OTANYKI OT NpuHUMnoB ACY TI1.
OZHUM 13 KNKOYEBbIX OT/IMYWNIA ABNSETCA Aeknaprpyemast

NPOCTPaHCTBEHHAasA pacrnpesenéHHoOCTb cucTem. Vicnonb3oBaHie pacnpeaengHHbIX
CVCTeM MO3BOJISIET PeLLNTL Npo6emMy BO3MOXHOM napannensHoctv TN u

S1

EN

E2

E1

S1

S2

SN

KaHan obmeHa nHdopmaumen

12N

BHelwHAA cpeaa

EN

E2

E1

Al

A2

AN

S2

SN

Lyy

12N

BHelwHAdA cpeaa
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OTCYTCTBUSA CMOCOBHOCTN COBPEMEHHbIX BbIYMCANTE/LHbIX YCTPOCTB paboTaTth B
VNCTUHHO NapannenbHoOM pexrvimMe npuv LEeHTpanmn3oBaHHOM ynpasieHun. U gaxe
60/1bLUee pacnpocTpaHeHne BbIUNCIUTENbHBIX YCTPOCTB, 3HaUNTENbHOe
yBenuyeHue nx MOLLI,HOCTeVI W CHMXKaroLWwmnecs 3aepXKn Mexay Bblino/IHeHeM
pa3NUYHbIX onepauuii He cnocobHbI B MONHOW Mepe o6ecneymnTs KOppekTHoe
BbIMO/IHEHVIE Pa3NVYHbIX OMepaLuii B npoLiecce Npon3BoACTBa [7].
CnejoBaTeNIbHO, AaHHOE OrpaHMyeHne ABNSETCA OAHVM U3 BaXHeNLWMX GakTopoB
3aMe//IeHNs aBTOMAaTU3aLMN Pas/INYHbIX aCMeKToB XM3HW 06LLEeCTBa, B LIe/IoM, 1
NPOu3BOACTBEHHOIO Npouecca, B YactHocTu [8-11]. OgHaKo, ncnonsb3oBaHmne
60/1bLLIEr0 KONMYECTBa YCTPONCTB, BbIMOMHAIOLLMX POJb BbIYNCANTENBHbBIX
LieHTPOB, NMO3BONAET HUBENVPOBATL 3aTPYAHEHUS, BO3HUKAOLLME 13-3a
OTCyTCTBI/Iﬂ BO3MOXXHOCTW BbINOJIHEHUSA napanneanblx BbIYNC/IEHNIA.

MpU NCNoNb30BaHUM 60NBLLIOTO YNCAA BbIYNCANTENBHBIX YCTPONCTS,
NMPUHUMAIOLLMIX PeLLEHNSs, BO3HUKAIOT MPo6ieMbl, XapakTepHble A1 yrpaBieHus
CNoXHbIMY cucTemamu [12, 13]. MoaxoAbl K peanvsaummn noAobHoro poga cucrem

npvi HEO6XOANMOCTI BbINONHEHVSI OAHOV O6LLEN Lenu 0THOCATCS K 061acTv



TEOpWN CUCTEM, TEOPUN yNpaBAeHys U knbepHeTrky [14-18]. Kpome Toro,
ynpas/ieHvie pacnpeaenéHHbIMU UHTEIEKTYaIbHBIMU 3IeMeHTamu CUCTEeMbI
SIBNSIETCA XapaKTepHoUi 3ajayeli Ans pasgena Teopuin CUCTeM — MyibTUareHTHbIe
cucTeMbl. [pUMeHeHre My/ibTUareHTHbIX CUCTeM MO3BOASIET peLlaTh 3a4a4n 13
pasnnyHbIX 06nacTelt Xr3HeAeATeNbHOCTY Yenoseka [19-23], uTo no3sonsieT
paccunTbIBaThb Ha yCreLwHoe NpYMeHeH e CyLLeCTBYOLLMX B paMKax AaHHOro
paszena Haykuv NMoAXOZAOB 1 METOAO0B K PELEHUIO 3a/a4, COMyTCTBYHOLLMX
BHeApeHuo MHaycTpumn 4.0, a UMeHHO - ynpaBneHve knbep-pusnyecknmmn
cucTeMamm.

Knbep-dpusnyeckas cuctema (KOC) - cnctema, obbegnHsoLLas

dusmnyeckme 1 MHPopMaLMOHHbIe 3neMeHTbl [11, 24-27]. Knbep-KOMNoHeHTb!
CUCTEeMbI BKIOYAKOT KOMIMOHEHTbI, 0TBeYatoLLVe 3@ BbINOSHEHWe BblYNCAEHWA,
peann3auuio anroputMoB 1 nepejady AaHHbIX Mo ceT. dusnyeckas

COCTaB/ISAOLLAs TAKOW CUCTEMbI OMPeAeNnseTcs «aHanoroBbIMM» SNeMeHTamu,
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APYrMU GY3NYEeCKUMI CCTeMaMK 1 CaMOii OKpy>KatoLLieii cpeaoid. PasgeneHvie
3/1EMEHTOB M0 TakoMy MPUHLKMY NO3BO/IAET YTBEPXAATb, YTO 3/IEMEHTbI
MHGOPMALIMOHHOIO YPOBHSA KOOPAVHVPYHOT 06LLME NPUHLMMbI
GYHKLMOHMPOBaHUS CUCTEMbI, ONPeAenstoT Crocob BbIMONHEHVS 3a4ay, COrNacHo
3aN10XXEHHbBIM aNrOPUTMam, KOHTPOMPYHOT GYHKLIMOHVPOBaHVIE 31eMEHTOB
CUCTeMBI, B TO BPEMSA KaK 31eMeHThI GU3NYECKOro YPOBHA BbINONHSAIOT AeiCTBUS,
NCXOAS U3 3apaHee onpeaenéHHOro 1 NpUCyLLero AaHHbIM 31emeHTaM Habopy
AelncTBriA. Mpwy 3ToM Habop AeNCTBUA HEOBXOAVNMBIX K BbINONHEHIO
onpeaenseTca aneMeHTaMun NHGOPMaLMOHHOIO YPOBHS.

K K®C MOXHO OTHeCTV Ntobble pr3nyeckme CUCTEMbI, onepauum B

KOTOPbIX KOHTPONMPYIOTCA U KOOPANHUPYHOTCA KOMMYHMKALVOHHbBIM SAPOM.
PasBuTMe KOC B coBpeMeHHOM MVpe 06ycnaBAMBaeTCst HECKONbKNMM
TeHAEHUVAMY, @ UMEHHO:

- NOBbILLEHVE AOCTYNHOCTU HeJOPOruX 1 AOCTYMHbIX MacCOBOMY

NoTpebUTENH0 CEHCOPHbIX YCTPOICTB, OCYLLECTBASIOLMX C6OP UHGOPMaLMK;

- pasBuTUe Hay4HO-MEeTOAMYECKOro annapara yrnpaenenuns KOC;

- pacnpocTpaHeHe 6eCnpoBOAHbIX CeTeld, yBeNnyeHem nx NponyckHo
CnocobHOCTY 1 T.4. [28].

PaccmatpuBas HaycTputo 4.0 He TONIbKO C TOUKM 3peHnst TN, HO M C
APYrviX acnekToB XWU3HW 06LLeCTBa, BO3MOXHO rOBOPUTL O NOCTENEHHOW
aBTOMaTU3aLMM pasnnyHbIX chep AeAaTeNbHOCTY YenoBeka, HeCBA3aHHbIX
HanpAMyo ¢ MPOU3BOACTBOM NPOAYKLMN. MpeAnockiIKaMu K 3ToMy CTano
pasBUTME BbIYNCINTENBHBIX YCTPOWCTB, MPUMEHSEMBIX Ye0BEKOM B

NMOBCEeAHEBHOW eATeIbHOCTU.

OueHvBas NponcxoasLLee C TOYKM 3peHUs COLMONOTN U MCUXONOT NV,

MOXHO CAieNaTh BbIBOZ O TOM, YTO CEroAHA Ha KOMMbIOTEPbI «NepeknabiBaeTcs»
BCe 60/IbLLEe YeNoBeYECKNX MbICINTENbHBIX GYHKLNI 1 onepau,mﬁ .B[29]
nporHo3npyeTcs, 4to k 2020 rogy obLee KONMYecTBO YCTPOWCTB, 06naaaroLLmxX

BO3MOXHOCTbIO KOMMYHUKALIMW C APYTVMI YCTPOACTBAaMMU, COCTABUT 21 MAPA.
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Taknm 06pas3om, AeknapupyeTcs cTpaTervis aBTomMaTaLmm He ToNbKo
TexHonornyeckmx npoueccos (TM), HO U HEKOTOPbIX aCMeKTOB XM3HM 06LLecTBa
[30]. PaccmoTpeHme BO3MOXHBbIX cpep nprmMeHeHns KOC no3BonnT NoATBepAnTL
aKTyanbHOCTb U3yYeHwst AaHHOW o6aacTu.

Mcnonb3oBaHne KOC MOXHO pa3fennTb Ha HECKONbKO OCHOBHbIX

KaTeropuii, 0OCHOBbIBasCb Ha 061aCTN VX MPUMEHEHMs:

- MPOU3BOACTBO;

- yenyru;

- 34aHUSA 1 06EKTLI UHPPACTPYKTYPbI;



- TpaHCMopT;
- 3paBoOOXpaHeHVe.

Vcnonb3osaHue KPC B nponssoAcTBEHHON chepe No3Bo/sSEeT NoBbILLATL

3G PeKTVBHOCTL MPOV3BOACTBEHHOrO NpoLecca, bnaroAaps NOAHON NHTerpaLvn
BbIYNCINTENBHDBIX YCTPONCTB C MexaHu3ma npeanpuaTva [31]. MonHas
VHTerpauus nogpasymeBaeT He TONbKO yrpas/ieHve 06opysoBaHnem
NpeanpuUaTUS, HO 1 NPoBeAeHVe MOHUTOPVHIa paboyero npoLiecca, ynpasneHue
LensmMu noctasok 1 T.4. MprMeHeHre KOC B chepe 35paBooxpaHeHs Mo3BonseT
OCYLLIeCTBASATL ANCTaHUMOHHbI MOHUTOPUHT COCTOSHIS NaLyieHToB. Kpome Toro,
1CMoNib30BaHVe NOAX0Aa, OCHOBAHHOIO Ha KPC, MO3BOMUT N3yunTb GyHKLMUN
opraHusMa Yyenoseka [32].

OgHoli U3 caMblx akTyanbHbIX chep NprMeHeHus sBAseTcs chepa

sHepreTukn. KPC nNo3BoNST roBOPUTE 06 «yMHbIX» CETSX, T.e. Takux CeTsX, B
KOTOPbIX MPUCYTCTBYET MHPOPMaLIMOHHOe B3arMogeiicTeue [33-35]. B Takom
cnyyae, 3N1eMeHTbl CeTU CaMi MOTYT KOHTPOIMPOBATL PacxXoz sHepruv,
onpesenaTe HaAé)KHOCTVI APYrrx 3nemMeHToB N T.4. Mcnonb3oBaHuve «YMHbIX»
ceTeil N03BONSET NOBbILLATL SKOHOMUYECKYIO BbIFOZAY, HAAEXKHOCTb 1

3G peKTMBHOCTL ceTn. Kpome Toro, BO3MOXHO M3MeHeHVe ponieit 3Sn1eMeHTOB ceTu,
KOrza ycTpoicTBo-noTpebutent nepeaaét 4acTb SHEPrum Apyromy YCTponcTey

npuv HanM4Mn N36bITKoB [36].
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1.2 KoHuenuus 6ecnmnoTHbIX TPaHCMOPTHBIX CPEACTB

BaxHyto ponb KPC oTBOAAT B 061aCTU TpaHcnopTa. MomM1umo
HernocpeACTBEHHOro Kcnonb3oBaHUs KPC npu paspaboTke TPaHCMOPTHbIX
CpeAcTB, 06CyX/AaeTc BO3MOXHOCTb VX MPUMEHEHVISt KaK 3/1€MEHTOB JOPOXHO
NHPPaCTPYKTYpbl. B TakoM cnyyae, MOXHO NOBbICUTL 3G deKTUBHOCTL
1CMob30BaHVIS JOPOXHOI CETU - NepepacnpesensTb NOTOKM MaLLWH,
MVUHUMU3MPOBaTL NPO6KYM, UTO NPUBEAET K MPOAC/KNTENBHOCTY UCMONb30BaHS
ZAOPOXHOr0 Mo0THa 1 yMeHbLLEeHWIo BbibpocoB [37]. PaboTa B 061acTu co3jaHus
6ecnunnoTHbIX aBTOMO6UNEN BeAETCA MHOMMMU KPYMHbLIMU KOPMopauvsmmn 1

nccnefoBaTebCknuMm rpynnamu. MoxHO BbIAENNTb PAj OCHOBHbIX 3aa4,

KOTOpble CTOAT Nepey, paspaboTyrikamu ATC - BbI6OP KOPPEKTHOM TpaekTopuin
ABMKeHWs [38-40], npejoTBpallieHne CTONIKHOBEHNSA C NpenaTcTBuamMu [41] n
APYTVIMU YHYaCTHVIKaMU OPOXHOO ABVIXKeHWS [42], anropuTMbl 6€30MacHoro u
6bICTPOro pasBopoTa, Npoesza nepekpécrka gopor [43-47], n 7L 4.

YCTPOIACTBO TPAHCNOPTHBIX CPEACTB 6bICTPO M3MeHsieTcs. OT CeHCOPHbIX
nnatGopm, KOTopble MPeOCTaBASIOT MHGOPMALIMIO BOAUTENAM 1 3arpyxatoT
AdHHbIE B 06/1aK0 YenoBeYecTBO nepeLuno K ceT aBTOHOMHbIX TPAHCMOPTHBIX
CPeACTB, KOTOPble 06MEHVBAKOTCA CBOMIMY NOKa3aTeNsiMy AaTHNKOB Apyr C
APYroMm, YTo6bl ONTVMM3VPOBaTL PaboTy CUCTEMBI, YTO NMO3BONSIET obecneynBaTh
6bICTPYIO AOCTaBKY MNaCCaXMPOB B MYHKT Ha3HaYeHVA C MaKCUMabHOM
6e30MacHOCTHH Y KOMPOPTOM U MUHUMAbHBIM BO3AeCTBUEM Ha OKPYXKatoLLLyO
cpegy [48]. ipyrMu cnoBamu, B TPAHCMOPTHO Cpegie MPOVCXOANT YXOZ OT
Sensor Web k Internet of Things, Tenepb onepaTtopbl UrpatoT ponb Habntoaatener,
YenoBeyecknii KOHTPOb YAANAETCS, aBTOHOMHbIE TPAHCMOPTHbIE CPeACTBa
AOMKHBI 3GPEKTUBHO COTPYAHMYATL A5 NMOAAEPXKaHVS 6@30MacHOro ABVKeHNs
Ha Zjoporax. Takoe yCTPONCTBO TPaHCMOPTHOW cUCTeMbl TpebyeT CrocobHOCTM

3¢ deKTVBHO 06LLaTLCA  APYr C APYroM, a Takxke 06HapyXu1BaTh, rAe HaXoAATCS
HeobxoAVIMble pecypchbl (Hanpumep, MaLlUHbI CKOPOL MOMOLLM, MHGOpMaLma 06

3BaKyaLWOHHbIX MapLUpyTax v T.4.). Kpome Toro, o6MeH COOBLLEHNSIMU AOKEH
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6bITb 6e30MacHbIM Ans npejoTBpaLleHns 3/10HaMepeHHbIX atak, KOTopble B C/lyyae
ABTOHOMHBbIX TPAHCMOPTHbLIX CPEACTB MOTYT 6bITb cMepTeNbHbIMK, MOCKOJIbKY

OTCYTCTBYET pe3epBHbIi KOHTPOAb. [/ peanu3aLmmn MoAen TPaHCNopTHOe



CPEeACTBO WCMOMb3YeT PacTyLLye BO3MOXHOCTY 06paboTKV U XpaHeHUs
nHbopmaLwmu o apyrux TC 1 co3gaeT 06nako, K KoTopomy nmeroT goctyn TC,
HaXOAALLMECS B HEMOCPEACTBEHHO BAM130CTY K AaHHOMY.

[lpyruM HanpaBneHneM B pa3paboTke aBTOHOMHbIX TPAHCMOPTHbIX CPeACTB
ABNIAETCA MPOeKTUpOBaHne 6eCnUNoTHbLIX NeTaTeslbHbIX annaparos. AO HeaaBHero

BpemMeHu BIM/1A nmenn npenmMyLecTBEHHO BOEHHOE Ha3HaveHwue, OAHaKom celiyac

CTaBATCS HOBbIE 3a/a4N FPaXAaHCKOro HasHauYeHUs, KOTopble YCreLHo MoryT
peLuaTbcsi ¢ nomoLsto bIJIA. Bm aBTOHOMHbIX rpynnax bINJ/1A peweHus o
BbIMO/IHEHWM 334a4 NPVHVMAKOTCA NCXOAR N3 NMEIOLLMXCSA AaHHbIX [49]:

nosiBNeHve HOBO BbIFOAHOM MHGOPMALK, BLIXOA U3 CTPOSt YaCTU pecypcoB,
N3MEeHeHVe KpUTepUEB NPUHSATIA PELLEHVIA; NPY 3TOM CHMTAeTCs, YTo rpynna

BIMJ1A - MynbTuareHTHas cicTema. XapakTepHbIMV 0COBeHHOCTAMM
VNHTE/NIeKTyalbHbIX areHTOB ﬂBnﬂmTca:m CMOCOBHOCTL K KONNEKTUBHOMY
LieneHanpasneHHOMY MOBeAEHWIO B HTepecax peLleHs obLuel 3ap,al-|m;m
CNOCOBHOCTHL CAMOCTOATENBHO peLlaTh JI0KabHbIe 334a4u; {m CNOCOBHOCTL aKTUBHO
nepemeLLaTbCs, LieneHanpaBneHHo UckaTb U HAaX0AWTb |/|H¢opmau,vno;m
aAanTUBHOCTb B AMHaMUYecKoli cpese. ABTOHOMHbIe BIN/TA nmetoT psg

npenMyLLecTs: B3anMOAeNCTBME Mexay COb0l AaeT BOSMOXHOCTL KOPPEKTUPOBKM
nnaaHa v oNTUMU3aLVn MapLupyTa noneTa,m 60nee 3¢ppeKTMBHOE peLleHMe 3aaY,
BbINIPbILL MPW BbIMONHEHNM 334341, BO3MOXHOCTb MOCTaHOBKM PasHbIX 3a4ay 415
pasHbIX y4acTHUKOB rpynnbl BIJIA.

Bm craTbe [50] onuncbiBaeTCA MOZeNMPOBaHMe NOBeeHNsS BOAUTENS B

cmmynmope BOXAEHWS. J1a MoZenb CNYy>XNT OCHOBOWA Ana npoeKTmposaHmn
aBTOHOMHbIX TPAHCMOPTHbBIX CPEACTB Ha OCHOBE MOZeNeli MoBeAeHs YenoBeka.

STa CTPYKTypa COCTOUT 13 YeTbipex Pasjenos: pasjen BOCNPUATYS, pasjen

3IMOLIA, pasgen NPUHATUS peLleHnli U pasAen no NpuMeHeHWo peLleHnii. Pasaen

BOCMNpUATUS onpejenseT, Kak MoZe/lb BOCMPUHMMAaET CBOK Cpejy B JIOKA/bHbIX 1
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rno6anbHbIX YCN0BYSX. Pasaen SMoLMiA onpejenseT, Kak ciejyeT pearmpoBaTtb Ha
OKpY>KatoLLyto cpesy. Pasgen NpuHATUA peLLeHnii nccneayeT cpesy ANst
BO3MOXHbIX AeliCTBIA, OTBeYatoLLX 3anpocam pasaena 3mouunii. KoHeuHas Lenb -
HalTV AeNCTBYIE, MPOCMOTPEB BCE BO3MOXHbIE MYTH, KOTOPbIE MOTYT
NOTeHUMaNbHO yy4LlUTb 3MOLI,VIOHaﬂbeIVI CTaTyC B 3aBUCUMOCTW OT TOrO, YTO
60/1ee akTyanbHo Anst MoAenw. MocKkobKy NpaBvna, COCTaBAsAOLLIE pa3aen
NPVIHATUSA peLLleHVisi, ABNSIOTCA HEYETKUMY NPaBUIaMU C HEUYETKIM BbIXOAOM, NP
OLieHKe TeKyLLIMX YC/I0BUA MOAeNN 1 Tpadurka MOXET BbIMONHATLCS 60/1ee 04HOro
Ha6opa npaBu/. 3To NPUBEAET K 60/1ee YeM OAHOMY PeLLEeHIIO, Kaxzoe 13
KOTOpPbIX UMeeT pa3HbII7I BecC, npep,naraeMbu?l B KayecTBe COOTBEeTCTBYHOLLMX
KaHAWAATOB. T peLLeHVist OLIeHMBAIOTCS, 1 PeLUEeHIE C HAVBbICLLIMM BECOM
BbI6VpaeTCs 1 NepesaéTcs paszeny NpUMeHeHUs peLLeHunii 4ns ee
OCYLLIECTBNIEHVIS, KOTAa 3TO BO3MOXHO. PasjeneHvie Mexay NprHATUEM peLleHns 1
baKTNYECKVM ero ocyLLecTBNeHVeM CBS3aHO C TeM, UTO peasibHble BOANTEeNV
06bIYHO He MPUHUMALOT PeLLEHVs Mo Mepe UX NMPUHATUA. Pasgen npuMeHeHus
peLUeHuii peanusyeT NPUHATOE peLleHre B yCI0BUSIX, KOTAa 3TO MakcMMansHo
6e30MacHo, B3aVIMOZECTBYET C AVHAMUYECKO MOAENBIO C MOMOLLIO TPex
BXOZAHbIX CUIHA/OB: ra3a, TOPMO3a ¥ U3MEHEHVs yr/ia MoBOPOTa PyNeBOro Koseca,
N nony4vaeT ABa BbIXOAHbIX CUTHasMa oT AI/IHaMVI\-IeCKOI7I MoZenun: CKopoctn 1
opvieHTaLmn aBToMo6uns. B 4ononHeHne K curHanam, nepegaHHsIM
AVIHAMUYECKOI MOAENN, Pa3Aen NMOCbIIAeT CUrHasbl MOBOPOTa BEBO 1 BNPaBo,
KOTOpble 06HOBNSAOT COCTOSIHME TPAHCMOPTHOMO CPEACTBA U COOBLLAKT APYTrIM
TPaHCMOPTHbLIM CPEACTBAM Ha AOPOre O CBOEM HAMEPEHWI MeHSTb MOJOCHI
ABVIKEHVIS /I COBepLUATb MOBOPOTLI. Kaxabli 13 3TVX 6/10KOB MMeeT CBOA
COBCTBEHHDIN HABOP HEUETKIX NepeMeHHbIX 1 HeUETKIX Npasw. HacTosLas
MoZe/b OrpaHnyeHa UMMTaLIMelt NoBeAeHUs YenoBeka Nnpv ABUXEHUN B

/IBYXMONOCHOVI CE/IbCKOA MeCTHOCTU.



B HacTosiLLiee BpeMsi yxe A0CTyNHa aBToMaTV3MpoBaHHas aKcryataums
aBTOMarucTpaneii NerkoBbix aBTOMObUNEel BHYTPEHHUMU ccTemMamu 6e3

Heob6X0ANMOCTIN MOCTOSHHOTO aKTVBHOTO yrpaBnerus soauTenem [51]. Takve
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aBTOMAaTV3MPOBaHHbIE CUCTEMbI TPAHCMOPTHBIX CPEACTB PaboTaroT B aBTOHOMHOM
pexuvime. VimetoLmecs aBTOMaT3MPOBaHHbIE CUCTEMbI MOMOLLV BOANTENIO
orpaHviyeHbl: HanpuMep, pyneBoe yrnpas/ieHne WA TOPMOXeHWE, AV AOCTYMHbI B
onpejenéHHbIX yCIoBUSsX, Hanpumep, LLIOCCe C OrpaHNYeHHbIM A0CTYNOM Uan
Me/ieHHOe ABIKeHVe. ABTOHOMHbIE TPaHCMOPTHbIe CPeACTBa, KOTopble paboTatoT
6e3 BMeLLaTebCTBA YeN0BeKa-BOANTENS, CTaHYT COCTaBHON YacTbio 6onee obLueit
KaTteropmn aBTOHOMHbIX TPAHCMOPTHBIX CPEACTB, KOTOPasaA MOXET OXBaTbiBaTb
LUMPOKYIO chepy NPYMEHeHUs: aBTOHOMHble TPaHCMOPTHbIE CpesCTBa MOryT
MCMoNb30BaThCs ANS IMUHON MOBUIBEHOCTH, KOMMEPYECKO, BOBHHOW UAW ApYriiX
Leneli Npuy ycnoBuUw, YTO TPAHCMOPTHOE CPeACTBO MOMHOCTLIO YPaBNAeTCcsa
NCKYCCTBEHHbBIM UHTENNEKTOM. ABTOHOMHbI aBTOMO6MNb 06beANHSeT B cebe
NATb rPynn TeXHoNorwii: (1) HTepdelic HenoBek-TPaHCMOPTHOE CPEACTBO; (2)
AATUMKK, KOTOpble NPeAOCTaBAAOT AaHHble 06 KCrayaTaLumm TpaHCNopTHOro
CpeACTBa U ero yacteif; (3) AaTUMKW, KOTOPbIe NPeAOCTaB/AOT JaHHbIE O BHELLHEN
ZIOPOXHON Cpeje, NCTOUHUKM AVHAMUNYECKNX AaHHbIX B peasibHOM BPEMEHN O 30He
BOKPYr TPAHCMOPTHOro CPeACTBa; (4) aBTOMaTU4ecKkoe yrpaeneHvie paboToi 1
GYHKLMAMY TPAHCMOPTHOTO CPeACTBa; U (5) UCKYCCTBEHHbIVE MHTENNEKT, KOTOPbIA
06beaVHART IKCNyaTaLVIOHHbIe JaHHbIe B aBTOMOBU/E C BHELUHVMM AaHHBIMU O
Zloporax 1 UCMonb3yeT ero ANS akTUBaLMY aBTOMaTU3MPOBaHHbIX CPEACTB
ynpaBneHvs TPaHCMOPTHbLIM CPeACTBOM. ABTOHOMHbI aBTOMO6UNL byeT
onMpaTbcs Ha BbICOKOTEXHONTOTMYHYHO KOMMbIOTEPHYHO 06p360TKy, YTObbI
VHTErprvpoBaTh 1 NpoaHann3npoBaTb BHyTPEHHME SKCryaTaLVoHHbIe AaHHble
TPaHCMOPTHOrO CPeACTBa 1 aHHbIe AaTuuKa JOPOXHOr0 NOMOTHa, a 3aTem
OonpesennTb, Kakre aBToMaTn3poBaHHbIE CPeACTBa yrpaBneHNsa akTMemMposaTb 1
3anyckaTb VX. 3Ta aHanuTnueckas GpyHKLYS BO3HMKAET A0 BKIOYUEHUS
aBTOMAaTNYECKMX CPe/ACTB yNpaBaeHNa TPaHCMOPTHbLIM CPeACTBOM, KOTOpPbIe
O/HOBpPEMeHHO NpeAoCTaBASOT JaHHble 06paTHOW CBA3M B cMcTeMy. Ha AaHHbIN
MOMEHT [0CTaTOUHasn BbIUNCINTENbHAs MOLLHOCTb A1 YIPaB/ieHUst aBTOHOMHbIMU

NHTEerpauns, aHanv3 v aktmeauna JaHHbIX TDAHCMOPTHBIX CPeACTB, Kak
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npeACTaBAseTcs, AOCTYMHbI, HO BO3MOXHOCTU A1 CUCTEM CIUSHWUS U yNPaBNeHns
AAHHBIMU CUCTEeMbI TPAHCMOPTHOTO CPEACTBA He SBASKTCA HeOrPaHNYeHHbIMU.
MHTerpaums KOMMYHKaLMOHHbIX TEXHONOTUI B COBPEMEHHbIe

aBTOMOBUAW HaYanacb HECKONBLKO NeT Ha3aA: NoNyASAPHLIMU NpUMepamu
ABNSIOTCH MOBWIbHBIE TeNedOHb! 1 MHTEPHET-A0CTYM Ha OCHOBE COTOBbIX
TEXHONOrWi, a Takxe agantepsl Bluetooth Ans nHTerpaumm MobUIbHBIX
ycTpolicte. CoBpeMeHHas Hayka Nno3BonseT pa3pabaTbiBaTb Lenblil psj
PasNINYHBIX TUMOB TeNeKOMMYHUKALOHHbIX CETeW, 04HOM 13 KOTOPbIX CTana
Vehucular Ad-Hoc Network (Vanet). OHa npviBiekna BHYMaHe y4éHblX, KoTopble
npvnaratoT ycmnvs B 061acTv ee NccaeAoBaHws, CTaHAapTU3aLMM U NOBbILLEHWS
6e30MacHOCTV ee 1CMOo/b30BaHVA A8 KOMPOPTa BoAVTENeN 1 NacCaxmpoB.
OCHOBHbIMM 33la4aMu 3TOrO TUMa ceTell ABNAIOTCA MOBbILLEHVE 6e30MacHOCTH
ZIOPOXHOTO ABUXEHUS 1 3GPeKTVBHOCTM NepeBO30K, a Takxe CHUXeHne
BO3/1e/CTBUS TPaHCMOpTa Ha OKpy>KatoLLyto cpeay [52]. MHorve paboTh,
noceaALEéHHbIe nccnegosaHuo VANET, paccmatpmBan TPAHCAALMIO AaHHbIX,
KayecTBO cepBMca 1 6e30MacHOCTb.

ABTOpbI CTaTbV [53] M3yunnu pesybTaTbl HEKOTOPbIX UCCeA0BaHN B

JaHHbIX 06N1acTAX 1 NpeAoCTaBUAM KpaTKunii 063op Bo3MoxHocTel VANET.
MoTpebHOCTL B TakMX CETAX BO3POC/a 13-3a HEOBXOAVMMOCTY NoAJEPXMBaTh

60/bLLOe YNCIo 6ecr|poso,qu|x yCTpOVICTB, KOTOpbIe MOTYT NCMONb30BaTbCA B



TPaHCMOPTHBbIX CPeACTBAX, HanpuUMep, NepcoHabHble LdppoBbIe MOMOLLHVIKY,
HOYTOYKI, MOBUIbHbBIE TenedoHbl. K TOMY Xe, OHV MOTyT UCMOb30BaThCA ANS
obecreyeHns 6e30MacHOCTN TPAHCMOPTHBIX CPeACTB, HaBUraLyK, yrpaeneHus
OPOXHBIM TPahVKOM, OnnaThl JOPOXKHbIX CEOPOB - 11 3TO Aaneko He Bce
BO3MOXHOCTW nprMeHeHns VANET.

B vHTennekTyanbHbIX TPAHCMOPTHBIX CUCTEMax TPaHCMOPTHOE CPeACTBO
BbINONHAET GyHKLWN OTNpaBUTENs, NoayYaTens U MapLupyTu3aTopa A8 nepeaaqn
MHOPMaLMM BHYTPU TPAHCMOPTHOW CETU UV BHYTPU OAHOMO TPAHCMOPTHOIO
CpeACTBa, UCNONb3ys MHPOPMaLMIO A4S obecneyeHrs 6e30nacHoCTb 1

AOCTYNHOCTb TPpadwKa. L1t KOMMYHUKALWW BHYTPY TPAHCMOPTHOW CUCTEMbI ee
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3N1eMeHTbI J0/KHbI BbITh OCHaLLeHbl pagvionHTepdelicoMm 1 060pyAoBaHNEM ANs
orpegeneHns MecTornonoxeHuns o6bekta (GPS nan DGPS). Cesasb V2V (vehicle-
to-vehicle) no3gonsieT KOMMYHVULMPOBATL TPAHCMOPTHLIM CPEACTBAM MeXAY
coboli, nepesaBas COOBLLEHNS, cogepyalLe JaHHbIe O CKOPOCT aBTOMOBUAS Un
npeaynpexaeHns 0 cMeHe MecTononoxeHus. Mpu B3auMogeicTenm
TPaHCMOPTHOW C1CTeMbI C MoMOLLbHo ¢Bsi3n V2R (vehicle-to-roadside) koHTponb
Ha/ ABVXXeHNeM TPaHCMOPTHBIX CpeACTB 6epeT Ha cebst NPUAOPOXHbIN 610K,
OTNPaBNALMIA WMPOKOBeLlaTeNbHOe CO0bLeHe BCeM TPaHCMOPTHbLIM
cpeAcTBaM Nob6an3oCT. Hanprmep, NpUAOPOXHbBIN 610K byaeT neproanyeckn
TpaHCAMpoBaTh COOBLLEHVIE, CoAepXalLiee orpaHnyeHre ckopocTu, 1 byaet
CpaBHVBaThL /Il06ble reorpapuryeckie JaHHble C AaHHBIMU TPaHCMOPTHOrO
CPeACTBa, UTObbI ONpeennTh, COOTBETCTBYET I CKOPOCTb TPAHCMOPTHBIX

Cpe/ACTB OrpaHNYEHNsSIM Ha JaHHOM y4acTke nyTu.

ABTOpbI [54] aHaNV3MPYOT TakKe pesynbTaThl ncciefoBaHuii npobnem VANET,
CBA3aHHbIX C MapLUpyTU3aLMeit, kauecTBoM obcnyxmsanms (QoS),

pajvoBeLLaHus, aTak 1 yrpo3 6e30nacHOCTy, CTOKHOBEHWS 1 MOMeX, BAVSHUS
MOLLIHOCTU Nnepejaqn Ha 3Gp$eKTVBHOCTL MPOTOKONA 1 anropuTMbl yripasieHus
MoLLHoCTb0. Cneunduryeckme Npobaemsl, CBA3aHHbIe C MapLUpyTV3auveli B
VANET - Tononorus cetu, Aemorpaduyeckre AaHHble, pasinyHas naoTHOCTb
noToka B pa3Hoe BpeMs AHS, BbICTPbIe 3MEHEHVI B TPaHCMOPTHbIX CPeACTBax,
npubbiBatoLLmx 1 nokuaaromx VANET. B ceTax VANET LwimpokoBseLLaTensHble
nakeTbl NepeAatoTcs B 3aBUCMMOCTL OT reorpapryeckoii 06nactu, onpeaenéHHow
nakeTom, TpaHCMopTHbIe CpeAcTBa NepnogNHeckn TPaHCANPYHOT KOPOTKME MakeTbl
C VX UAEHTUGMKATOPAMU 1 TEKYLLIM reorpapurueckm nonoxeHnem. Takum
06pa3oM, MOXHO pa3paboTaTb CMCTeMy COBMECTHOrO NpeAoTBpaLleHus
CTOJ'IKHOBeHVIVI, KOTOpas MOXET NOMOY4b B MpeAoTBpaLleHnmn CTONKKHOBEHWIA I'IyTéM
npeaocTaBaeHNs NpejynpexaatoLLyx coobLeHnin. besonacHocte VANET umeet
peLuatoLLiee 3HavYeHMe, MOCKObKY CaMo UX CyLLLeCTBOBaHVIe CBA3aHO C
KPUTUYECKUMU CUTYaLMAMU, YTPOXAKOLLIMMI XU3HW. KpaliHe BaxHO, YTO6bI

KM3HEHHO BaxkHasi UHPOPMaLMa He MOora 6biTb V3MeHeHa 3/10yMbILLIEHHUKOM.
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Cuctema Zlo/kHa BbITh B COCTOAHUY OMpeAenTb OTBETCTBEHHOCTE BOAVTENEN,
COXpaHsAsa NPV 3TOM UX KOHPUAEHLMANBHOCTL, DTV NPO6aeMbl TPYAHO PeLunThb 13-
3a pa3mepa ceTi, CKOPOCTN Nepejayn, X OTHOCUTENBHO reorpaduryeckoi
MO3ULIK 11 CYHanHOCTI CBA3EN MeXAY HUMW.

Cetun VANET viMetoT IMPOKyo 061acTb NprMeHeHuns [55], nepsasi U3 KOTOPbLIX —
NPUNOXKEHUS AN1S CO3AaHUS KOMPOPTa NOb30BaTENS: STOT TUM NPUNOXEHUS
yny4LaeT 3GPekTUBHOCTb ABVXEHVS NACCAKVPOB U ONTUMU3NPYET MapLUPYT A0
NyHKTa Ha3zHaueHus. MpumepamMu 415 3TOl KaTeropum SBASKTCS cucTema
NHbOPMaLMK O ABMKEHNN, HGOPMaLK O Noroge, MHGOPMaLMK O 3arpaBoOYHbIX
CTaHUMAX NNV pecTopaHax v LeHax, a TakxXke MHTepakTuBHas CBA3b - A0CTyN B
WHTepHeT nnu 3arpyska mMysbikv. Bropas o6nactb nprvmeHeHus — chepa
6e3onacHocTL. Micnonb3osarre VANET obecneyrBaeT 6e30mMacHOCTb

naccaxvpos nytemM obMeHa MHGOPMaLeit, oHa NpeaoCTaBaseTca NMbo BOAUTENID,



NGO NCMONB3YeTCA 415 aKTVBaLMN NPYBOAA aKTUBHOW CUCTeMbI 6e30MacHOCTU.
MpumMepamMn NpYIMEHEHNS 3TOrO KAacca ABAAKTCS CMCTeMa aBapuiiHoro
OMoBeLLeHWSs!, MOMOLLHVK MO CMeHe MOIOChI ABUXEHVS, KOOPANHALMN
nepeceyeHns, NpeayrnpexaeHns o oPOXHbIX 3HaKax N U3MEHEHNN CKOPOCTA
[OPOXKHOTO ABUXEHNN.

ABTOpbI [52] aKLEHTUPYHOT BHUMaHMe Ha Pa3NnyHbIX acrekTax 6e30MnacHocTn
ceTeit VANET. HagéXHOCTb C1UCTeMbI, B KOTOPOA MHpOpMaLVa cobupaeTcsa v
pacnpegensieTcs Mexzy aBTOHOMHbLIMU 06beKTaMy, Bbl3blBaeT 06eCroKOeHHOCTb
o NoBoJy AOCTOBEPHOCTUN AaHHbIX. HanpuMep, oTnpaBuTeNb MOXET UcKaxaTb
Ha6mo,u,eva AN5 N0NyYeHUs BbIrOAbl, MO METOAY peannsaunmn Takme atakm
noAo6HbI bad-mouthing 1 ballot stuffing. TpaHcnopTHbIe cpeacTBa MoryT
YMeHbLUWTb 3Ty Yrpo3y, CO34aB CETU JOBEPUS 1 UTHOPUPYA  WUAW, MO KpaiiHeii
mMepe, He ZoBepsis MHopMaLm OT HeHaAEXHbIX oTnpaBuTeneli. Kntoyeson
3aga4ein obecneveHus 6esonacHocTy VANET siBnsieTcs npejocTaBneHmne
ayTeHTUGMKaLMM OTNPaBUTENS B CLIEHAPUAX LUMPOKOBELLATENbHOM CBA3M, YTO
06bI4YHO AOCTUraeTCsd 3a CYET UCNONb30BaHUSA I'IOAI'IVICGVI OTKPbITOrO K/lHo4a.

UT06bl rapaHTPOBAaTh, UTO OTKPLITLIA K04 MPUHAANEXUT
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ayTeHTUPVLIMPOBaHHOMY Y31y, 06bIYHO TpebyeTcs CTPYKTYpa, Ha3biBaemas
MHPPACTPYKTYPOI OTKPBLITOrO KtoYa, ANs SKOHOMUM NMPOMYCKHOW NMOn0ChI
BepUGMKaTOPbl MOTYT K3LUMPOBaTh CEPTUPUKATbI 1 OTKPbITbIE KKOUN
noAnuceIBatoLLEero inua. HejasHo 6bina NpeAnoXxeHa CHXPOHV3MPOBaHHas

3¢ dekTMBHas NoTokoBas ayTeHTUMKkaLmsa (TESLA), B Heli oTnpasuTens
NoANMUCLIBAET COOBLLEHNA C UCMONb30BaHVIEM anropuTMa CUMMETPUYHOW
noAnucy, a 3atem nepeAaéT 370 COOb6LLEeHNe C CUrHaTypoid. CrycTs KopoTkoe
Bpems OTNpaBuTeNb TPAHCAVPYET KUY 1 MHCTPYKTUPYET BCeX, UTO 3TOT
pacKpbITLIA K04 He 6yAeT UCnob30BaTbCs B byayLieM. PecriBepbl KaLWIMPYOT
NCXOZHOe COOBLLeHMe A0 Tex Nop, MoKa KMoy He byAeT NPUHAT, a 3aTeM
nposepsieTcs NoANUCk. MockonbKy 3Ta NpoBepka UCMob3yeT CUMMeTPUYHbIe
KpunTorpapuyeckrie NpyMnTHBEI, OHa TpebyeT NprmepHo B 1000 pa3 MeHbLUe
BbIUNCIUTENBbHBIX PECYPCOB, YeM MpeablAyLLmnii MeTod. Ho Bonpoc
KOHGUAEHLIMANBLHOCTK, MO MHEHWIO aBTOPOB, BCE eLlie OTKPbIT.

B ctaTbe [55] npeanaratoT pasnuyHble cxeMbl A5 obecneyeHns

6e3onacHocTy B VANET. [ins obecnedeHus ayTeHTUdMKALMN MOTYT
1Crnonb30BaThest LeHTpbl cepTudukaumnm (LIC). Kaxaplii 610K TpaHCMopTHOTO
CpeACTBa 1 TPaHCMOPTHOTO CPeACTBa ByAeT METb YHUKaNbHYO
NAEHTUPUKALIMOHHYIO MHGOPMALWIIO, OBLLEIOCTYMHbIE W 3aKPbITbIE KAKOUN 1
cepTudukaT. Takxe 6yAyT NPOBOAVNTLCA NepekpEécTHble cepTuduKaThl Mexay LIC.
MpeanaraeTcs UCNONL30BaTb aCMMETPUYHYH KpUNTOrpaduto Ana NoAnmcu
coobLeHnii 0 6e3onacHOCT. MceBAOHNMbI, KOTOPble MOTYT UCMOb30BaTLCA A5
aHOHVMHOTO 06LLeHWs, BbinV NPesIoXeHbl Kak 0AVH 13 CNOCO60B yydLleHNs
KoHdUAeHUmansHocTy B VANET aBTOpamu Apyrux ctateil. Bmecto
1CMo/Ib30BaHMA Napbl 4ONTOCPOYHbIX Ktouelt y3en NoANMCbIBaeT UCXOAALLVE
CO06LLEHNS C 1CMONb30BaHNEM 3aKPbITOrO Ktoya NceBjoHVIMa 1 jobaBnseT
NceBAOHUM B COO6LLIEHMS. MOCKObKY COOBLLEHMS, MOANUCAHHBIE MO TeM e
NCeBAOHNMOM, MOTYT 6bITb CBA3aHbI APYT C APYroM, y3en JO/IKeH Nepruognyeckm
MeHATbL CBOVi NCeBAOHVM. KOHOUAEHLMANbHOCTL AN 0AHOAAPECHOro Tpaduka

MOXET bbITb AOCTUTHYTa NyTemM obmeHa CUMMETPUYHbBIM K/TFOYOM MeXay
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TPaHCMOPTHBIMU CPeACTBAMU C MOMOLLIbHO KPUATOrpadryeckix anroputMoB ¢
1CMoNb30BaHNEM OTKPLITOrO Ktoua.

ABTOPbI [56] OMWCLIBAIOT TEXHOOTNIO MOAK/NHOYEHHbIX TPAHCMOPTHbIX

CpeACTB ciesytoLmm o6pasom. Ceasb V2V (vehicle-to-vehicle) ncnonb3syetcs kak

OCHOBa AN 06MeHa JaHHbIMY B peXxvme peasibHOro BpemeHn Masoi



AaNbHOCTLIO MEXAY TPaHCMOPTHBLIMY CPeACTBaMy, YTO obecrneyrBaeT
3HauUTeNbHble NperMyLLiecTBa B 061acTy 6esonacHocTV. KoMMmyHmkaumum V2V
MO3BONAIOT TPAHCMOPTHOMY CPe/ACTBY 06HaPYXMBaTh Yrpo3bl 1 ONacHOCTH,
onpezenaTb MeCTONoNOXEHNs APYriX TPaHCMOPTHbIX CPEACTB, a Takxe 06 yrpose
NN ONACHOCTU 3TUX TPAHCMOPTHBIX CPEACTB, PacCUUTaTb PUCKU BO3SHUKHOBEHUS
onacHbIX CUTyaLuid, BblAaBaTb PeKOMeHAaLMV UKW NpeaynpexaeHuns 1
npeanpuH1MaTh AeNCTBMA ANA NpeaoTBpalLeHs c6oes. B 0ocHOBe KOMMYHVIKaLWi
V2V nexuTt 6a3oBoe NpunoxeHune, N3BecTHoe Kak coobLLeHre AaHHbIX «Here |
Am», OHO MOXET 6bITb Peanr30BaHoO C UCMONb30BaHNeM TexHonornii GPS ans
onpejeneHys MecTonoNoXeHVs U CKOPOCTV TPAHCMOPTHOIO CPeACTBa U
AAHHbBIX C JATUYVIKOB TPAHCMOPTHOrO CPeACTBA, KOTOPbIE ONpeAensoT
MeCTOMOIOXEHMeE 1 CKOPOCTb TPAHCMOPTHOrO CPeACTBA U 06 beAVNHSIOT X C
APYrUMU AaHHBIMU, TaKMMW KaK LWVPOTa, 40NroTa Uau yro, Y4tobebl obecneunTs
AleTaslbHYH CUTYaLIOHHY0 0CBEAOMIEHHOCTb O MO3ULMSX APYrUX TPAHCMOPTHbIX
cpeacTB. BugeHue V2V coCTOUT B TOM, YTO B KOHEUHOM UTOre Kaxzbli
aBTOMO6UNb Ha AOpOre CMOXET 06LATLCA C APYTMMU TPAHCMOPTHBLIMMN
cpeacTBamu. Takast cMcTeMa KOMMYyHUKaLmMy 6yaeT NoAepkmBaTb HOBOe
nokosieHve cctem 6esonacHocTu. Mo gaHHbIM UccnesoBaTenel, KOMMYHVKaLMn
V2V no3BoAsT NCMO/b30BaTh akTUBHbIE CUCTEMbl 6€30MacHOCTY, KOTOpble MOryT
NoMoYb BOAVTENSIM NPeA0TBPaTUTL 76 MPOLeHTOB aBapuii Ha Aopore.
TexHoNorva NoAKNOYEHHOro TpaHcnopTa GpoKyCHpyeTca Ha pexvimax

CBA31 aBTOMO6W/1-aBTOMO6W/b, TPAHCMOPTHOE CPeACTBO-MHGPACTPYKTYPa,
TPaHCMOPTHOE CpeACTBO-AeBalickl A5 obecneyeHns 6e30MacHOCTY, C MOMOLLbIO
PasNNYHbIX HOBbIX KOMMYHUKALWIOHHBIX TEXHONOM N, Taknx Kak

cneynann3npoBaHHas KOMMYHMKaLMsa KOPoTKoro gnanasoHa (DSRC) nnn
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6ecrnpoBOAHON AOCTYN ANS TPAHCMOPTHLIX cpeacTs (WAVE) [57]. AaHHas
TEXHO/IOrVIs onpe/ensieT HoBble NPO6aeMbl, Takue Kak onpejeneHre cTaHAapToB
ANS B3aUMOZAEICTBUSA, pa3paboTka HOBbIX CxeM obecreveHns 6esonacHocTy,
NASHTUGUKALMS 1 YCTPaHEeHME TEXHONOTMYeCKX MpobaeM, knactepusaums
ABVKYLLIIXCS TPAHCMOPTHBIX CPEACTB ANSA YyULLEHNS BO3MOXHOCTA
NOAKNKOYEHNS, CTabUNBHOCTY KNacTepos, 3GeKTUBHOCTM Nepesayn
06CYKMBaHWS 1 YCTOMUMBOCTU K OLLMEKaM. B anbHelillemM BO3MOXHa
nHTErpauus 06/1a4HbIX BbIYNCIEHNIA B cncTemMy NoAK/IKOHEHHbIX TPaHCMOPTHBLIX
CPeACTB 1 NocnedytoLLiee ee BHeAPEHME B HTEPHET BeLLeii.

B ycnoBusix aBapuiiHo cuTyaumm, nocne cbopa HeO6XoAMMOiA

vmd)opmauvm NHTeNNeKTyaNbHaA cncTema ynpasineHnsa TPaHCNOPTHBLIM CPeACTBOM
NHOOPMUPYET BOANTENS O TOM, UTO OH AOJIXKEH 3aMeANNTLCSA 1 BO3MOXHO cAenatb
MOBOPOT, UTOBbI 136exaTb KaknX-NMBo HexenaTenbHbIX NocNeAcTBIIA [58].
WHTennekt TC nposiBaseTcs B MHULMATUBHOM NPUHATUN peLleHus
OTHOCUTENIbHO BO3MOXHbIX albTEPHATUB, YTO B MPOTUBHOM Clyyae 6b110 6bl
BO3MOXHO TO/IbKO MOC/E TOrO, Kak BOAWTE/Ib MOT MOMacTb B Ype3BblyaiiHyto
cntyaumto. OgHako, HecMoTps Ha cosaaHne UTC, Bce elle cyLlecTByeT NyTb ANs
noBblLLeHNs 3PpHeKTUBHOCTU 1 6e30MacHOCTI NepeBo30K. ITO ornpaBAaHO
CnesyroLVM: yCnoBms Tpadrka MOryT HacTo MEHSTLCA BHE3aMHbIM UAn
NOBTOPSHOLLMMCS 06pa3oM, MO3TOMY ero Heo6X0AMMO OLIEHUBATE B pexvMe
peanbHOro BpeMeHM, HO LLab/IoHbI CUTYaLWIA, MONyYeHHble C MOMOLLIbIO METOZA0B
MallNHHOIo O6yHeHI/I9|, MOTYT MOBbLICNTH TOYHOCTL 11 MPaBU/IbHOCTb peUJeHI/II‘/‘I‘
BTopasi npo6sema 3aknt4aeTcs B TOM, HUTO ycTapeBLUMe CUCTEMbI OLIEHKM 1
ynpaBieHns OPOXHbIM ABVXKEHNEM B OCHOBHOM LIEHTPasIN30BaHbl, CBSI3b MeXAy
YNpaBASIOLLMMY YCTPONCTBaMU 1 TPAHCMOPTHBIMU CPeACTBAMU OCYLLIECTBARETCS
yepes VHTepHeT, CMYTHVKOBbIE UM COTOBbIE CUCTEMbI, @ peanuaums
JleLleHTPanN30BaHHOW CUCTEMbI CIMLLKOM CNIOXHa. [lanee, KOHLENUMS HTepHeTa
aBToMObUnel (IoV) onucbiBaeT cBsizaHHble MeXy CO60i TpPaHCMOpPTHbIe CpeACTBa

1 06EKTbI TPAHCMOPTHO MHOPACTPYKTYpbI Ha 6ase IP-agpecos, cnocobHble



06MeHNBaTbCA VIH¢OpMaLl,Mel7I NpAMO NN KOCBEHHO; Takast OpraHmn3aymsi cMctemMbl
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MOAXOAUT ANA PeLleHns Npobniem cozaaHns 6onee 3GpekTMBHOro 1 6esonacHoro
TpaHcrnopTa. Ytobbl peannsoBatb KOHLENLMIO 0V, He06X0ANM aHanu3 psiaa
acreKkToB CUCTEMBI: yripaBaeHne Tpadrkom, yrnpasieHve 6e30MacHOCTLIO 1
aBapUHbIMK CUTYaLAMY, SHEPro3GPeKTVBHOCTb, ONTMM3aLIMSA PaboTsl
NHTEpHETa TPaHCMOPTHBIX CPEACTB U MHOTUe Apyrue. Co3AaHne cuctem
TPaHCMOPTHbIX CPEACTB, MOAKNOUYEHHBIX K IHTEPHETY, KOTopble YNpaBAsoTCs 1
KOOPANHVPYIOTCSA OnpeseneHHOM TPaHCMOPTHOM MHPPACTPYKTYpPOiA,
aBTOHOMHbIMY CUCTEMAMW, MPUBOANT K YYULLEHWNIO TPAHCMOPTHBIX YCAYT, a
Takxe 6onee H3KMM 3aTpaTam.

B oaHOM 13 pa3genos [59] cxeMaTUYHO NokasaHa TUMNUYHas apxmuTekTypa
CYLLIeCTBYHOLLVIX MOAKNOUYEHHbBIX aBTOMOBW/EN, peanusyroLLas 3aLmTy oT yrpo3
TPaHCMOPTHbIX CPeACTB. TPaHCMOPTHOE CPEACTBO MMEET HECKOIbKO 3NEKTPOHHbIX
MOACUCTEM, TaKMX KaK yrpaBneHue TpaHCMUCCUel, ynpasneHvie KoMGopTom,
NHPOPMaLIMOHHO-pa3BekaTeNlbHast CUCTEMa BHYTPU TPAHCMOPTHOMO CPeACTBa,
610K ynpasneHys 6e30MacHOCTLI0 TPAHCMOPTHBIX CPEACTB 1 Ap. Kaxaas
noAcucTemMa nmeeT Habop Moayneit ans ynpasneHus TC, aHTUBNOKMPOBOYHO
TOPMO3HOW CUCTEMOA 1 pacLLUMPEHHO CUCTeMOV MOMOLLM BoAWTeNo. MHorne
MOZYV IMEIOT CTPOro OrpaHnyeHHble pecypcbl LM v namaTy n3-3a XecTkux
orpaHVyeHnii 3aTpat. PasnnyHble 31eKTPOHHbIE MOACUCTEMbI TPAAVULMOHHO
NCMONB3YIOT GU3NYECKN Pa3jeNeHHyto CeTb, CreLanbHble BblICOKOCKOPOCTHbIE
LUMHbBI NCNO/Ib3YHTCA A1 KPUTUYECKU BaXKHbIX CUCTEM YrNpaBaeHUs ABuraTenem,
CVN0BOIA NepeAay 1 6e30MacHOCTY, a I0KabHas CeTb UCMONb3YeTCs A/ MeHee
UYBCTBUTENIbHBIX K BPEMEHW MOACUCTEM YripaBneHus. OTAeNbHble ceTU U
NPOTOKO/IbI NCMONL3YHOTCA B Nogcucteme IVl Ans noAsep>KKn ayavo 1 BUAeO
NPUNOXKEHNI N BCTPOEHHbIX BUAEOKaMep. PasnnyHble ceTu BHYTpY
TPaHCMOPTHOrO CPeACTBa B3aVMOCBA3aHbI CO LLO3aMK, KOTOPble KOHTPOAVPYHOT,
Kakue COOBLLEEHNS MOTYT NepexoAnTb 13 OAHON ceTu B Apyryto. Camut L3kl
06bIYHO COANHSATCS € BbICOKOCKOPOCTHLIMU CAN-LLMHaMK, KOTopble B
6nuxaiiem byayLiem MoryT 6biTe 06beAnHeHbI ¢ Ethernet. CeroaHs kaxaas

3/1eKTPOHHas NoAcmncTemMa 0bbl4HO peannsyeT CBOW COBCTBEHHbIE BbljeleHHble
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KOMMYHMKaLMOHHbIE MOAY/N ANt NOAKHOUEHNS K BHELLUHeMY MUpy. Hanpumep,
AJ15 OAAEPXKKV MybTYMEANVIHbBIX Vi 6€30MaCHbIX MPAIOKEHIAN, TakivixX Kak
rpoMKas CBSi3b, 3KCTPEHHbIE BbI30BbI 1 Pa3peLLnThb NPUIOXEHNSM CMapThOoHa
1CMONb30BaTh 3BYKOBbIE U ANCT/IEiHbIE CUCTEMbl aBTOMOBWAS, @
PaAVIoNPUEMHUKIN CHATALOTCA BKIOUYEHHBIMU B OMepaTUBHbIE CUCTEMbI, YTOBLI
obecneunTb 6e30MacHOCTb TPAHCMOPTHBIX CPeACTB. Kaxablii prsmyeckin
OTAE/bHBbIV, B3aUMOAECTBYIOLLNIA C OKPY>XKatoLLei Cpesoit, AoKeH bbiTh
3aluleH oTae/IbHO, YTO NPpUBOAUT K AyGI'IleOBaHVH'O d)yHKL[VIVI 6e30MacHoOCTM Ha
O/JHOM V1 TOM € TPaHCMOPTHOM CPeACTBe.

MogkntoYeHHbIe TPAHCMOPTHbIE CPEACTBA AB/SOTCS XOPOLLO

NpopaboTaHHLIMU 1 COFNAacoBaHHLIMU, OHV MOTYT Peann30BbiBaTh GyHKLUM
obecneyeHns 6e30MacHOCTV JOPOXHOIO ABVXEHWs (Hanpumep, 06HapyXeHve
CTONIKHOBEHUS, MpeayrnpexaeHne 06 N3MeHeHV N NMoNoCkl ABUKEHUS 1 COBMECTHOe
CVIAHWE), UHTENNeKTya/lbHY0 TPaHCMOPTUPOBKY (Hanpumep, ynpasneHve
TpadrKOM CUrHana, HTeNNekTyanbHoe NnaHNpoBaHne Tpadurika v ancnetyepckoe
ynpas/ieHne), MECTOMONOXEHWe (Hanpumep, ONTUMM3aLMs MapLIpyTa) 1 A0CTyn K
WHTepHeTy B aBTOMO6MAE [60]. PEIHOK NOAKNOUYEHHBIX aBTOMOBWNE HAXOANTCS
Ha nogbeme. ECTb HeCKO/IbKO apryMeHTOB B M0/1b3y o6ecreyeHns 6ecrnpoBogHOiA
CBA3W C TPAHCMOPTHBIMU CpeAcTBaMU. [epBas 13 HYX - HEOBXOANMOCTb
nosblLLeHNs 3GPeKTUBHOCTN 1 6€30MacHOCTY CUCTEM aBTOMOBUIBLHOMO
TpaHcrnopTa. PacTyLme Temnbl ypbaHM3aLmn NMPUBOAST K yBENNYEHWO

TPaHCMOPTHbIX CPEACTB, KOTOPbIe OTBeYaloT TpeGOBaHVlﬂM 6e3onacHoCTU 1



NoCNeACTBUSM C TOYKM 3PEHUS OTPOMHbIX IKOHOMUYECKNX U3JepKeK 1
3Konornyecknx npobnem. MogkntoveHHsle TC OTHOCATCA K aBTOMOBUAAM C
NOAAEPXKKON 6eCrpoBOAHOI CBS3U, KOTOPbIE MOTYT B3aUMOAEACTBOBATL CO CBOE
BHYTPEHHeli 1 BHeLLHe cpe/loi, To eCTb NoAAepXMBaTh B3aVIMOZENCTBIE MeXy
obopygoBaHuveM (V2S), TpaHCnopTHbIM cpeacTBoM (V2V), nHdpacTpykTypoi
TpaHcnopTHoro cpeacTBa (V2R) 1 ceTbto MHTepHeT (V2I). 3T B3avmoaeiicTeus
06pasyroT HeCKONbKO YPOBHE nepeaayn AaHHbIX B UHGOPMAaLIMOHHBIE CUCTEMbI

ANA TPAHCMOPTHbLIX CpeACTB. KpoMe TOro, CBsA3aHHbIe TPaHCMOPTHbIE CpeacTBa
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paccmatpuiBatoTcs kak MHTepHeT TC, koTopblIli 06ecneyrBaeT c6op, COBMECTHoe
1crnonb3oBaHvie, 06paboTky, BbluMcieHne 1 6e3onacHyto nepejady MHGopmaLn
1 NO3BO/ISET 3BO/IOLMOHNPOBATL VHTENIeKTYaNbHbIM TPAHCMOPTHBIM CUCTEMaM
CnejytoLLero nokoneHvs. PaspaboTka 1 passépTbiBaHVe MOAKMOUEHHbIX
TPaHCMOPTHbIX CPEACTB TPebyeT coueTaHme PasINYHbIX TEXHONOTUIA.

ABTOpbI [61] NpenaratoT anropuTMbl peryiMpoBaHns NaccaxrponoToka B
crcTeMaXx NOAKIKUEHHBIX TPAHCMOPTHBIX CPeACTB U OLeHUBAOT X
3pPekTMBHOCTL. [ina obecneyeHusi 6esonacHoOCcTy akcnayataumm TC HeobxoarMo
KOHTPONVPOBaTbL MOTOK Ha NepekpecTkax, rAe B3auMOAACTBYIOT HECKObKO
aBTOMOBUNBbHBIX MOTOKOB. 3TO MOXET 6bITh AOCTUMHYTO C MOMOLLbIO NPaBUA
npuopuTeTa UK ceeToPpopos. HeaasHMe yayULLIEHNS TEXHONOTUIA B pa3paboTku
NOAKNOUEHHbIX TPAHCMOPTHbIX CPEACTB (HanpyMep, 1CMoNb3oBaHWe CUCTEM
6eCnpoBO/AHO CBA3M) MOXET MOMOYb BOAUTENAM, MPeA0CTaBAASA NOACKa3KM NO
BOXAEHWIO U YNPaBasAsa TPAHCMOPTHLIMW CpeACTBaMIN A1 NOBbILLEHNA
3GPeKTUBHOCTU 1 6e30MacHOCT ABVKEHVIS. Hannumne aBTOHOMHbIX TeXHONO0rnii
YNpaBaeHVs MOXET 0MyCcKaTk BbICTPbIE U3MEHEHWS B MpUopuUTeTe NolyYeHNs
HanpaeneHVisi Ha NepekpecTkax, YTo NoTpebyeT 6bICTPO peakLnn Ha HoBOe
pacnpegeneHvie aBTOMO6WIbHOrO MNOTOKa, YTO TPYAHO OXUAATb OT BogUTENel.
CnepoBaTtenbHO, AOCTYMHOCTL TEXHONOMUIN MOXET 06ecrneynTb rmbkoCcTh B
cvcTeme, KOTopasi B MPOTUBHOM Ciy4dae HeBO3MOHa. C Apyroi CTOPOoHsbI, npu
HanMunn B peanbHOM BpemeHV MHGOPMaLMKM O MeCTOMOIOKEHNM 1 CKOPOCTH
aBTOMObUNEN, BO3MOXHO Npeanararts Nydlune cTpateruy ynpasneHus Tpadrikom
AN ONTUMV3ALIMY MAapLLIPYTOB U ABUXXEHUS B LIeIOM.

MoakntoUeHHble TpaHCMOPTHbIE CPeACTBa, 06LLAILLMECs APYT C APYTrOM Mo
TexHonornn V2V 1 ¢ J0poxHo MHGPaCTPyKTypoii no TexHonorun V21 B
HacTosiLLiee BpemMs ABNSHOTCS NpeAMeTOM 06LUMPHDIX MCCeA0BaHIA, 1 OXMAaeTcs,
uTO B 6/VKaliLIee BpemMsa CMOryT ynydnTb 3GeKTUBHOCTb TPAHCMOPTHbIX
cuctem. ABTOpbI [62] pa3paboTanyt UMUTALMOHHYO MOZAEb ABUKEHUS A5 TaknX
TPaHCMOPTHbIX CPEACTB U UCCNeA0BaM, MOXET I Takas crcTema 3$ppekTrBHO

yny4wlaTb Ka4ecTBO NOe340K Npu OAHOBPEMEHHOM CHVXEHNN pUCKa

29

CTONIKHOBEHWIA. Kax oMy TpaHCMOPTHOMY CPeACTBY HasHavaeTcs
bVIKCMPOBaHHbIVE MapLLPYT, BeAyLLMIA K ClyvaiiHO BbIGpaHHO Touke HasHaueHus.
Jlrobble peLeHus, NPUHATbIE aBTOHOMHBLIMU MaLUHaMU (OTHOCUTENbHO
YCKOPEHWS 111 MOBOPOTa MaHeBPa), MPeALLeCTBYIOT 3Tanam CBa3u (noyyeHve
HeobX0ANMbIX JaHHbIX, MeperoBopbl). B cTaTbe npejcTtaBneHbl GyHAaMeHTanbHble
KOHLEeNuMn 1 npesanonoxeHns o Mojenu. Bo3mMOXHO npuvMeHeHne MeToj0B
MaLLNHHOrO 06yYeHUs TPAHCMOPTHbIX CPEACTB, ANst Pa3paboTKIM NyULLINX
CTpaTeruii 1 NoBblLLEHUS 6€30MacHOCTU 1 3PHeKTVBHOCTY ABIKEHVIS B
HETUMNYHbIX CyYanX.

TakunM 06pa3oM, MOXHO rOBOPWTb O 3HaUYWTENbHBIX NepcrekTMBax B

o6nactn npumeHeHns BTC n KOC. BaxkHbIM acnekToM ycreLHo peanusauum
JaHHbIX NepcnekTu1B siBAAeTCs obecrneyeHre CTabUNbHON paboTbl CUCTEM.
PaccmatpuriBas KOC Heo6X0A1MO OLLeHUTb 3aLLMLLEHHOCTb CUCTEMbI C TOUKM

3peHVIst MHPOPMALIVIOHHOTO B3aVIMOAECTBISA. B cuny ocobeHHOCTel CTPYKTYpbI



noA06HOro poja cucTeM, aTakv Ha HUX MOTYT OCYLLLeCTBAATLCSA Kak HaMepeHHO
(knbep-npecTynHmkamm), Tak 1 Mo HEOCTOPOXHOCTY (COTPYAHVKAMY, MEHOLLIMMM
goctyn k K®C). CnegoBaTtenbHO, BpeA, HAHOCUMBI CUCTeME, MOXKET bbITb Kak
NpAMbIM (MoTeps nHGOPMaLWK, BbiBeeHWe 13 CTPOSA CUCTEMBI), TaK 1 KOCBEHHbBIM
(paccobinka cnama). Kpome Toro, BO3MOXHO HapyLUeHne 3aLniieHHOCT
nHopMaLmm 6e3 y4acTus YenoBeka, €N peannsalyis CMCTeMbl Npeanonaraet ee
camocTosnTeNbHOe passuTue. s onpeaeneHus 3GGekTUBHbLIX METO/0B
NPOTVBOALCTBUA CyLLLECTBYOLMM Yrpo3am TpebyeTca OLeHNTL CyLLecTBytoLne
npo6nembl UB KOC.

1.3 Cneumnduka obecneyeHns MHGOPMaLIMOHHOI 6e30MacHOCTY Knbep-
dusnyecknx cuctem

K®C ocHoBbIBatOTCSH Ha 06paboTke MHPOPMALIK 1 KOMMYHUKaLN
MNHGOPMALMOHHBIX 11 PU3NYECKMX KOMMOHEHT. B X0/Ae B3aUMOZECTBUSA 3TVIX ABYX

KOMTMOHEHT, MOTryT BO3HWKaTb YA3BUMOCTY, BAMSIOLLME Ha GYHKLMOHMPOBaHMe
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cucTembl [63]. Ans yMeHbLUEHUS BEPOSITHOCTY peanmn3aLiim yrpos, NCrosib3yroLLmx
CyLLeCTBYIOLLME YA3BUMOCTY, HEO6XOAMMO 0becrneyeHne OCHOBHbIX CBOVCTB
6e3onacHocT KOC [64]:

- KoHOMAEHLMaNnbLHOCTE - rapaHTUPYeT 3aLLUyTy CUCTEMbI OT yTeUKn
nHpopmMaumn. [ins ee obecneveHns HEO6X0AVMO NPeAOCTaBUTL 6e30MacHyo
nepejavy AaHHbIX MEXAY SNeMeHTaMu.

- LlenocTHoCTb - rapaHTUpyeT, YTo AaHHbIe He 6bin

MOAMPULMPOBaHbI BO Bpems nepeAadn. [na HanbonbLueit 3amTsl HeobxoaMo
obecrneymBaTh LieNOCTHOCTb BCEro NMoToKa COOBLLEHNIA.

- [lOCTYNHOCTb — rapaHTVIpyeT BO3MOXHOCTb MONyYeHUst UHGopMaLmm
3N1€MeHTOM NPV HaNM4KUM Takoro npasa. YXyALeHune 4oCTYyNHOCTU MHGopMaLmm
MOXeT 6bIThb BbI3BaHO Pas/INYHbIMN HaMaAeHVSIMY Ha cUcTemy.

[ins obecneyeHNs AaHHbIX CBOMCTB MPUMEHSIHOTCS Pa3nvyHble NMpoLeaypbl,
MeTO/bl N MPUHLMMBI 3aLLUTLI UHGOPMaLN:

- AyTeHTUdUKaLWs - NpoLedypa NPoBepKX NOAIMHHOCTY [65, 66]. ins

ee obecrneyeHns HeobXoANMO NGO NPOBEPSATh, UTO COO6LLEHVE OTMPaBAEHO
[0BEPEHHbIM MCTOYHWUKOM, B0 rapaHTVpOBaTh, YTO B CBA3b MEXAY 31eMeHTaMu
He MOXeT BMeLLaTbCs TPeTbe NLLO;

- MpUBaTHOCTbL - 3/1EMEHTbI, KOHTAKTUPYIOLLME C 31EMEHTOM,

COoZiep KaLLMM NPUBATHYH MHPOPMALINIO, AONMKHbI BbITb HE MEHee CUbHO
3almLLeHsbl [67, 68];

- ViaeHTdrKauwms - npouedypa NpUCBOEHNS naeHTIdMKaTopa

371eMeHTy cncTeMbl [69]. Kax bl SNeMeHT cucTeMbl Jo/KeH bbiTb 0AHO3HAUYHO
NAEHTUGULMPOBAH;

- ABTOpU3aLVS - NpoLeaypa NpPoBepKy Npas Ha OCyLLieCcTBIeHe

fencteuii [70, 71]. B koHTekcTe KPC nog AecTBUSMI MOHMMAaeTCs oTnpaska 1
noslyyeHvie MHGOPMaLMOHHbIX COOBLLEHNIA;

- LWndposaHme - npeobpasosaHne NHPOPMaLMM B LEeNSIX COKPLITUSA

MHbOPMALWIN OT HEaBTOPK30BaHHbIX ML, [72]. TakuM 06pa3oM, rapaHTVpyeTcs,
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UTO Zjaxe Npwu NoNyYeHUN COOB6LLLEHVIS HeaBTOPV30BaHHbIM Cy6bekToM,
MHOPMaLWsA 13 Hero He ByzeT NonyyeHa;

- v apyrue.

PaccmatpuBas KOC kak o4Hy 13 0bnacTeil NpUMeHeHVs MyNbTareHTHoOro
NoAxoAa, Heo6X0AMMO paccMOTPeTb NPo6aeMbl MHPOPMALIMOHHO 6e30nacHOCTU
MAC 1 cnoco6bbl nx peLueHust. Mpo6aemsl IB MAC  MOXHO pasaenvTb Ha Tpu
rpynnbl [731:

- CKpbITble aTakn BPeAOHOCHbIX MPorpamMm;

- ATaku areHToB-HapyLuvTenel;

- 3awmTa GyHKLMOHMPOBAHWS 31eMeHTa.



Mcxoas U3 npeacTaBneHHbIX Npo6aem MHGOPMaLIMOHHOM 6e30MacHoCTH,

MOXHO CPOPMY/IMPOBaTh OCHOBHbIE Yrpo3bl [74]:

- HECaHKLMOHMPOBAaHHbIV NacCUBHLI NepexsaTt COObLLeHN B

npoLiecce MexareHTHbIX KOMMYHVKaLWiA;

- HapyLUeHWe LieNoCTHOCTU NepeaBaemMblX Mo CETU AaHHbIX;

- HeCaHKLMOHMPOBAHHbI AOCTYM K AdHHbIM;

- 0TKa3 B 06CNyXX1BaHWY;

- MepexBaT 3anpocoB C NoCNeAyroLLeli X MoAVdrKaLmelt n
socnpouzsegeqem €4 ;

- OTKa3 OT pakTa NoayYeHUs UV OTNPaBNEHUS AaHHbIX U T.A4. {

CyLlecTByeT MHOXeCTBO MOAXO/A0B, MOAENEN U MeTOZ0B, MO3BONAOLLMX

NGO YyMEHbLUNTL YLLiep6 OT peanusaLym yrpos, 160 yMeHbLINTL BEPOSTHOCTb X
peanvsaumu.

B pa6orte [75] npeagnaraeTca MoAenb 3alLMLLEHHbIX COCTOSHWI areHToB.

Mogenb 6a3upyeTcs Ha 31eKTPOHHO NOANNCH, LUIMGPOBAHNM C OTKPbITbIM
KKOYOM 1 U3MEHEHWV COCTOAHUIA areHTOB. AreHTbl COrlacHO AaHHOM MoAentt
MOTYT HaX0ANTbCA B HECKOJIbKMX COCTOAHUAX, U3MEHAEMbIX B 3aBUCUMOCTN OT
BbIMONHSIeMOM 3a4aun. MpuMepamm COCTOSIHNIA SBASIOTCA — COCTOSIHME YTEHWS
AAHHbIX, COCTOSIHNE MOANPVKALIN AaHHBIX, COCTOSHIE OrpaHNYeHnsa A0CTyna 1
LY 29 |
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MeToa MobunbHoii kpunTorpadum [76] nossonser obecneunts

3aLUVLLEHHOCTb LIe/IOCTHOCTY MPOrpamMMHOro KoAa areHTos{E, CyTb MeTOAa
CBOAWTCA K MONYYeHNIO CBeAeHUI 06 OKpyXatoLLei cpejie Ha OCHOBE BblYMCIEHUS
3HaYeHVA HEKOTOPOW LNPPOBAHHON GYHKLMW. B Takom cyyae, areHTbl
pasAenstoTCA Ha KNUEHT 1 cepBep, rae KVeHT WwndpyeT GpyHKLUMIo 1 nepesaeT
nporpaMmy Ans BbINONHeHUs Ha cepsep. CepBep UCMOHSET NporpaMmMy Ha
OCHOBE VMEIOLLIMXCS Y HEro AaHHbIX, COAePXAaLLIMX MHPOPMaLWIO 06 oKpyxXatoLLeli

Cpeje Vi APYTVIX 3/1IeMeHTaX CUCTeMbI. B ycnoBusix WdpoBaHunst camoit dyHKLMK,

cepBep He MMeeT BO3MOXHOCTU NOyUYUTb MHPOPMALIMIO O pesy/ibTaTe
BbIMONHEHNS GyHKLMW. Pe3ynbTaT ee paboTbl MOXET MOAYYUTb TONBKO KnmeHT{m,
OTNPaBUBLLNI GYHKLMIO.

B paborte [77] npeanaraeTtcs MeToZ obecrneyeHrs MHGOPMaLMOHHOM

6e3onacHocT MAC Ha OCHOBe MOMLeACKMX y4acTKOB. Mpu Ucrnonb3oBaHUm
ZaHHOro MeToAa, NonnroH ¢yHkUMoHpoBaHus MAC pasaensieTcs Ha obnactu, v

B KXoV 061acTV NOSIBASETCA YNPaBAAOLWMIA y3en, KOTOpbI OTBeYaeT 3a

6e30MacHOCTb COOTBETCTBYIOLLIEN 061aCTU.

B [78] npeanaraetcs «ToBapuLLeckas» MoZeNb B3avIMHol 6e3omacHocTu. B

pamMKax AaHHOW CUCTeMbl 6€30MacHOCTI, areHTbl MyTeM B3aMMOAENCTBUS ApYr C
APYroM 11 C OKpy>KatoLLiei Cpesoii OTCNeXMBAKOT NpoucxoasiLiiee B cucTeMe U
0TBeYaloT, TakuM 06pa3oMm, 3a obecneyeHne 6e30MacHOCTV ApYr Apyra {m . B pamkax
JJlaHHOI MOZeNN areHTbl ABAKIOTCA PaBHbIMYM MO CBOEMY GYHKLIVIOHaNy Apyr

ApYry, Kpome TOro, C1cTemMa ABNSETCS FTOMOreHHO.

O/HVM 13 YaCTHbIX ClyYaeB NPUMeHEeHUs «TOBaPULLIECKO» MOAenn

B3aNMHO 6€30MacHOCTY SABNSETCA nprMeHeHne couuasibHbIX MeXaH3MOB. CyTb
noAo06HOro posia MexaH3MOoB CBOAVTCS K OMpeAeneHuio ypoBHS JOBepUs areHTa-
CybbekTa K areHTy-06bekTy. Paznuuna mexzay onpejeneHnem ypoBHs JoBepus
3aBUCUT OT 06nacT npumeHeHns MAC.

Mockonbky KOC BrtoyaeT B cebs, HO He orpaHNYMBaeTCs KOHLEeNLue

ACY TI, TpebyeTca NpUBeCcT OCHOBHbIE NPo6baembl VB 1 NoAXoAb! K peLLeHno
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ZaHHbIX Npobaem, xapakTepHbix Ans ACY TI. Ocobeblil MHTepec NpeAcTaBasieT

obecneverme B ACY TI ¢ TOUKMN 3peHUs 3aKOHOAATe bCTBA.



K ocHoBHbIM npo6iemam VB ACY TN MOXHO oTHecTu [79]:

- B3avmMogeiicTBre onepaTopos C CUCTEMOIA: 3KCnepThl Mo Wb A0mKHbI
obecreuriBaTb COB/OAEHME MNOUTUKMN 1 CTaHAAPTOB 6€30MacHOCTU A1 BCeX
YCTPOWICTB, BKKOUEHHBIX B CUCTEMY yNpaBaeHVs NpoLieccom. Moaxog,
nozpasymeBsaeT 6/10KMPOBKY ONepaTopoB TO/LKO B KpaliHeM ciyyae v He
J0MycKaeT CHUXEeHUS NPOU3BOAVNTENbHOCTY;

- PaspaboTka HOpPMaTUBHOrO BHYTPEHHEro 0KyMeHTa, B KOTOPOM

J0XHa 6bITh ONMCaHa NOANTUKA NPEANPUATAS N0 MHGOPMALMOHHON
6€30MacHOCTV NPV PasHbIX CUTyaLUsAX (TeXHUYeCKMe, OpraHn3aLyoHHbIe,
npoLeAypHble Mepbl No obecneveHuto Ub). Heobxoanmo onpegennTs, kTo byseT
3aHVMaTbCS BOCCTaHOB/IEHVIEM PaboTOCNOCOBHOCTY CUCTEMBI B C1y4ae c60s;

- NMoaaepskka 6e30MacHOCTV CUCTeMbI 0/KHa obecrneunBaTbcs Ha
NPOTAXEHU BCETO XM3HEHHOrO LuKna , 3T0 NnojpasymeBaeT kak 06HoBNeHVe
NporpaMmHbIX CPEACTB 3aLLUTbI CUCTEMbI, Tak U HaZE@XHOCTb MOCTaBLLVKOB
annapaTHbIX CPeACTB;

- [laxxe ecnm cucteMa He NoAKNOYeHa K ceT VIHTepHeT, MHorve

cneunanncTbl NpeHe6peratoT KOCBEHHbLIMY CBS3IMU CUCTEMbI. Takm 06pasom,
O/VIH 113 NepBbIX LWaros B o6ecneyeHnm npowecca 6e30nacHoOCTV CUCTeMbl
ynpasneHust Ao/KHa 6bITb MaeHTUMKaLVelt BCcex B3anMocsssei
KOMMYHMKaLVIOHHbIX CLieHapuu;

- Heo6xoA1MO MOCTOAHHO OTCNEXMBaTb BO3HVKHOBEHME HOBbIX MyTeit
HeneranbHOro A0CTyna K cMcTeme 1y BO3MOXHOro €601 ee paboTbl, Npu
ycnosuu, uto ACY Tl paccunTaHa Ha gimnTenbHoe Bpems paboTbl.

Ansa npeaoTepalLleHVa LieneHanpasneHHol knbepaTtaku Ha cuctemy,
HEeO06X0AVMO MPeANPUHATE P AeNCTBUIA:

- OLeHNUTb NOCNeACTBIA aTakv U BO3MOXHbIe PUCKY;

- Pa3paboTaTb HOBbIE aNrOPUTMbI A15 06HapYXeHVs aTak;
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- PazpaboTaTb apXuTeKTypy, YCTONYMBYIO K aTakaM. naBHas Lie/b

TaKUX apXUTEKTYp 3aK/t04aeTCs B TOM, YTOBbI MPY 06X0/e 3710yMbILLNeHHKaMV
HeKOTOPbIX MEéXaH13MOB 6e30MacHOCTY, yiep6b cucteme byAeT MUHUMU3MPOBaH.
WHdpacTpykTypbl ACY 4acTo cBA3aHbl, MO3TOMY He3HauuUTeNbHble Cooun B

O/HO c1MCTeMe, MOTyT HeraTVBHO OTPa3nTbCA Ha ApYroit. Takum o6pasom,
KnbepaTtaka Ha ogHy ACY MOXeT NpuBecTu K Gpusnyeckomy c6oto B Apyroii.
VIHCTpYMeHTbI B 3yanmsaLmmn cMcTeMbl MO3BOIAT NPOaHanv3npoBath v
npeAoTBPaTUTL NOA0GHLIV BapyaHT passBuTUS COBbLITUIA.

MpaBuabHbBIN NoAxo4 k obecneyeHnto 6esonacHocT ACY nogpasymesaeT

He TONIbKO pa3paboTKy HOBbIX apXVTEKTYP, HO 1 afanTaLyiio, i O6HOBEHMe yKe
CYyLLLeCTBYIOLLVIX PeLleHnii ycTapeBLUnX cucteM. MeToabl 3aLuThl Takvx CUCTeM:
- Cos,anme NHKaNCyIMpOBaHHbIX 30H - KpUTKYecKas cmcrema

yrNpaBneHst TeXHONOTMYeCKM NPOLLECCOM A0/KHA HaXOANTHCS B Camoli
3aLLVILLEHHOV 30HEe apXUTeKTypbl. HeCkobKo ypoBHeli cucTem obHapyxeHus
BTOp)KeHVIVI MOTYT 3alLUNTUTb CUCTEMY OT BHELLIHero AoCTyna K AaHHbIM, HO
BHYTPeHHss nepeaaya MHGOPMaLM JO/MKHa Takxke KOHTPOAMPOBAaTLCS, 610KUPYs
HeNernTUMHbIe 3anpockl, MOCTYMUBLLME 13 BHELLHER cpesbl;

- 3aLyTa NPOTOKO/OB CBA3M — 3aLUMTa LLeNOCTHOCTY COOBLLEHNA,

LnppoBaHme, ayTeHTUPUKaLWA 1 aBTopr3aLus. MOMUMO 3TOro, BO3MOXHO
1CMoNIb30BaHMe BUPTyalbHbIX YaCTHbIX CeTel;

- KoHTpoib A0CTYNa K CCTeMe - TONbKO aBTOPU30BaHHbIe

nonb30BaTeN VMEKT A0CTYN K PU3NYECKOIA HacTy CUCTeMbl;

- MpunoxeHus, He OTHOCALLIMECS HaNPAMYIO K cucTeme, cieayeT

pasmelLaTb B OTAENbHO CeTeBo 30He. Bnarogaps 3ToMy CHKaeTcs puck
LieNleHanpaBeHHOro 3apaxeHns CUCTeMbl.

B HacTosLee Bpems 60/1bLLe NONOBMHBI Beex atak Ha ACY Tl asnstoTcs

BHELLHNMW, CNejoBaTe/lbHO, 3aLlyTa CeTu SBASeTCs NPYOPUTETHON 3a4adeit npu



paspaboTke apxuTekTypbl crctemMbl [80]. VICX0As 13 OMMCaHMI OCHOBHbIX
npo6nem VIb MAC 1 ACY TI1, MOXHO KOHCTaT/pOBaTh, YTO LIeNOCTHOCTb

MHOPMaLMV ABASETCH OAHNM U3 BaXKHelLLMX acnekTos obecneyerusi Vb ans
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nof06HOro poga cuctem. B obLiem ciyyae LLenoCcTHOCTb MOXHO pasAennTb Ha
CMHTaKCN4Yeckyro, CEMaHTUYeCKYyH 1 nMparMaTnyeckyto coctaBnsatoLLlne, NcXxoaa n3
acnekToB MHdopmaLumm [81].

Mpu AeLeHTpanN30BaHHOM OpraHM3aLmn CeTU KaxAblii 13 CyLLLeCTBYHOLLINX
3/1eMeHTOB OTBEYAET 3a ONpeAesieHHY0 YacTb CUCTEMbI 1 BHOCUT COBCTBEHHbIV
BKkNaj B ee paboTy. OfHa 13 OCHOBHbIX COCTaB/SIIOLLMX TaKoro BKIaja - nepegaya
MHbOPMaLMK 06 OKpyXatoLLielt cpesie 1 0 CO6CTBEHHOM COCTOSIHVN 3N1IeMeHTa.
MoBbILWeHVe NHGOPMMPOBAHHOCTY 31eMeHTa NMPUBOAUT K BbIPpaboTKe peLleHus,
Havbonee NPUBANKEHHOrO K ONTUManbHoMy. CnefloBaTeNlbHO, HapyLUeHve
LLeNOCTHOCTY MOXET NMPUBECTU K MoTepe paboToCrnoco6HOCTN CUCTEMBI, T.K.
NHbOpMaLs, cojepxaLlas HapyLLUEHS, He NO3BONSET COCTaBUTL 06 bEKTVBHYHO
(M NPUBANXKEHHYHO K 06BEKTVBHOI) OLLeHKY TekyLleld cutyaumn. Mpun
HapyLeHUW LEeNIOCTHOCTN COOBLLIEHNIH Ha CEMAHTVYECKOM YPOBHE HEBO3MOXHO
OLEHNUTb NHPOPMALINKO C TOUKI 3PEHINS HAZMUNSt U OTCYTCTBUS HapyLLEHWIA
LLeNOCTHOCTY B COOBLLEHUM C TOUKM 3PeHIS KNAcCUYecKmX MOAXOA0B K
obecneveHwto Ub.

Mpo6nembl, 3aTparvBatoLLe obecreyeHme LLenocTHOCTM MHGopMaLmn,
LVIPKYNpYOLLEt B cUCTEME, Yallle BCero NopoXAatTCs HeronagkaMm B Kakom-
60 OTAENBHOM 31emeHTe. MopaxEHHbIN 31eMeHT CrnocobeH MakCMMU3VPoBaTh
CBOW NpenMyLLecTBa, HapyLlas paboToCnoCoO6HOCTb COCeAHMX 31EMEHTOB, 60
HaHeCcTu yLep6 ceTeBo cTpykType [82].

BbINoNHEHVIe OCHOBHbIX TPe60BaHWI K 06eCneyeHnto CUHTaKCMYeckon
LLeNoCTHOCTY AaHHbIX B KPC BO3MOXHO € UCMO/b30BaHNEM Pa3NnyHbIX METOA0B,
XapaKTepHbIX A5 KNaccm4eckoro noaxoaa k obecneyveHuto Ub. Mpu aTom
Knaccuyeckunin noaxos k obecrieyeHunto Vb He cnocobeH B MoAHOM Mepe
rapaHTUpPOBaThb 3aLLMLLEHHOCTb CUCTEMbI C TOUKYM 3PEHIS CEMaHTUYeCcKoi
LLeN0CTHOCTU fJaHHbIX.

N5 yBeNMUYEHNSA BEPOATHOCTY OBHaPYXXeHVst HapyLLeHNi LieNoCTHOCTH
NHbOPMaLIM BO3MOXEH aHaANM3 He TObKO CaMoil MHPOPMAaLIK, HO 1 MOBeAeHUS

31eMeHTa CUCTEeMbI B MPOMEXYyTKe BpeMeHn. OAHI/IM 3 BO3MOXHbIX MOAXO40B
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NpoBepKu LEeNoCTHOCTV MHGOPMALWN ABASIETCA UCMONb30BaHVIe MOAENN
penyTauuw. Mpy MICNONL30BaHVN TaKoro NoAXoAa, NPeACTaBIfeTCs BO3MOXHbIM
NpOBeCTV aHanW3, Kak MHGopmaLwmu, Tak 1 NoBeAeHVs anemeHTa. icnonb3oBaHne
noAo06HOro NoAxo/Aa AB/ISETCH BO3MOXHbIM B KOHTeKkcTe KPC, ncxoas 13
YTBEPXAEHWA O PaBHbIX POSIIX 31EMEHTOB NPV GYHKLVIOHVPOBaHWN CUCTEMBI.

B Takom cydae pelleHvne o B3aVIMOA8I7ICTBVIVI CTEM VN NHBIM 3N1EMEHTOM
onpejenseTcs Ha OCHOBe ero penyTauuy B cucteme. Mpn KOHTaKTe Kax/blii
3N1eMeHT OCyLLIeCTBASET onepaLuto céopa MHGOpPMaLMK 1 MPOV3BOAUT OLIEHKY
3N1eMeHTa, C KOTOPbIM NPOVCXOANT B3aMMO/eicTBre. Ha 0CHOBe NoJlyYeHHbIX
AAHHBIX MPUHUMAETCS peLLeHne 0 He06X0AUMOCTU AanbHelillero B3auMojeicTBuns
C 3N1eMeHTOM-COCe/IOM: eC/IVI €70 penyTaLys 6bina onpejeneHa kak HiuKas,
3/IEMEHT, HarnpuMep, N30/IMPYeT KaHasi, No KOTOPOMY OCYLLIeCTB/ISeTCA KOHTaKT.
1.4 Cneunduka obecneyeHrs MHGOPMaLVIOHHON 6€30MacHOCTY rpynnb!
6eCnNOTHbIX TPAHCMOPTHbIX CPEACTB

B o6nact MHGopMaLMOHHOM 6e30nacHOCTY paspaboTaHbl 3pesble

TexHonornu, kotopble MoryT 3awmtints KPC n rpynnel 5TC [83]. ABTOPLI AendT
VHCTPYMeHTbI VB Ha Tpy KaTeropyn: NpoakT1BHbIE MexaHN3Mbl, PeakTUBHbIe
MeXaHM3Mbl, MPUHLMMbI NPOEKTUPOBaHUS 1 aHanu3a. K npoakT1BHbIM
VHCTPYMeHTaM OTHOCUTCA ayTeHTUMKauwys. CxeMbl ayTeHTUdUKaLmum He

NO3BONAIOT NH0AAM U1 YCTPOCTBAM BblJaBaTh Cebs 3a Apyroil 06BLEKT B cucTeme.



KoHTponb gocTyna npeaoTBpallaeT HeCaHKLMORMPOBaHHBIV AOCTYM K cucTeme:
OH NpeAoTBPaLLaeT AOCTYN K CETW He NPOLLIeALINX ayTeHTUGUKALMIO.
MoA0THETHOCTL MOXET obecneyumnBaThbCs NyTeM ayavTa AelicTBui
ayTeHTUPMLMPOBaHHBIX 06beKTOB. be3onacHas CBA3b Mexzy AByMs 06bekTaMu
obecrneyrBaeTCs C MOMOLLbHO KOAOB ayTeHTUGUKALMM COOBLLEHUIA v LMPPOBbIX
MoANWCcel (C X MOMOLLIbKO MOXHO 06HaPYXUTb GaKT MoAAENKM COOBLLEHS
TPeTbUM NNLIOM). Bpems co3aaHmns coobLLeHNI Takke MOXET bbiTb 0603HaYeHa

BpPeMeHHbIMY MeTK/ (KOTOpble TPebyHT 3aLLUMLLEHHbIX MPOTOKON0B
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CYHXPOHV3aLMK BpeMeHM) UNv MexaH13Mamm pearuposaHus. Kpome Toro,
NHCTPYMEHTbI NPpOBepPKU 6e30MnacHoOCTM nporpaMmmMmHoro obecneyeHns MoryT
TecTpoBaThb NPaBUILHOCTL PaboThbl CUCTEMBI, TEM CaMblM OrpaHUYMBas
KOMIMYECTBO ys3BMMOCTEN. OCHOBHbIe pe3ynbTaThl B 061acTy B KOC BkatoyaroT
3pdeKTVBHbIE aNTOPUTMbI AN CO3AaHNS HaAEXHON NHPPACTPYKTYPbI,
6e30MacHol CBA3M 1 3aLLMLLIeHHbIX MPOTOKON0B MapLUpyTU3auum. B ctatbe
onwucaHbl Hanbonee s3GdekTBHbIE MeTO/bI: ayTeHTUdUKALWS CepBEPOB U1
KNEHTOB, co3aHne 6esonacHbIx JOMeHOB, KpunTorpaduyeckoe pasaeneHune
JaHHbIX 1 aBTOPY3aLMs Ha OCHOBE CepTUVKaTOB.

B coBpemeHHbIx paboTax, CBfi3aHHbIX C OCyLLecTBNeHveM VB mexay
3nemeHTamu rpynnel BTC, paccmatprisaeTcs opraHmsaumsa VB Ha ocHose
pajvokaHanos [84-86]. B koHTekcTe obecneyeH s LLeN0CTHOCTY MHGOpMaLmm B
cvcTemax ynpasneHus rpynn BTC 0CHOBHbIe MCCeA0BaHVIs Ha AaHHbIV MOMEHT
BPEMeHW COCPeA0TOUEHbI B 061aCTV peLleHVs 3a4aY, CBA3aHHbIX C CeaHCOBbIM 1
npVIKNagHeIM YpoBHEM, a Takke C ypoBHeM npeActasneHuns mogenu OSI [87,88].
Takum 06pa30M, BOMPOChI, CBA3aHHbIE C ¢M3MH€CKMMM 0CO6EHHOCTAMY nepeaadn
AaHHbIX (paboTa co cpesoi, prsmnyeckas v normyeckas agpecaLmu), noayyaot
peLueHMe Cxoxee C yxe CyLLeCTBYIOLWVMM B Apyrnx Buaax cuctem [86]. B
CYLLEECTBYOLLMX NCCNeA0BaHMSAX PACCMaTPUBAKOTCA CUCTEMBI, MOCTPOEHHbIE C
1CNob30BaHKeM TexHonornm IEEE 802.11b [89-94] vnn TexHonorum DSRC [95-
99].

B paborte [100] npeanaraetca pa3sutune TexHonorun DSRC, B pesynbTaTe
KOTOPOro aBTOPbI NpejnaratoT 6a30BblIi NOAXOZ K OpPraHM3aLmm 3aLLyLLIeHHO
KOMMYHUKaLMK (C TOYKM 3PeHUNs HUKHUX ypoBHeli Mogenn OSI). B pesynbTaTe
paboThbl aBTOPbI NpeAnaratoT NOAX0Z K OpraHn3aLnm CBA3sn, yCTONUNBLIN K
pasINYHbIM HapyLLeHVAM NHGOPMAaLIMOHHO 6e3onacHoOCTU. OAHaKO AOMKHBIM
06pa3om He obecneyrBaeTcs LenoCTHOCTb COOBLLEHIA C TOUKM 3PEHVIS BEPXHUX
ypoBHeli Mogenu OSI, 4To nokasaHo B pabote [101]. B 3Tol e paboTe aBTOpbI
npeanaratoT 4Ba BO3MOXHbIX PeLeHVs 3Toi NpobaemMbl - MCMoNb30BaHVe

Zl0BepuTe/IbHbIX LLEHTPOB 1 MeTOAa pacLuvpeHus cnekTpa. MHbIMu cnoBamu,
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pelLieHMe 3a4a4n obecrneyeHns LenoCcTHOCTU MHGOPMALIK B KOHTEKCTe pasBUTYS
3a4a4u obecrneyeHVs NepeHOCHTCs Ha U3HauanbHyto TexHonoruio DSRC v He
1MeeT CO6CTBEHHOro pasBnTUA B pamkax apxuTekTypbl CARAVAN.

B pabote [102] NpoBOANTCS CpaBHEHWS CYLLEECTBYHOLLIMX NMOAXOAOB,

OCHOBaHHbIX Ha TPaAVLIMOHHBIX ccTemax VB, Ha npuMepe opraHusaLyn
KOMMYHUKaLmy 6ecnnioTHbIX aBTobyCcoB. B paboTe paccMaTprBakOTCA OCHOBHbIe
CUCTEMbI KOMMYHUKALMW, UCCesyemMble B 3TOM obnacTy, a meHHo - LIN, CAN,
FlexRay, MOST v Bluetooth. PaccmaTpurBatoTcs BOMPOChI, CBA3aHHbIE C MOZE/bIO
Yrpo3 v HapyLUUTeNs, yCTOMYMBOCTb Pa3/IYHbIX CUCTEM K Yrpo3am v
JOMNONHUTENbHbIE MeTOAbl obecriedeHrs Ub. OfHUM 13 K1toUeBbIX MeTo08B
obecrieveHns VB € TOUKM 3peHs obecneyeHrs LeNoCTHOCTY MHpopMaLmm
aBTOPbI pa60TbI Ha3bIBakOT pas/inyHble KpmnTorpaq)mquKme CcnCTeMsbl.
Heo6x04MMO 0TMETUTb, YTO MHOXECTBO PaboT, CBA3aHHbIX C 06ecreyeHnem

WB rpynn BTC, paccMaTprBatoT BOMPOC obecrneyeHns LenoCcTHOCT HpopMaLn



B KOHTEKCTe 1CMO/b30BaHMs KpUnTorpapuyeckrix MeTozoB 3awmTel [103-105].
Takum o6pasom, LienecoobpasHo pacCMOTPeTb BOMPOC 0becrneyeHuns LenoCcTHOCTU
NHGOPMAaLIMM Ha OCHOBE KpUNTOrpaduyecknx MeToA0B.

O/HVM 113 OCHOBHbIX METO/0B SB/IAETCA MCMO/b30BaHVe MeToja

nMmToBscTaeku [106]. MHOrve aBTopbl paccmMaTprBaroT BONPOC NpYMeHeHNs
VIMUTOBCTaBKMN B KOHTEKCTE Pa3NyHbIX MPUIOXeHWiA/peanmsaLuii 6ecnpoBoaHbIX
npoTokonos [107, 108]. MpoBeAeH psig UccnesoBaHUiA, HanpaBaeHHbI Ha
MCNONb30BaHVE Pa3NNYHbBIX, HaNpPaBieHHbI Ha NoBblLeHne 3GpPeKTUBHOCTH
npUMeHeHust AaHHOro MeToga [109, 110]. Ocobeblii MHTepec NpeacTaBnsieT paboTa
[110], T.K. ee aBTOpbI B Aa/ibHeliLLEM UCMOIb30Bany HapaboTKM ANS peLLeHns
3a/,a4m obecneyeHns LenocTHoCT Hpopmaumm B rpynnax br1A[103]. B

pa6oTe [103] npeanoxeH cnocob NpoTVBOAEVCTBUSA HapyLLEHUAM LieNoOCTHOCT
MHGOPMaLML, B MHOTOKaHalbHbIX CYCTeMaXx OHOHanpaBAeHHON Paanocesasu. B
OT/IMYMe OT CYLLIECTBYIOLLMX PaboT, aBTOPbI NpeaaratoT CMCTEMHOe peLleHve
npo6aeM, CBS3aHHbIX C OLUMEKaMU TUMa «BCTaBKa», «BbINajeHne», «CTUpaHue,

Ha OCHOBE MaTeMaTu4eckoro annapara MOAyI'IﬂpHOVI apl/ld)MeTVlKVl. Ha 6a3e sToro
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nccneoBaHVs NpegiioxeHa cictema VB BIJ1A, nossonstoLas obecneynTb
LieNI0CTHOCTb MHGOpMaLIK.

CyLecTByoLLMe NCCNeA0BaHNS B 061aCTV 06ecrneyeHus LeNoCTHOCTA
nMHGOpMaLMM  Hanpas/ieHbl B NepBYL ovepeab Ha BepXHwMe ypoBHU Mogenn OS.
Mpwv TakOM NOAXOAe, BOMPOChI, CBA3aHHbIe C obecrneyeHneM LieSIoCTHOCTY Ha
HDKHUX ypOBHAX Mogenw OSI, NpoTuBoAeNCTBIE Pa3INyHbLIM Nomexam, paboTa ¢
0Co6eHHOCTAMY $pU3NYeCKO cpeabl Nepeaayn AaHHbIX, 0CO6@HHOCTI aapecaLm
Co06LLEeHNI, He paccMaTpYBatoTCA B 60NbLUNHCTBE NCCeA0BaHWA. BONbLUMHCTBO
nceneoBaHNl B 061acT obecneyeHns LenocTHoCTy nHdopmaumm rpynn 6TC
NPVIHAMAIOT 3@ A0MNyLLEHVe, YTO LIeNOCTHOCTb COOBLLEHNIA Ha HUKHUX YPOBHSAX
mozgenu OS| obecneunBaeTcsi nyTeM NpYIMEHeHNs TPAANLIMOHHBIX METOA0B 1
NpPOTOKONOB. MOXHO rOBOPUTL O TOM, YTO paccmaTpuBaroTCcs BOMpPOCh,
CBfA3aHHble C AanbHelilleli 06paboTkoli COO6LLEHNI, a B ka4ecTBe OCHOBbI rPyMMbl
BTC paccmaTpuBaroTCsa CeTu yCTolumMBbIe K Pa3pbiBaM, YTO rapaHTVpyeT He
TONLKO AOCTaBKY COOBLLEHNI, HO 1 OTCYTCTBME HapyLleHuli B HUX [111-116].
Takvim 06pa3oMm, OAHOM 13 OCHOBHBIX 3a4a4 SIBSETCA NPOTUBOAENCTBIE
HapyLUeHUAM CeMaHTUYeCKOV LienoCTHOCTV MHGOPMALIK, KOTOPbIE CXOXM C
NoxHol nHpopmaumeli [117].

C TOYKM 3peHns cneumdnkin obecriedenmns B rpynnesl BTC MOXHO

Bbl€NNTb TPU OCHOBHbIE aTakK, OTHOCALLMECH K HapYLUEHNAM CEMaHTNYeCKon
LenoctHocTn nHpopmauwmm - on-off, bad mouthing, ballot stuffing.

Ataka on-off. B JaHHOM Cnyyae aTakytoLLWii CTPEMUTCS HaPYLUUTL OB6LLYHO
NPOV3BOANTENLHOCTE CUCTEMBI, HAAEACh, YTO OHa He ByaeT obHapyxeHa unu
aTakyeMblil y3en He 6yzeT UCKIOYUeH 13 CeTU, B TaKOM C/y4ae y3en He 6yaeT
nomMeveH Kak 061aAatoLLmin HA3KMM CTaTycoM AoBepus. [POTUBHYIK YepeayeT
nposBs/eHne HeHOPMa/ibHOro nosejeHVs (peanmsau,mq aTaKI/I) n HOpManbHOro
noBe/eHVs, YTO6bl NPOAIUTL BpeMs 06HapyXeHVs, Heobxoanmoe Ans
pacrnosHaBaHus ero HempaBuALHOrO NoBejeHus. ATaka on-off yepeayet on- n off-
COCTOSIHUSA: B COCTOSHMMN ON MOXET HaHEeCT MakCUManbHbI yilep6 cucteme, HO

Takyto ataky npotue OGHapy)KI/ITb N NPeAoTBPaTUTL ee 1 Takasa ataka,
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HaxoAALLAACA B ON-COCTOSHUM, pacxoayeT 3apsij, 6atapen ¢ MoCTOSHHOW
CKOPOCTbLIO, OrpaHMyMBatoLLel Bpems ataku, Mo3Tomy LMk ataku on-off coctont
13 on- n off-coctosiHWiA. Linkn atakn on-off MoXeT 6bITb MOCTOSHHBIM NN
n3meHaTbes. On-off ataku, npeactaBneHHble B [118], nponicxoaT imbo B
COCTOSIHUV ON, KOTAa HexenaTelbHoe AeCTBIME MPONCXOANT, NGO B COCTOSIHUM
off, koraa feiicTBre He NPOMCXOANT, U CeTb paboTaeT B 06bIYHOM pexirMe.

I'Ipe,qnonaraeTCR, YTO Takme atakm MoryTt 6bITb CMOZe/INPOBaHbI C MOMOLLBbIO DoS



1 RoQ aTak.

Ataka bad mouthing cBsizaHa c obecnedeHviem HecnpaBegINBbIX
oTpuULaTeNbHbIX OLIEHOK A1 HaZeXHbIX y3/10B. BpeaoHoCHBIN y3en MoxeT
CHV3UTb YPOBEHb 0BEPUS XOPOLLO OPraHV30BaHHOrO y3/1a MyTem
NpeAOCTaBNeHUS NNOXMX PEKOMEHAALMIA MPOTUB HEro, UTObbl yMeHbLLIUTL
BEPOSTHOCTL TOrO, YTO 3TOT y3en byAeT BblbpaH Ans 06CNyXMBaHNS. [laHHas
dopma aTakm peanusyerca C MOMOLLbIO HEraTUBHbLIX PEKOMEHAALWIA,
BPe/OHOCHBIN y3eN MOXeT B3aMMO/eACTBOBATL C APYr1MI BPeAOHOCHbLIMM
y3namu, YTo6bl paspyLUNTL AOBeprie K xopoLueMy y3/y. Mocne Toro, kak
NPOTUBHWK CKOMMPOMETUPOBAN y3€e/1, OH MOXET UCMO0/b30BaTh CUCTEMY
penyTaLum, HasHadas IOXHOOTpUMLIaTeIbHYH0 06paTHYHO CBSA3b B KauecTse
HabnoAaeMoro ysna c cocesHMM yanamm. Koraa HeBepHble MpsiMble HabtogeHus
KOHTPOAS penyTaLumn pacnpoCTpaHATCS Ha ApYrie y3bl, OHX ByayT
paccMaTprBaThbCa COCEAHVMM Y3/1amMU, U ypOBeHb penyTaLum y3na byaet
BbIUMC/IEH HEBEPHO, €C/I He ByZeT NpoBejeHa Hagnexallas nposepka
KOPPEeKTHOCTM OLIeHOK. 3TO NPUBOAWT K HENPaBUIbHbIM 3HAUeHUAM penyTauumn
ANs aTakoBaHHOrO y3na. Ataka Bad Mouthing BuaHa B cLueHapusix, rae
paccMaTpuBatoTCA KOCBEHHbIE HABNHOAGHNIA, 11 y3/1aM Pa3peLLIEHO AeNTbCA CBOe
oTpuLiaTe/IbHOM 06PaTHOV CBA3BIO C y31amu MO COCeACTBY. UTOOLI penyTaLus
Y3/10B W/ areHToB bbi/1a 3HAUVIMO, NK06as NpakTYeckas cmctema penyTauum
AI0/KHa 6bITh YCTOWYMBOW K TakoMy NoBejeHWto. ABTopbI cTaTelt [119, 120]

npeanaratoT 3¢PekTNBHbLIN MeTo 60pbObI C AAHHOW aTako.
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Artaka ballot stuffing aHanornyHa bad mouthing, Ho npu peannsaumm Takoi

aTaky NPOTUBHVIK MbITAeTCA A06UTLCH NPOTUBOMONIOXHOIO 3dpdekTa,
npeAoCTaB/IsAs HecnpaBeAIMBO NONOXVTENbHbIE OLEHKH (NoXHas noxsana) Ans
BbI6paHHbIX y3/10B. BpeaoHOCHbIV y3en MoXeT NOBbICUTL A0Bepyie K 4pyromy
BPeOHOCHOMY Y3/1y, YTO6bI YBENNYNTE BEPOSTHOCTL TOFO, YTO 3TOT BPEAOHOCHbIN
y3en byaeT BblbpaH Kak ynpaBAstoLLniA UK K1oYeBo. BblCOKM ypoBeHb
A0Bepys BbIBPaHHbIX Y3/10B ABNSETCA Pe3y/1bTaTOM I0XXHOV MONOXUTENBbHOM
06paTHOI CBA3M C BPeAOHOCHBIMU y3n1amu. 3Ta aTaka BUAHA B CLieHapusiX, rae
YUUTbIBAIOTCS KOCBEHHbIE HabIOAEHWS, @ CTOPOHaM paspeLLleHo AeUTbCS CBOVIMUN
NONOXMUTENbHBIMU OT3bIBaMV C COCEAHUMMU y3n1amMn. CKOMMNPOMETVPOBaHHbIE y3/1bl
CroBapuBaloTCs ApYr C APYroM 1 NpucBanBatoT 6osiee BbICOKME 3HaYeHUs
penyTaunv Apyr Apyry.

CyuiecTByeT 40CTaTOYHO 60/bLLIOE KOMYECTBO MeTO/A0B 3aLLUThl Fpynnbl

BTC ot Takmx aTak [121-143].

MockonbKy MapLIpyTU3aLus ABASeTCA Hanbonee BaXHbIM acrekTom

onepaunii B VANET, HekoTopble JoBepuUTeNbHbIe peLLeHs CTPOSTCH MOBEPX
NpOTOKO0B MapLLpyTV3aLmu. OAHUM 13 NOAX0A0B K 6e30mnacHoi
MapupyTusaumnn sensetcs npotokon CONFIDANT [144], B kKoTopoM aBTopbI
BBOAAT MexaHu3Mbl watchdog v pathrater ana mapLipyTusauum 8 MO6ULHbIX
oAHOpaHroBbIx ceTsx. Watchdog-3To cnyx6a MOHUTOPUHTa, KOTOpas BblUMCASET
penyTaLuio Kax/oro y3na Ha OCHOBe ero B3aVMOAENCTBYA B MapLLpyTV3aLmu.
Pathrater siBnseTcs MexaHVM3MOM Bbl6Opa MapLUPYTa, KOTOPbIA NCMoNb3yeT
penyTaLmio Kak MeTpuky B BbI6ope MapLUpyTa, TakiuM 06pasoMm, TONbKO
Zl0BepPeHHbIe 1 COTPYAHMUYatoLLMe y3/ibl ByAyT MCNOAb30BaTLCA ANS
MapuupyTusaumn. Mockonbky CONFIDANT 6b1n paspaboTaH ANst Knaccuyeckmx
AD-hoc ceTeil, OH UMeeT HeKOTOopbIe OrpaHNYeHNs B MpyMeHeHnn K VANETS.

O/HO Bpemsi OH He MacluTabupyeTcs A0 OYeHb KPYMHOW U AVHaMUYHO
pasBuBatoLLeiicst ceT kak VANETS, 1 B HeM He paccmMaTprBatoTCA YacTble notepu

NakeToB, BbI3BaHHbIE V3MeHeHNsMN B Tononorun kak B VANETS.
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SAODV gpyroii 3aLmLLeHHbIVi NPOTOKON MapLupyTu3aumm gns AD hoc



ceTel [145, 146), oH ocHoBaH Ha AODV (AD-Hoc On demand Distance \/ector).m
3TOT NPOTOKOA UCMONb3YeT NHPACTPYKTYPY OTKPbITLIX KHoUel 1 LMdpPOoBbIX
nognuceri Ana obecneveHns LeNoCcTHOCTU coobLleHms. Kak AODV, SAODV
CTPajaeT oT 6ONLLLOIO N36bITKA NAaKeTOB, 3HAUNTENIBLHO YBENNUNBAOLLMXCS U3-3a
MOBUNBHOCTU. 36bITOK TakxKe YBENNYMBAKOTCA MPU UCMONB30BaAHUN
aCVMMETPUYHOI KpunTorpaduy, KoTopasi MOXeT npueecTy K DoS-atakam Ha
Y3kl C HU3KMM YPOBHeM pecypcos [147]. Ho, B BUAY TOrO, UTO CWa 1 XpaHeHne
He rnaBHble 3agaum B VANETS, SAODV nepcnekTuBHeliLLee peLleHre JoBepus.
Road Side Units (RSU) MOXHO 1CNob30BaTh Kak LieHTpasbHas JoBepeHHas
cvcTeMa ANs KN0YeBOro yripaBneHns. Tem He MeHee, 3To by/eT orpaHnyeHo
obnactamu, B KOTOpbIX NpucyTcTByeT RSU. [lpyrim HegoctaTkom
NHPPaACTPYKTYPbl OTKPBITBIX KKOYER SIBASETCS TO, YTO NAEHTUGMKALNSA Y3108
60/1bLUe He MOXET BbITb 3aKPbITON.

AsTOpbI cTaTbk [124] npeanaratoT ncnons3sosaHue 8 VANET gse

TUMNUYHBIE MOAEN JOBEPUS AN MPOTUBOCTOSHNS aTakam on-off, bad mouthing
ballot stuffing. OgHa 13 AaHHbIX MOZeneli ABNSETCS LiIeHTPaAn30BaHHON, BTOpas -
JeLleHTpann3oBaHHoM. B LieHTPanv30BaHHOM NPUCYTCTBYET LIEHTpP yNpaBieHus,
KOTOPBbIV AO/IKEH MPUHMMaTL BO BHUMaHVE pac4eT CTOMMOCTY J0BEPUS BCEX
TPaHCMOPTHbIX CPE/ACTB, a B AeL|eHTPaNN30BaHHON MOV TPAHCMOPTHOe
CPEeACTBO JO/IKHO HabNoAaTh NOBEAEHME APYrNX TPAHCMOPTHBIX CPeACTB 1
CaMOCTOATENIbHO BbIYMCASATL VX NMokasaTenw AoBepus. 1o MHEHVIO aBTOPOB,
NpaBW/IbHO CNPOEKTNPOBAHHbIE MOAeNN AOBepPUS MOTYT BblAepXXaTb YKa3aHHble
aTaku 1 YMeHbLUNTL YNCI0 peann3oBaHHbIX aTak. LieHTpanv3oBaHHble Moaeny,
KaK npaBuno, BkaroYatoT Tpu vacTu: RMC (LieHTp ynpaeneHus penyTauueit), RSU
(Road Side Units) 1 y31bl TpaHCMOPTHbIX cpeAcTB. RMC oTBeYaeT 3a BbluncieHve
3HaYeHW JoBepust BceX TPaHCMOPTHbLIX cpeAcTs B VANET. Kaxgoe

TPaHCMOPTHOE CPeACTBO Ha Jopore ByaeT CeAnTb 3a NOBeJEHVEM CBOUX COCe/eit
1 COO6LL@eT 0 cBOMX HabntogeHMsx B RMC. RMC obHoBasieT MHpopMaLmio o

JI0Bepun NeprognyYeckyt B COOTBETCTBUM C NoayYeHHbIMK oTuéTamu. CylectsyeT
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TaKkXe PYCK aTaku, KOTopas B AaHHbIX Mogensx o6o3HavaeTca kak bad mouthing.
RMC MOXeT NPUMeHsITb CTaTUCTUYECKIEe METOABI A8 NPOTUBOAEVCTBIS Takow
aTake. Ecv oAnH aBTOMO6W/L XO4eT 0My6MKOBaThb COOBLLEHIE, OH A0/KeH
06aBVTh CBOE ZI0BEPUTE/IbHOE 3HaYeHVe, KoTopoe noayyeHo 13 RMC u
3aWndpoBaHO NNYHBIM KtoHoM RMC. Mockonbky 3HaueHne gosepus
3awmndpoBbIBaeTCs, Avca He MMeeT BO3MOXHOCTU M3MeHsTL 3HaveHue. Koraa
Apyroe TPaHCMopTHOe CPeACTBO MONYUNN0 COOBLLEHIE, OHO MOXEeT
npoaHanV3aMpoBaTh 3Ha4YeHVie JoBepus ANMCbI, UCMONb3Yst OTKPbITHIA Koy RMC,
a 3aTeM MOXeT pPeLUnTb, MPOSIBUTL J0Bepre UKW HeJoBepue K COObLLEeHNIO B
COOTBETCTBUW C J0BEPUTE/IbHBIM 3HaueHnem Anncel. RMC MoXeT paccMaTpuBaTh
peKomMeHAaLVo OTHOCUTENIbHO TPAaHCMOPTHOrO CPeACTBa Kak ClyHaliHyto
BENYUMHY, 3TV PeKOMEHAALWN A0/KHbI COOTBETCTBOBATh CTaHAAPTHLIM
HOpPMaJ/ibHbIM pacrnpejesieHNAM, Toria Te pekoMeHAaunmn, KOTopble HaXo4ATCsA
CAIMLLKOM Janeko oT LieHTpa pacrnpeaeneHus, 6yayT CUnTaTbCst BPeJOHOCHBIMY,
6y/yT NPOVrHOPVPOBaHbI.

B [122] paccmaTprBatoTcs MeToAbl oTpaxeHus atak ballot stuffing Ha

npviMepe cvcTeM penyTauuy Tuna e-bay. PaccmaTprBaeTcst 6UHapHas Mogenb
penyTauum co wkano {-1, 0, 1}, Npx TOM NPOVNCXOANT B3aUMHas oLeHKa
penyTauuu, Kak nokynartenem nNpoAasLa, Tak v NPoAaBLIOM - nokynaTtens. Mo
pacyéTtam aBTOPOB, B Mpej/iaraeMoii My MoAeN puck peanvaumu ataku ballot
stuffing n bad mouthing 3HaunTensHO cHXaeTcs. OHY UCNO/b3yeM TePMUH
«BO3HarpaxseHue 3a penyTaLuto» A18 0603HaYeHVS JONONHUTENbHbIX 3aTpaT,
KOTOpble MoKynaTe/b roTOB 3annaTuTk 3a CAeNKY C NMPOoAaBLIOM C 6o/1ee BbICOKOV
penyTauueit, OCHOBHO pe3ynbTaT - NPeACTaBUTbL OrpaHNYeHVa Ha NPeMUIo 3a

penyTaLuto, 4TObbI penyTauus bbina ycroumnsoin K nHGAaLmn. NMpemus 3a



penyTauuio, ycToumMBYIO K UHOAALMY, rapaHTUPYeT OTCYTCTBME CTUMYIOB ANs
NpoAaBLOB NOAAeNbIBaTb TPAH3aKLUMW AN NOBLILLEHWS UX penyTauuuy. MoaobHas
MoZeNb MOXeT 6bITb MpUMeHVMa 1 B ApYrux cuctemax, Hanpumep, B VANET.
ABTOpbI [123] npeanaratoT HeCKoIbKO METOA0B, KOTOPbIe MOMOryT

COXPaHATb MakKCMasibHO YeCTHble 3Ha4YeHWs penyTaunmn B pas/inyHblX cnctemax,
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MNCMONB3YIOLLIMX MeXaHV3Mbl JOBEPUS 1 penyTaLmm, NPUMEHUMbIE He TONBbKO K
OHAaliH-co06LLeCTBaM, HO 1 K POBOTOTEXHUYECKUM CcTeMaM. epBbiii -
1CMONb30BaHVe KOHTPOPYEMOV aHOHUMHOCTV. OCHOBHOE MONOXEHVEe  AAaHHOTO
MeTOZa 3aK/H4aeTcs B TOM, 4TO PEexX1M aHOHUMHOCTM OHNalH-coo6LLecTBa
MOXeT BNATL Ha BO3MOXHOCTb aTak Ha crcTeMbl penyTtauuu. Bad mouthing
OCHOBAH Ha CNOCOBHOCTY BbIGVPaTh HECKONBKO KOHKPETHBbIX «XepTB» 1 4aBaTb
1M HeCnpaBej/IMBO H3KME OLeHKI penyTaLumm. ECTb BO3MOXHOCTb 136exaTb
JlAHHOTO HebnaronpusTHOro npoLecca 0T6opa, ecv Coo6LLECTBO CKpbIBaeT
VCTVHHYIO MAEHTUYHOCTb NMoKynaTenei 1 NpoAaBLIOB Apyr OT gpyra. B Takoi
CxeMe «KOHTPOIMPYEMOV aHOHUMHOCTU» PbIHOK 3HAET UCTUHHYIO MAEHTUYHOCTD
BCEX YHaCTHWKOB PbIHKA, MPUMEHSAA HEKOTOPbIN 3P PeKTVBHBbIV NpoLecc
ayTeHTUMKaLMK, Npexae YeM OH PaspeLLlnT AOCTYnN K 1060MyY areHTy. PbIHOK
ny6MKyeT OLLEHOUHYIO peryTaLvio MoKynaTenei 1 NpoAaBLOB, HO COXpaHsieT
JINYHOCTU CKPbITBIMW OT APYr Apyra (I/IJ'IVI nprceaviBaeT UM NncesgoHUMbI, KOTOpble
MEHSIHOTCS OT OAHOI TpaH3aKLMu K Apyroii, 4Tobbl caenate NaeHTUGUKaLmMo
OYeHb C/I0XKHOM). TakMM 06pa3oM, UCTUHHBIE 3HaUYEeHWS 4OBEPVISt U penyTaLum
$OpPMUPYIOTCS Ha OCHOBE AeiCTBUTENBLHOrO GYHKLIMOHNPOBAHWS areHToB B
cucteme. OrpaHUYeHieM MeToAa SIBISIETCS HEBO3MOXHOCTb ero NMpUMeHeHUs K
oTpaxeHuto ataku ballot stuffing.

BTopoii meTog, npeanaraemblii asTopamu - Median Filtering. Mpegnaraetca
BMEeCTO CpejHero 3HaueHusi BbI6OpKM Npu pacyéte kospduLmeHTa penyTtaLmum
6yzeT ncnonb3oBaH obpasel, MegnaHbl (Sample median). 3noHamepeHHble
OLeHLLMKM CTpaTernyeckin pacnpeAenstoT HecrpaseavBble OLeHKN, YTOObI
MaKCMMU3MPOBaTh NPeAB3ATOCTb. HackobKO N3BECTHO aBTOpPY, aHanus,
npe/jCcTaBneHHbIV B 3TOM pasjenie, SBASeTcs HOBbIM. [10 Mepe yBennyeHns
pa3mepa n obpasuia cpesHsas MejnaHa 06pasLia, B3ATOro U3 HOpManbHOro
pacnipeseneHus, 6bICTPO CXOANTCSH K HOPManbHOMY pacripeseNneHunio Co CPesHIM
3Ha4yeHnewm, paBHbIM MeJaHe poAUTEeIbCKOTo pacnpeaeneHns. B HOPpMa/lbHbIX
pacnpegeneHusix MeaviaHa paBHa cpegHemy. Mo3ToMy B cUTyaLmsiX, Korga HeT

HecnpaseA/IMBbIX OLEHLLNKOB, NCNONb30BaHMe O6pa3L|,OBOI'O MenaHHOro
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pe3ynbTata NprBoAUNT K HENPEeAB3ATLIM CrpaBe/INBbIM OLeHKam penytaymn.
Takol noaxog 3pdekTnBeH Kak 415 oTpaxeHust atak bad mouthing, Tak 1 ballot
stuffing.

AsTOpbI [124] 0603peBatoT BO3MOXHbIE METO/bI 3aLLUMTbI OT Pa3NINYHbIX

Knaccos atak, Bkntouast ballot stuffing, on-off 1 bad mouthing. OaunH 13 Hux -
BaliecoBckuii BbIBOA, KOTOPbI paccmaTpyiBaeT JoBepyie Kak CiyyaiiHyro
BEINYNHY, Cefya pacnpejeneHio BeposTHOCTY C 06HOBAREMbBIMUN NapaMeTpamu
MOZe/N NPU HOBbIX HabtOAEHMAX. DTa BbIYNCAVTENbHAA MOAENb J0BepyIs
nonynspHas 13-3a eé NpocToThl, NPeANOXeHa crcTema 6eTa-penyTauuii Ha OCHoBe
6aliecoBcKoro BbIBOAA CO 3HaYeHVeM J0Bepus, MOAEINPYeMbIM Kak CayYaiiHas
BeNn4YMHa B granasoHe [0, 1] 6eTa-pacnpeseneHus; CyMMbl MONOXUTENLHOTO U
OTPULLATENILHOTO OMbITa COMOCTaB/IAKTCA C NapameTpamu (a, B) B 6eTa-
pacnpezeneHum, Tak YTo MOXHO BbIUUCIUTL CpeAHee 3HavueHe 4oBepus Ans
oLieHKM penyTauum y3na. IMCKOHTYpOoBaHVe y6ex/eHWi NpuMeHseTca ans
3aWmThl 0T atak bad mouthing v ballot stuffing.

B ctatbe [125] B KauecTBe OAHOIO 13 METOZ0B TakXe npejnaraeTcs
1CroNb30BaHVie KOHTPOAVPYeMOii aHOHMMHOCTU. ATaka bad mouthing ocHoBaHa

Ha CNoCO6HOCTU BbIGVPaTh HECKONBLKO KOHKPETHBIX «KePTB» 1 AaBaTb UM



HecrpaBeAviBO HU3KMNE PENTUHIM. 3TOr0 MOXHO M36exaTb, eC/ CKPbIBaTCS
VAEHTUYHOCTM 06beKTOB CUCTeMbI APYT OT Apyra. B Takoli cxeme
«KOHTPOIMPYEMO aHOHUMHOCTW» TOILKO YNPAaBASHOLLMNIA 31eMeHT 3HaeT
NIMYHOCTb BCeX YYaCTHUKOB cucTeMbl. Kpome TOro, OH oTCnexmnBaeT Bce
TPaH3aKUMmM 1 peRTUHT. PIHOK NY6AVKYET OLLEHOUHYH penyTaLuto nokynarteneii
1 NPOAABLIOB, HO COXPAHSIET CBO JIMUYHOCTE CKPbITLIMU APYT OT Apyra (Uav
npvlcaamaaeT M MceBAOHUMBI, KOTOpre MEHAKTCA OT OAHOVI TpaH3aKLU/IVI K
Apyroit). Takum 06pa3om, NokynaTeny v NpoAaBLibl MPUHMAIOT CBOU peLLeHNs
NCKYNTENBHO Ha OCHOBE Mpeg/laraeMblx YCI0BUA TOProBAK, a Takxe
ny6avikyemoi penytaumn. Mockonbky oHN 6oNbLUe He MOTYT UAeHTUGMLMPOBaTL
CBOUX «KePTB», MOXHO V36exaTb oTpuLaTeNbHOM ANCKpUMUHaLmm. Kpome Toro,

rpejnaraeTcs UCMosb30BaHe KNacTepHO GUALTPALWN A4S CHUXKeHVS 3bdekTa
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HecrpaseAviBO BbICOKMX OLI@HOK W MONOXNTENBHON ANCKpUMMUHaLWMK, aTak ballot
stuffing. [laxe korga ckpbIBatOTCS IMYHOCT NOKynaTene 1 NpoAaBLoB,
nokynaTtenn 1 NpoAaBLibl, y KOTOPbIX €CTb CTUMY CUTHaNN3MPOBaTL O CBOEe
VNAGHTUYHOCTU APYT APYrY, BCeraa MoryT HaliTu NoAXoAsLLIMe Cnocobbl caenatb
3T0. Hanpumep, NpojasLbl, y4acTByoLLe B CXeMe «HabVBKY GloineTeHel,
MOTYT UCMO/Ib30BaThb ONpeAeNéHHbIN LabNoH B CyMMax, KOTOpble OHW
npeanaratoT (Hanpumep, CyMMbl, 3akaHuYMBaroLLmecst Ha .33), UTobbI
CUTHaNM3MPOBaTb O CBOEM MPUCYTCTBUW MX 3aroBopLuvikam. Kpome Toro,
CTaHOBWTCA ropas/o Nerye 3HaunTeNbHO CHU3UTL MNOCIeACTBIA HEeCNPaBeAIIBLIX
MONOXUTENbHBIX OLeHOK. [ 3TOro NpeAnaraeTcs cneyroLinii anroputm: 4ns
BbIUVCNIEHUSA HEeCMeLLEHHO OLLeHKI NepcoHan3poBaHHO penyTaumm cHavana
MCMONb3YIOTCA METO/bI COBMECTHOW GrnbTpaLmvu, 4Tobbl naeHTUGULmMpoBaTs
Habop nokynatener 1 nx 6anxkarumx cocegeli. Mocne GuabTpaLUN peiTUHIN
06pasytoT ABa knacTepa: HVXKHWI knactep, COCTOSILLWN 13 cipaBeAnBbIX
PeiTUHIOB 1 BEPXHEro Knacrepa, KOTOPbI COCTOUT 13 HecrnpaBeAVBbIX
PeNTNHIroB. YTo6bl YCTPaHUTL HecrpaBeInBble PEATUHTY, MPUMeHsieTCs
anropuT™ ennTenbHON knactepusaLyu, HanpuMep, NpeaIoxXeHHbIN
MaKHayTOHOM 1, HakOHeLl, BbIUUCIAETCA OKOHYaTeIbHas OLjeHKa penyTauuu.
AsTopbl [148] NnpeAcTaBuAn JoBepUTeNbHYHO Bepcuio npoTokona OLSR
(Optimised Link State Routing Protocol). OHv nokasanu, kKak OCHOBaHHbIE Ha

A0BEPUN PACCYXXAEHNA MOTYT NO3BOJINTL KaXXAOMY Y3/1y OLeHUTbL nosejeHne

APYIVX Y3108 1 POBEPATS COrNacoBaHHOCTL NHdOpMaLym o MapLupyTisaLmn §
dakKTYecKn, Kaxablii y3en NCnonb3yeT psj Npasva 418 NPOBePKM NPaBUIbHOCTA
TOMO/IOrNV CETU NyTeM COMOCTaBNEHUs BC NONYUeHHON nHopmaLmm 13 ceTu.
3TOT NPOTOKOJ He CO3/aeT AOMONHUTENbHbIX MPOBeM A4Sl CETU MO CPaBHEHMIO C
6a30BbIM NpoToko10M OLSR, HO MpVIMeHeH e NpaBw 4OBEPUS 1 NpoBepka
COrNacoBaHHOCTM BCeX COObLLeHMA NoTpebyeT 60/bLUe BpeMeHW OT KaxAoro y3na,
UTO MOXeT 6bITb Mpo6aemoli B VANETS. Mo cpaBHeHmto ¢ AODV, OLSR

reHepupyet 6onbLue npobaem, oaHako NpoTokon OLSR MmeeT camyto HU3KYHo
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3aep>KKy Npu BbICOKOW MOBUABHOCTW, 11 3TO MOXET 6bITb 06BbSCHEHO dakToM,
uTo OLSR aBNsieTca NpoakTnBHLIM NpoTokoioM [149, 150].

B Lenom, Bce Mogenu 0Bepus MoryT 6biTb KnaccupyLMpoBaHbl Ha Tpy
KpyrHble rpynnbl: aBTopbl [151, 152] kKnaccnduumposanv MoAenu Josepus B
NTepaType Mo TpeM OCHOBHbIM KaTeropusM: 06 beKTHO-OPVEHTVPOBaHHbIe,
OPVEHTNPOBAHHbIE HA AAHHbBIX N KOM6VIHI/IpOBaHHbIe nnn r|/|6pv|,qu|e mMoaenn
Aosepyisi. loBepue, 06bEKTHO-OPUEHTVPOBaHHOE JoBepHe, Takxe HasbliBaemoe
NpAMbIM 0BepreM, 0OCHOBaHO Ha HpopMaLmK 06 naeHTUdrKaTope y3na. B To
BPeMS Kak MOZENN J0BEpUS, OPUEHTUPOBAaHHbIE Ha AaHHbIe, 6oNblue
boKycHpytoTCA Ha OLieHKe CoAepXaHus COOBLLEHNS, ANS MPUHATUSA peLleHus o

fAosepun. HakoHel, KOM6VIHVIpOBaHHbIe MoZenun 4oBepus OCHOBAaHbI Ha MPAMbIX



HabNOAEHVIAX 1 peKOMeHAaLMAX APYruX y3/10B ceTu.
O61BLEKTHO-OPUEHTVIPOBaHHbIE MOAENV 0BEPUS: B 3TOW kaTeropun Josepue
onpejensieTcs Kak coveTaHve Heckobkrx GakTopos obbekTa. Hanpumvep, M.
Fepnax [153] Npeanoxvn Mojenb COLManbLHOro JoBepusi, B KOTOPOU
MNCMNOJIb3YHTCA pacyeTbl, OCHOBAHHbIE Ha NPUHLUMNAX AO0BEpPVsS N A40BEPUTEIbHOro
TernpoBaHus, obLLiee 3HaueH1e 0Bepys 418 onpeaeneHHOro y3/1a BblUMCISeTcs 13
VIMEIOLLIIXCA aHHBIX O TeKyLLEe KOHKPETHOM cuTyaumm (CUTyalyoHHoe AoBepue)
B COYETaHWUM C COBCTBEHHbLIM MHEHMEM y3na (41CNo3MLMOHHOe AoBepue),
CMCTeMbl, B KOTOPOIA HAaXOAATCA AiBa y3na (cucTemHoe gosepue). OgHUM 13
He/0CTaTKOB ABNSIETCA TO, YTO aBTOP He NMPeAoCTaBua MHPOPMALIMIIO O TOM, Kak
pasnnyHble TUMbl J0BEPUS 06 beANHSAIOTCA B apXuTekType. ABTOpbI [154]
NPeAIoXNAN APYryto pacLUVPeHHY MOAeNb A0BEPUs, OCHOBAaHHYIO Ha PONIAX 1
penyTauuu y3na. 1o cyTu, X Mojenb coyeTaeT B cebe poneBoe JoBepue, OnbIT
AoBepyisi, 6ONbLUVHCTBO Ha OCHOBE J0BEPUS 1 NPYIOpUTETa Ha OCHOBE 0BEPUS.
[loBepvie Ha OCHOBe poneli 13B/ekaeTcs 13 NpeonpeaeneHHbIX poneli, a Joseprie
Ha OCHOBE OrbITa BbIYNCNAETCA N3 NPAMBIX B3aI/IMOAeVICTBVIVI. MHeHne
60/1bLUNHCTBA GOPMUPYETCS HA OCHOBE MHEHWIA BbIGPaHHbBIX KOHCYIbTaHTOB.
MpriopuTeTHOE ZoBEPUE - 3TO 3HaYeHMe, NoyYaemMoe Ha OCHOBE UCTOYHVIKA
nHpopmauunu o gosepun. OANH HeA0CTaTOK  3TOW MOAENN 3aK/IH0HaeTCs B TOM, HTo{m
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OHa mcnonbayeTm KpunTorpaputo C OTKPbITLIM KIOYOM /151 ONpeaeieHns 40Bepus
Ha OCHOBe poieii (T. e. ponb y3na 6epeTca 13 NpeocTaBNeHHOro cepTudukara).
[Ans ynpaBneHUs Knovamm 1 UX Nposepku TpebyeTcs LieHTp cepTudrkaumu. B To
BPEeMS Kak BbiLLEYNOMSIHYTbIE Be MO/JEN UMEIOT HEKOTOPbIe 06LLMe acrekTbl,
Mozenb B [155] 6onee cnpasegnnsa Ans VANET, nockonbky oHa nmeeT
BO3MOXHOCTb BK/ItOUaTb BPEMS 11 MECTOMO/IOXEHMNE VCXOAHOrO y3/1a U meeT
COrnacoBaHHoe 60/bLUNHCTBO 3HaYEHNI ANS KaX/0ro y3na.

Mogenu foBepyisi, OPUEHTVPOBaHHbIE Ha JaHHbIE: 3TOT TUM MMEeT AeNo

60/bLUe C J0CTOBEPHOCTLIO AaHHbIX, MONYYEHHbIX OT APYTUX Y3/10B, @ He C
camvmu y3namu. Jlga npumepa Takvx Mojeneli MoXHo Haiitu B [156, 157]. Obe
MOZeNn 0CHoBaHbl Ha TOM dakTe, UTo accoumaumm mexay y3namu B VANETS
"He,ONroBeYHbIl” 1 MPOVICXOAAT B "M3MeH4YMBbIX" cpejax. Raya yTBepxzan, uto
NAEHTUYHOCTL y3na B VANETS He MeeT 3HaueHVIsi Mo CPaBHEHWIIO C MOJyYeHHO
MHdOpMaLmeli, Takol Kak 06HOB/EHWS YCI0BUIA ABVKEHWS 1 MpesynpexXeHns
6e3onacHocTy [158]. Mogenb ncnonb3ayeT bailecoBCkuil BbIBOZ (METOA CINSHUSA
JaHHbIX) 1 Teoputo [lemncrepa-LUadepa (oueHKa AoKasaTenbCTs, BAOXHOBAEHHAs
YenoBeYeCK MY PaCcCyXXAeHUAMI) A5 OLI@HKM BEPOSITHOCTI COBbITHS,
NPOUCXOAALLLETO B OnpejeneHHoe Bpems 1 KoHTekcTe. Mojenb ncnonb3yet
pasnnyHble 40Kas3aTeNbCTBa A1 BblYVC/IEHNA BEPOATHOCTY KOPPEKTHOCTU
CO6bITVS B KOHKPETHOM BPEMEHW, MeCTe 1 KOHTeKcTe. HeaocTaTkoM 3Toro
NpeAnoXeHNs SBNAETCS TO, YTO JOBEPUE OCHOBAHO UCKKOUNTENBHO Ha COBBITUSX,
1 ero HeobXoAVMO yCTaHaBANBaTb KaxAblli pas, Korja cobbiTe Unu coobLieHne
MOAyYeHO OT CyLLIHOCTW, He3aBVCMMO OT Mpe/blAyLLero B3auMoeicTBus ¢ 3Toi
CyWHOCTbHO. ,ﬂ.pyI'VIM HEeAOCTaTKOM ABNAETCH TO, YUTO OHa TpeGyeT OLEeHKN
onpezeneHHol MHGopMaLK (40Ka3aTeNbCTB), KOTOPas MOXeT 6bITb NoAdenaHa
VAN HeA0CTYMHa B ClyYae HeobXoAMMOCTY.

B [159], aBTOp 1UCNONb30BaN NOAXOA, AAKOLLMIA OLIEeHKY KaXaoW YacTi

/laHHbIX Ha OCHOBE O6BACHEHW, COBPaHHbBIX MECTHbIM areHToM. JlTokanbHbIl
areHT MHPOPMaLV HAXOAMUTCA B KaXAOM y3/1e U COAEPXUT 3HaHve y3na VANET.

Mpu nonyyYeHnn HGOPMALIML areHT OLIEHNBAET ee MO TOMY, UTO YXKe U3BECTHO.
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ATeHTbl IMEeHT AaTUVIKK, KOTOPble MPUMEHSIHOT OCHOBHBbIE NpaBuna Grsnkn n

cTaTUCTUYecKMe CBOICTBA COBLITUIA. Hanpymep (ABa y3na He MOTYT 3aHVMaTb
O/HO MEeCTO B OAHO Bpemsl) 1 (y3/1bl peAKko e3aAT bbicTpee 100 Mub B Yac). 3Ta

MoZenb Takke npeAocTaBseT MeToAbl 06Hapy>XXeHWs aTak, 0CObeHHO Ans



CNOXHbIX aTak, Takvx Kak “Sybil attack”. 3To gaeT MoAenv npenMyLLecTBo nepes
MOZeNbHo, MpeanoxkeHHo [158]. HegoctaTkoM 3TOM Moaenu ABnseTcs
NPeAnoNIoXeHe 0 TOM, YTO Kax /bl y3en obnasaet rnobanbHbIMY 3HaHUAMU O
CeTu, YTO Ha NpaKTVKe HEBO3MOXHO. Ho ecv NpeAnonoXunTb, HTO MPUAOPOXHbBIM
noApasaeneHnsaM MOXHO AOBEePSATh 3TOT TUM 3HAHWIA, TO 3TO peLueHne byaeT
0YeHb MPYIMEHNMO.

KoM6VHVpoBaHHbIe MOAENV A0BepUs: 3TOT TUM MOZenei JoBepust

06BbeANHSAET HaAEXHOCTb Y3/10B 1 HAZLeXKHOCTb NPeACTaBneHHbIX AaHHbIX. B [159]
npeAnoxeHa MoAeNb penyTaLymm, BALOXHOBNEHHYH NAeell, UTo Kax/bli y3en
f06aBNnseT cBoe COBCTBEHHOE MHEHVE 0 CO0bLLeHNN. TpeaNoXeHHbIV anroputM
nossonseT y3nam GopMmnpoBaTb COBCTBEHHOE MHEHWEe O COOBLLEeHNM Ha OCHOBe
COBpaHHbIX AaHHbIX MPeAbIAYLLX CKAYKOB. Y31 MOXeT UMeTb MpsiMoe JoBepue K
APYTVIM y31aM 13 NpeAblAyLLyX BCTPEY UAN UCMONb30BaTb MHEHWS APYTrX ANs
HOPMYNMPOBKI HOBbIX 3HaUYeHUI AoBepus. Koraa HOBbI y3en BrepBble BXOAUT B
CeTb, OH MOXET OLIeHWTb oBepyre Ha OCHOBe GaKTUYeCcKoro COOBLLEHNS, a He
WNCTOYHVIKA, KOTOPbIV AenaeT 0bpaTHyto CBA3b OT APYriX nonesHoi. losepune
ABNSIETC ANHAMUYECKMM U UCMO/b3YET reosioKaLmio y31a 0TYETOB U OTMETKY
BpeMeHW B coobLLeHNW. Mogenb Takxe BKAoHaeT MHOopMaLMio 06 okpyxatoLelt
Cpe/e B CeTU U KOHTEKCTe, B KOTOPOM 6bI/10 CO3aHO0 coobLLeHne. HegocTaTkom
3TOrO MOAXOAA SIBNSIETCS TO, YTO OH YSA3BUM A1t CTONKHOBEHUS MEXAY y3n1amu,
B/INAIOLLLErO Ha CCTeMy penyTaumun. B Mogenn, npeactaBneHHol B [160] sosepue
BblYNCNAETCA Ha OCHOBe penyTaunmn y3sia U NpoBepKn AaHHbIX COOGLL{GHVIﬂ.
HafexHoCTb paHee HeM3BECTHOrO y3/1a OCHOBAaHa Ha 3Ha4YeHUK, NpeAoCTaBIEHHOM
/l0BEPEHHbBIMY "SAKOPHBIMU y3n1amK'", KOTOPblE UMEIOT XOPOLLIO YCTaHOB/IEHHbIe
VNAEHTUGMKATOPbI B CETU. 3Ta MOZe/b MMeeT BO3MOXHOCTb NPoBepUTb

cogepxnmoe coobLeHus nyTem nsy4eHust HeCKONbKNX ¢)aKTOpOB, TaKUX Kak:
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pacrnonoxXeHne NCTOYHNKa COOBLLLEHUNS 1 MPOKCU-CepBepa, NPeAoCTaBNSoLLIEro
ero. [lns obHapyxXeHVs BpeJOHOCHbIX Y3/10B UCMONb3YeTCs anroputM NpoBepkut
coobLeHnii. OAHNUM 13 HEAOCTaTKOB MOJenell, OCHOBaHHbIX Ha penyTaLum,
ABNAETCA TO, YTO OHW NONArarTCa Ha CyLLLeCTBOBaHVE APYriX Y3108, KOTopble
061a4at0T AOCTAaTOUHBIMU 3HAHUAMY 1 KOTOPbLIM MOXHO AoBepsTb. VANETS
MOXeT 1CMo/b30BaTb RSU B kauecTBe HaZeXHbIX SKOPHbIX y310B. Ho, ec/in oHr
He CyLLeCTBYHOT, TO CTAHOBUTCA Tpy/ZHee Bbl4C/INTL foBepre, OCHOBaHHOe
TONBKO Ha coAepXaHunn coobLeHrs. [ipyras Mogenb bbina npegnoxeHa B [161]
Ans 6esonacHoli VANETS MapLupyTv3aLmm OCHOBaHHOM Ha nprmepe
MypaBgeiiHvika. B Mogenn npeAnoxeH anropyTM knactepyaumm ysnos B VANETS
1 Bbl6Opa raBHOro Knactepa, o6nervatoLLmii npouecc MapLupyTusaummn. Koraa
NCXOAHBIN y3en (S) xoueT nepeaaTth coobLeHne nonyyatento (D) B knactepe, To
CHavana naeT cBA3b C rnaBHbIM knactepa (CH). TnaBHbIV knacTtepa BblumcaseT
3HaueHVe KOCBEHHOrO 0BepUs, MONYYeHHOrO 13 y3/10B B AvanasoHe, 1 Aobasnsiet
€ro K MpsAMOMY J0BEPVIIO UV 3HAHWNIO NCTOYHWKA. HegocTaTkamm 3Toro
npeanoxeHns ABNAETCA TO, YTO NpeAnosiaraeTcd, YTo y3J/ibl AO/DKHbI
nepemeLLaTbCs B O4HOM HarpasneHnn, 4To6bl chopMmUpoBaTh KaacTep, 1 npoLecc
Bbl6Opa rNaBHOro Knactepa 3aHVMaeT MHOTO BPeMeHU.

1.5 NocTaHoBKa 3aja4n UccneaoBaHUA

Myctb ={1,..., } - rpynna BTC, KoTopble CNOCO6HbI OCYLLECTBASATL

Mexzy coboit MB. MycTb a - anroputM, cnosb3yembiii rpynnoii 6TC gns
[OCTVKEHUSA MNOCTaBNEHHbIX Nepes HMu Lieneid. Mpynna BTC nepexoaut 13
HayanbHOro cocTosHUA E B HeKoTopoe enaeMoe KOHeYHOe COCTOSHME .
Mpouecc nepexoza 13 cocTosHWA E B COCTOsIHVE He BO3MOXeH 6e3 /B.

Toraa, anroputM a MOXeT 6bITb MPeACTaBNeH B ClejytoLlemM Buje 1=

(., ), TAE - OKpY>KatoLLas cpesa, - MHOXEeCTBO

MHGOPMALMOHHBIX CO0BLLEeHN, NepesaBaemMblx B npotiecce V1B mexay BTC.

BBeseM GyHKLMIO AN ONMCcaHVs anropyuTMa, ncnonHsemoro BTC ans nepexoja B
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Xenaemoe KOHeUHOe COCTOsIHME, NPU peanmsaLum yrpos Vb, cBs3aHHbIX C
CeMaHTUYeCKO LieNnocTHOCTLIo MHopMaLmn: = (,, ), rae -

MHOXECTBO MHGOPMALMOHHbIX COOBLLEHN, MHGOPMAaLMSA B KOTOPbLIX
npeAcTaBneHa ¢ HapyLleHVieM CeMaHTUYecKol LienoCTHOCTU.

B 06LueM cnyyae, Npy $OpMMPOBaHUN MAAHOB AENCTBUI, OCHOBAHHbIX Ha
MHGOPMAaLIV C HapYLLIEHHOW CeMaHTUYeCKO LieNocTHOCTbI0, BTC He gocTuratot
X€NaeMoro KOHeUHOro COCTOAHS . TakMM 06Pa3oM, MOXHO roOBOPUTL O noTepe
paboTocrnocobHOCT rpynnbl. Mpy TakoM NOAXOZAe, 3a4aqa NccnejoBaHNa  MoxeT
6bITb chOPMyNMPOBaHa CesytoLM 06pa3om

paspaboTaTb Mogeb 3amiéHHoro VB BTC, B paMKax KOTOPOW AO/KHbI

6bITb NPeANOXEH METO/ 06HapyXeHUA HapyLLeHWA ceMaHTUYeCKol LLenoCTHOCT
NHbopMaLn.

TpebyeTca paspaboTaTb ynpasnstoLee Bosgelicteune C = ()

Takoe, YTo |

[=11rae

- MHOXeCTBO 06Hapy>KeHHbIX

MNHGOPMALIMOHHbIX COOBLLEHNI C HAPYLLEHUAMY CEMaHTUYECKOM LIeNOCTHOCTY,

- pa3pabaTbiBaeMble MeTO/bI 1 MOZAEeNb, — UMMeMeHTaLus

paspabaTbiBaeMbIx MeTOA0B 1 MOAENM B KOHTEKCTe CyLLecTBytoLLero

yNpaB/sitoLLLEro BO3AeNCTBUSA. B TakoM cnyyae, anroputm AocTuxeHns Lenein 6TC

MOXeT 6bITb NpejCTaB/eH B BUAE byHkUmn - = (,,, C)

JlonyLeHnem 3agaun SBASETCS pacCMOTPeHre Takoi rpynnsl BTC, gnst

KOTOPOIA BbIMONHAKTCA MeToAbl obecreveHuns Vb Ha Bcex ypoBHAX mogenu OSI,
UTO rapaHTUpyeT A0CTaBKy COOBLLEHMI OT UCTOYHMKA A0 ajpecaTa, obecrneyeHne
LieNI0CTHOCTU MHOPMaLIMK, a TaKkxe No3BoseT NpeHe6peyb YCI0BUSMU

du3nyeckoli cpespl 1 ocobeHHocTeln BTC.

52

Inasa 2. Mogenb 3alMLLEHHOrO NHPOPMALIMOHHOIO B3aUMOAeCTBIS
rpynmbl 6€CNMNOTHBIX TPAHCMOPTHBIX CPEACTB

2.1 O606LLEHHast MoZenb GYHKLIMOHUPOBAHMS rpynnbl 6eCrnA0THBIX
TPAHCMOPTHBIX CPeACTB

Paccmotpum rpynny BTC, coctosLyto 13 n anemeHTos: = {0,..., }.

V € xapakTepusyeTcst Habopom cBolicTB ={0,..., }, TPV 3TOM # 2.
CoOTHOLLEeHVe CBOICTB 3/1eMeHTOB NO3BONRET FOBOPUTL 06 OAHOPOAHOCTH
anemeHTOB. MNycTb, €, #, TOrja:

1.=0ei v ej - roMoreHHsb;

2. C 0 ej pacluvpseT v AOMNONHAET CBOMCTBA U GYHKLINN,
XapaKTepy3sytoLLme aneMeHT ei;

3.N=2[0einej-rereporeHHol.

COOTHOLLEHVS CBOVCTB 1-3 BEpPHbI  TOrAa 1 TONLKO TOrAa, Koraa cpeau
paccmaTpriBaeMblx CBOMCTB OTCYTCTBYIOT CBOCTBA MPOCTPAHCTBEHHbIX
XapakTepucTuk.

Kpome Toro, ¢ Touku 3peHust B, MOXHO BblennTb 6a30Bble CBOMCTBA
cBa3u (Pcon), xapakTepHble Ans Bcex BTC:

0 nonyyeHwe;

0 npeo6pasoBaHue;

0 nepegava;

0 xpaHeHwe.

Mcxoas 13 cyLlecTByrOLLMX TeopeTnyeckmx paspabotok [111-116], BepHo
yTBEpXzeHue: V, €, # = = . CnejoBaTeNbHo,

COOTHOLLIEHVE 3 He BbINO/HAETCS, eCIN paccMaTpUBaTh CPeav BCex CBOVCTB
cBolicTBa cBsi3u BTC. Kpome TOro, MOXHO roBopuTb 0 roMoreHHocTr BTC ¢

TOuKM 3peHns VB.
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Kaxgoe BTC BbINonHsieT ABe 6a30Bble GyHKLMN:

0 BbluMCAUTENbHBIE GYHKLMY;

0 ncnonHuUTenbHble GyHKLMN.

BbluncnuntenbHble GyHKLmMM — GyHKLMK, MO3BOASIOLLME BbipaboTaTh naaH
LEeNCTBUIA, HEOBXOAMMBIX A/151 BbINOHEHWS 3a4a4/nepemMeLLeHs B MPOCTPaHCTBe.
McnonHuTensHble GyHKLMN — GYHKLIMK, MO3BONSHOLLME BbINONHWTL 3agad4y,
OCHOBbIBasACh Ha paHee pa3paboTaHHOM MiaHe. TakM 06pa3oM, BbIYNCIUTENbHOE
yCTpoicTBO Kaxaoro bTC BelpabaTbiBaeT nnaH AeCTBUI, KOTOPbIV CMONHAETCS
COOTBETCTBYHOLWMMU dU3NYecKMIM ycTpoiicTBamMun BTC (aBuraTens, ocv 1 T.4.).
MoxHo npezctaBuTb BTC cneaytolwim 06pasom - =

U

h, rae

- BblUMCIUTENbHBIE ycTpolicTBa (BY) BTC,

h - pusmyeckne

ycTpoiictsa (®Y) BTC . CTouT 0OTMEeTUTb, B 3aBUCMMOCTL OT criocoba

peanvsauyun BTC BHyTPeHHME 3n1eMeHTbl MOTYT 6bITb NMpejCcTaBieHbl Kak OAHUM
YCTPOIACTBOM, TaK M MHOXECTBOM. B Takom cilydae, rpaduryeckoe npescrasieHue
rpynnbl AEMOHCTPUPYETCS Ha PUCYHKe 2.

PuicyHok 2. Tpaduyeckoe npeactasneHune rpynnbl 5TC ¢ pasgeneHvem kaxaoro
TC Ha BblUMCAUTENbHbIE 1 dU3NYecKme yCTporicTBa. [MyHKTUPHbIe cTpenku - VB
YCTPOICTB OHOTO YPOBHS, CM/IOLLHbIE CTPeNKM - /IB 31eMeHTOB pasHbIX ypoBHe
V, €, # ocywiectBnstoT MUB = 3 C - ycTONUMBLIN KaHan

€BA3U. HeO6XOANMOCTb CYLLEECTBOBAHMSA YCTONYMBOrO KaHana ANs OCyLLecTBAeHNS

MB siBnsieTcs 06a3aTeNbHbIM yC1oBreM GYyHKLIMOHUPOBaHYS rpymnbl BTC
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cornacHo pabotam [161-165]. Mpu 3TOM yCTOMUMBBIV KaHan CBSA3M A0KEH
cyLlecTBoBaTb Mexzay BY pasnnuHbix BTC, a mexay ®Y kaHan nepegavuu
COOBLLEHWIT MOXET He CyLLlecTBOBaThb. Kpome Toro, kaxzelit BY nmeet kaHan
CBA3M Kak MUHUMYM C OAHUM Y.

Mpeanonoxum, €Torga vV €, #n 3 Ce €

,Tae

- MHOXecTBO BTC-coceell, MeroLLIMX BO3MOXHOCTb OCYLLECTBAATE
HenocpeycTBeHHoe VB ¢ BTC ei. Torga

< .Ecwm

=, 70 ei MoXeT

ocyLiectBnsATb VB ¢ ntobbiM BTC. Ecav rpynna BTC siBAsieTcst NONHOCBS3HOM, TO

=0 |, obpaTHOe - HeBepHO. lNpy 3TOM paccMaTpUBaEeTCs TONLKO
B3anMozelicTBre Mexay BY pasnnyHbix BTC.

OCHOBbIBaACh Ha BbILLENPUBEAEHHbIX TE3MCaX, MOXHO NpeACTaBUTb rpynmy
BTC B Buge rpada G(E), rae

{}- MHOXecTBO BepLUNH rpada ( € )

{C}~ MHOXEeCTBO YCTONYMBBIX KaHAN0B CBA3M MEXAY, € .

Ipadurueckoe npeactaBieHne rpagoB NprBeAEHO Ha pUCyHke 3.

PuicyHok 3. Tpad Ha ocHoBe rpynnbl BTC. CTpenku - ycToyMBbIA kaHan cBA3n
mexay BY, kpyru - BTC. PucyHok a) v 6) - rpadbl Ha OCHOBE MOIHOCBSA3HbIX
rpynn BTC, B) - rpad Ha ocHoBe rpynn 6TC 6e3 nonHoi cBs3n

Takum obpasom, ecnm rpynna bTC aBnseTca NnonHocBA3HoW, To G(E)
ABNSETCH CBA3HLIM, T.e. V, €, # 3 (,) - NyTb OT BepLUVHbI

£,0 BepLVHBbI (pyc. 1 a) 1 6)). OAHaKo He kaxaas rpynna BTC siensietcs
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MONHOCBA3HOM (puc. 1 B)), cnegoBaTenbHo, Mexay BTC He Bceraa cyllecTsyeTt

BO3MOXHOCTb OCyLLEeCTBUTL VIB. EC/IM He cyLLecTByeT nyTu, CBA3bIBaOLLEro



niobble Ba 31eMeHTa CUCTeMbI, CefyeT roBOPUTL O HaAMYUV NOArpynmn B pamMkax
rpynnsl BTC, oCcHOBaHHbIX Ha BO3MOXHOCTY VIB.

C - noarpynna rpynnel BTC® #on v, €, #

I {),npuatom () vV €né.

CnepoBatensHo, =U

=1, rae k - Konn4ecTso NoArpynn rpynnsl

BTC. Kpome Toro, nonHocsssHasa rpynna 6TC nmeeT Tonbko ogHy nojcucremy,
BbljeNsiemMyto No BO3MOXHOCTY VIB. ing onpegeneHns MHGOPMaLMOHHbIX
MOTOKOB, CyLLeCTBYHOLLMX Mexay BTC, HeobxoAMMO AaTb ornpeaeneHne NoHATHS
nnaHa, NnpuMeHnmoe B KoHTekcTe rpynmbl BTC.

OnpegeneHne 1: MNnaH geNcTBUN - HAGOP AENCTBIIA, 0653aTeNbHBIX ANS
BbIMOIHEHVISt BCEMU YKa3aHHbIMV 31emeHTamMut. O6Luii nnaH AeicTBriA rpynnbl
BTC MOXeT 6bITb Mpe/CcTaBNeH B BUAe MHOXeCTBa NnaHoB An1s kaxgoro 6TC:
={0,... }

Mop AelicTBEM NOHVMAETCS HeKoTopas onepaLus, KOTOPYH MOXeT

BbINONHUTE BTC. BTC MOXeT BbINONHATL pa3nyHble AeCTBUSA:

A={AQ,.., A}

OnpegeneHvie 2: [leiicTBrie Ha3bliBaeTCA 31eMeHTapHbIM  TOrAa U TONbKO

Toraa, Korga BTC He MOXeT BbIMOMHUTE MeHbLLYK Onepaumio 3a TakT BpEMeHN.
Taknum o6pasom, AencTBre MOXHO NPeACTaBUTh, Kak MHOXECTBO 3/1eMeHTapHbIX
LeCcTBUIA:

A={0

}

rze i - Homep AeicTBIS, NPeACTaBAsSeMoro B BUje Habopa 31eMeHTapHbIX
LeCcTBUIA.

OCHOBBIBasiCb Ha onpezenennsx 1 1 2, MOXHO NpeACTaBUTb NaaH
cnegyroLWyMm cnocobamm:

1.={.A

, .. }, rae tk - BbinonHAeMasn 3agaya, e - bTC,

npeAnprYHUMatoLLNiA feicTBue, | - aeiicTBue BTC e;

2.=4{.,

, ... }, TAe tk - BbINonHaemas 3agaya, e - 6TC,

npeAnprvHUMatoLLNiA geiicTBue, | - geiictBre BTC e, m - aneMeHTapHoe feiicTeue,
BXOZslLLee B ZleicTBye i.

MycTb - MHGOPMaLIMOHHOE COObLLIEHNE, COAepXalliee NnaH AeNCTBINA,
obs3aTenbHbIN K ncnonHeHwto Ans 6TC j, n nepegasaemoe ot BY BTCj dY |.
Torpa,

~ MHOXeCTBO MHPOPMALIMOHHbIX COOBLLEHNI, cogepXXaLLmX NnaHbl,
BblpaboTaHHble BTC j ans Bcex DY, ¢ KOTOPLIMU CyLLLECTBYET CBS3b, B MOMEHT
BpeMeHY t. MHOXeCTBO BCex MHGOPMaLMOHHbIX COOBLLEHWI, NepeaatoLLnXCs B
MOMeHT BpemeHun t oT BY Bcex BTC Ha ®Y Bcex BTC, ={

o

}

BY BTC He nMetoT COBCTBEHHbIE CEHCOPHbIe YCTPOICTBA ANS OLeHKM
OKpYy>KatoLLeli cpespl 1 BbINOSHEHWS MOCTaBNeHHbIX 3a4a4y nepeg ®Y [9]. be3
3HaHW 06 OKpyXatoLLEel cpeje 1 O TekyLLEeM NONOXeHUN 1 cocTosHum @Y BTC,
He NpejCTaBiSeTCs BO3MOXHbBIM MOCTPOWTL 10KabHO ONTUMANbHbIA NAaH no
BbIMO/IHEHMIO MOCTaBNEHHbIX 3aa4. TaknuM 06pasoM, DY JoxKHbI NepeAaBaTh Ha
BY nHdpopmaLmoHHoe coobLeHMe, cogepxallee MHPOpMaLio 06 oKpyxatoLleit
cpege, BbIMOSHEHUN MnaHa U cocTosiHK Y.

MNyctb

- NHGOPMaLMOHHOE coobLLeHMe, coAepiKallee MHPopMaLMio 06

oKpy>atoLLieli cpese, BbINMOHEHNV MaHa 1 coctostHum ®Y BTC j, nepesaBaemoe



BY BTC j B MOMeEHT BpeMeHW t. Icxoas 13 yTBepxkAeHUs 0 Hannuumn y dY

TOILKO OZJHOTO YCTOMYMBOrO KaHana ces3u ¢ BY, B MOMeHT BpemeHu nepeaaércs
TONbKO OAHO coobLeHVe oT DY Ha BY. ={...,

. } — MHOXECTBO BCex

MHGOPMALMOHHBIX COOBLLEHUI, NepeAaBaeMbix B MOMEHT BpeMeHU t oT PY Bcex
BTC Ha BY Bcex BTC.

NH$OopMaLmoHHble coobLLeHMs, LpkyanpytoLme B rpynne BTC,

NO3BO/IAOT 3/IEMEHTY MoJlyyaTh, HakanaMBaTh U NPUMEHATL 3HaHUA 0 Apyrux BTC
1 06 okpyxatoLei cpege. MonyyeHHble 3HaHMA KN No3BonstoT BbipaboTaTh
nnaHbl 415 BbINONHEHWA NOCTaBNEHHbBIX 3a4a4. MOXHO roOBOpYTL O 10KaNbHOMN
ONTUMaNLHOCTU BbipabaTbiBaeMbIX MNAAHOB, T.K. 3HaHUA BTC 06 okpyxatoLLei

cpese v 0 Apyrix BTC orpaHnyeHbl GU3MUECKMI XapaKTePUCTVIKaMU CEHCOPOB.
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O/HaKo B paMKax MMeIoLLMXCS 3HaHWI pa3pabaTbiBaemblli nnaH byzeT
onTuManbHbIM [166].

Mo MHOXeCTBOM BCex 3HaHWM, nMetoLLmxcsa y Bcex BTC, noHMmaeTcs

3HaHuA kaxgoro bTC: = {0,..., }. Mpwu 3ToM, 3HaHKA BTC Takxe

ABNAOTCH MHOXeCTBOM 3HaHWiA: 0 = {0,..., }. CTOUT OTMETUTb, UTO

3HaHWS MO 6bITh NPoOV3BeZeHbl camMuM BTC, a MOV BbITb NONYYeHb! B XOA4e
MB o1 apyrux BTC. Takum 06pa3om, BO3MOXHO pas/jeneHune 3HaHUii Ha akTUBHbIe
1 NaccuBHbIe.

OnpegeneHue 3: MaccnBHbIe 3HaHWA () - 3HAHWA, MetoLLeCs y

BTC € 1 He aBistoLLVeCcs pe3ynbTaToM akTUBHOM paboTkl rpynnel BTC,
HernocpeACTBeHHO HarnpaB/ieHHON Ha BbINOIHEHWe NOCTaBNeHHbIX Nepes rpynnoi
BTC 3agau.

Onpegenerune 4: AKTUBHbIE 3HaHVIA () - 3HaHWS, nMetomecs y BTC

€ 1 ABNAOLLMECS pe3yNbTaToM akTUBHOM paboTel rpynnbl BTC,
HernocpeACTBEHHO HarnpaBNeHHON Ha BbINMOHEHWE NOCTaBNeHHbIX NMepey, rpynroii
BTC 3agau.

OcHoBbIBasACh Ha onpeenerusix 3 1 4, K NacCMBHbIM 3HAHUAM MOXHO

OTHEeCTY TekyLLe 3HaHNSA 06 OKpyXatoLLiei cpee v o cocTosHUM BTC, a k
aKTVBHbIM 3HAHUAM - MAaH AeCTBUIA, CBEAEHVS O NPeANON0XUTENBHOM
coctostHum BTC nocne BbINOAHEHWS NAaHa 1 NpeAnonoXunTelbHoe COCTosHVE
OKpY>KatoLLied cpe/ibl MOC/e BbINONHEHWS NaaHa.

MPpUHLMMNbBI NOCTPOEHMS NNaHOB BbIMONHEHWS AeCTBII OCHOBBLIBAOTCS Ha
peLueHue 3aa4v Norcka N0KasabHO ONTUMasbHOMO peLleHs 3a4a4nm
MaKCMManbHOro BbIMOAHEHVS NOCTaBNeHHbIX Nepey rpynnoit BTC 3aaay.
PaccMoTprM MHOXeCTBO MocTaBNeHHbIX nepes rpynnoin BTC 3agay

={0,..., }. Jlto6oe BTC MOXET MOCTPOUTL BEKTOP OLIEHOK,

XapaKTepu3yrLLWi HEKOTOPYH CTOMMOCTb BbIMOHEHVS NOCTaBAeHHbIX 3ajauY:
=(

0)
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rae () - PyHKUMS OLLeHKN CTOMMOCTY BbinonHeHUs BTC e 3agaum tkk.

B Takom cnyyae, peLleHue 3a4a4m HaxoXAeHUs MiaHa AelicTBIA CBOAUTCA K
3aj,a4e CneytoLLero Buaa.

3agava 1:

{

[T

0<@

rAe - BbIMOMHAEMbIe 33434V, - MaKCMManbHO AOMyCTUMble

3aTpatbl BTC e. Kputepwii (1) 3agauv 1 N03BONSET FOBOPUTL O BbINOAHEHNN



MaKCMManbHO BO3MOXHOrO YMCAa 3asa4 Npu yCIoBUW BbIMOJHEHVS OrpaHnYeHniA
(2). OrpaHuyeHus (2) - Habop orpaHNYeHNiA, COOTBETCTBYIOLLIMIA MO CMbICTY
npasuny «6TC e He MOXeT NOTPaTUTh Ha BbINMONHEHWe 33341 60/bLLe Pecypcos,
yeM OH 1MeeT». Takm 06pasom, pelleHue 3a4a4 1 rapaHTVpyeT MakcManbHoe
nokpbITUe Lieneit, 6e3 yyéTta nsgepxek (3a NCKIoYeHeM orpaHnyeHmns (2)).
CnepoBaTtenbHO, MOXHO rOBOPUTL O MaKCUMaslbHOM BbIMONHEHUN 33434, HTO
HeOGXOAI/IMO ANS peLleHnsa KpUTNYeCK BaXKHbIX 3a4au. PewweHne 3aj4a4y, He
MNMEILLMX KPUTNYECKOTO 3HAYEHNS, NMOApPa3yMeBaeT BO3MOXHOE YMeHbLLeHne
n3gepxek [167].

3asjava 2:

[T
2 |Ehy| (

2)

Kputepuii (1) 3aaaun 2 v orpannyeHns (3) 3aaaum 2 NAEHTUYHBI KPUTEPUIO 1
orpaHuyeHviem 3agaum 1. Kputepuii (2) 3agaum 2 BblpaxaeT MUHUMU3ALINIO
CpeAHVIX 3aTpaT Ha BbiNoHeHWe 3a4a4. Takxe, MOXHO UCMO/b30BaThb He CpeAHVe
N3/lepXKM Ha OAHY 3ajady, a oblve nsgepxku 2 |E hy| ()

=1.

3azava 3:

ar=1n
Z|Ehy| 0
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PellieHve 3agaun 3 no3sonseT BelpaboTaTh Takue NaaHbl AeicTBulA, UTo

6y/eT BbINOHEH MakCMMyM 3aja4 NPV MVHMMaNbHbIX CPEAHNX 3aTpaTax Ha OAHY
3agady. Takum 06pasom, He 6yyT BbINOIHEHbI 33434V, Ybé BbiNONHeHe
notpebyeT cANLLKOM 60MbLUVX 3aTpaT.

DyHKLYIS 33TPaT Ha BbIMONHEHVIE 33/,a4Vt MOXET BbITh Npe/cTaBneHa kak

CyMMa 3aTpaT Ha BbINOHEHWE 3N1eMeHTapHbIX AeACTBIIA, 13 KOTOPbIX COCTOUT

nnaH BbINO/IHEHWS 3a4a4N.

.. } - NnaH BbINoAHeHNs 3a4a4n tk BTC e. B Takom

cnydae, ()=2()

|P

\

=1, rge () - 3aTpathl Ha

BbIMOHEHVIE S/1eMEHTapHOrO AeliCTBIS .

Takum o6pasom, Mogens VB rpynnel BTC B npoLiecce BbINONHEHUS
MoCTaBNeHHbIX 334a4  MOXET 6bITb NPeACTaBNeHa ciesytoLmnm 06pasom

MycTb ={0.,..., } - Bpemsa dyHKUMOHVpoBanWs rpynnsl BTC. Mog

BpemMeHeM GpyHKLMOHVpoBaHus rpynnbl BTC NoHMMaeTcs b0 MakCcManbHO
BO3MOXHOE BpeMsi GYHKLIVIOHNPOBaHUS CUCTEMbI, NGO BbIMOIHEHVE BCEX
nocTaB/eHHbIX Nepes rpynnoii 3aga4. BeinonHeHve 3aga4 6TC MOXeT 6bITb Kak
CUHXPOHHBIM, TakK U aCUHXPOHHBIM. 110/ CUHXPOHHbIM BbIMOJHEHNEM 3a4ay
NMOHMMaeTCst Takoe BbIMOHeHVe 3aa4, Npy kotopoM bTC, ncnonHvsLve
pa3paboTaHHbIli NNaH, He BLIMONHSAOT NocieyroLLye 3a4a4n (He paspabaTbiBaoT
NnaH Nno BbIMONHEHWIO NOCNeAyOLLMX 3aja4) 40 MOMeHTa 3aBepLueHus Bcemun BTC

TekyLero niaHa. B takom cnyyae, yMeCcTHo rosopuTb 06 niepauymu,



npeacTaBstoLLeli n3 cebsi MHOXeCTBO MOMEHTOB BpeMeHW, rAe nepsblli MOMeHT -
Hayano BbIpaboTky NnaHa, nocieaHnii MOMEHT BpeMeHN - nepejaqa nHdopmaumn
oT ®Y Kk BY Ha nocnegHee BTC o BbINOAHeHWM nNnaHa. Mog nocnegHnm BTC
noapasymesaeTcst BTC, 3aBepLuMBLLEe BbINONHEHWE MiaHa No3Xe 0CTaNbHbIX

BTC. V1B BTC Npu CUHXPOHHOM 1 aCUHXPOHHOW MoAeNV GpYHKLVIOHNPOBaHNS
rpynnbl 6TC He OTANYAETCA C TOUKM 3peHUs MPUHLIMMOB U MOAXOA0B,

pasNnyaloTCa Yo 3ageiicTBoBaHHbIX 5TC 1 BbINOAHALLVE 3a4a4K B TeKyLLii

MomeHT BpeMeHu BTC. lanee by/eT paccMOTPeHa 0/Ha UTepaLyis BbINONHEHNUS
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33434, T.K. NpuHUMnbl Mogenn VB rpynnbl BTC He MeHseTcs OT utepaumm K
nTepaumu.

B MomeHT BpemeHY t0 BTC (€) HaunHatoT BbIpaboTKy Ni1aHOB AeNCTBUIA Ha
JAocTukeHue ueneii Tk. Mocne paspaboTku nnaHoB (MOMeHT BpemeHu tpln_cmpl_f)
npouncxoant UB mexay BY Bcex BTC, B xoge koToporo Bce BTC nonyyatot Kact

Apyrux BTC. Mocne VIB V € obnagaet =

A

} NpeAcTaBnsAeT 13 cebs akTUBHbIE

AaHHble, nonyyeHHble oT BTC i 1 ncnonb3yemble NONYUMBLLUNM KX Cy6BEKTOM B
KayecTBe NaccuBHbIX 3HaHWUIA. [accMBHbIE 3HaHVS BbICTYNatOT B kavuecTse
AOMNOHATENIbHBIX OrPaHVUYeHWUI, NO3BONSIOLLMX BbIPaboTaTh I0KaNbHO
onTUManbHbI NnaH Aeicteuii ans bTC. lopaboTka NnaHOB 3aBepLUaeTcs B
MOMeHT BpemeHu tpln_cmpl.

B MomeHT BpemeHu tpin_cmpl+1

€ nony4atoT AOCTYN K KaHany cBsasu,

KyAa nepesatoT MHGOPMaLMOHHbIE COOBLLEHVIS AN COOTBETCTBYHOLLIX DY,
MMEOLLIIX C HMW YCTOMYMBBINA kaHan cBszu, Oe. Taknm obpasowm,

(S

oTnpasnseT HGOPMaLIOHHbIe CO06LLEHNS {}, cogepKalle COOTBETCTBYOLLVE
nnaHbl AeiicTBui Ans Y

h € . O6a3aTenbHbIM ycnoBreM oTNPaBKu

NNaHoB ABNSETCA HaNVYVe YCTONYMBOrO KaHana CBA3n Mexay ycTpoiictBamu. Ha
puricyHKe 4 NpejcTaBieHo cxeMaTUYHOe oTobpaxeHue geiicTenil BY B Mogenn
dyHKLMOHMpoBaHus BTC.

Mocne 06paboTku coobLyeHVs PY

h € BbinonHsieT gelicteus

COrNacHo Noay4eHHoMy naaHy. MOMeHT OKOHYaHWs AeCTBIiA Mo nnaHy - ttsk_cmpl.
B momeHT BpemeHu ttsk_cmpl +1 ei nonyyaeT A4ocTyn k KaHany cBA3W, KyAa nepejaet
NHGOPMaLMOHHOe CoobLLieHMe, cogepxalliee OTHET O BbIMONHEHWI NnaHa. Ha
puyCyHKe 5 NpejcTaBAeHo cxeMaTUyHOe oTobpaxeHue AeicTBriA ®Y B Mogen
dyHKUMoHMpoBaHys BTC. Mocne aToro, BY

€ nonyyaet AOCTyn K kaHany

CBA3M 1 obpabaTbiBaeT nonyveHHoe coobLeHe, B pesynbTaTe Yero, y 6TC

NOAB/IAKOTCA HOBbIE 3HAHUA
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PuicyHok 4. Aelicteus BY BTC

O6paboTka MHOXeCTBa COOBLLEeHWIA, NoNnydYaemblx oT Y BTC, nossonser

BY BTC cpopmupoBaTh 3HaHUst KNpas, ncnonbsyemble Ans janbHelillero
MOCTPOEHVISt NNAHOB AeCTBUI (Mpy HeobxoamnmocTw). Mpaduyeckoe
npeactaBnervie mogenu VB rpynnel BTC B npouecce GpyHKLMOHNPOBAHNA MOXHO

npeAcTaBnTb NPY NOMOLLM AnarpaMmma nocnegosartensHoctt UML ctaHaapTa.



Kpome Toro, BO3MOXHO MpejcTaBaeHne BHyTpeHHero (mexay BY n ®Y ogHoro
BTC) n BHewHero (Mexay BY pasnuunbix BTC) B BTC. lnarpamma
nociesoBaTeNlbHOCTN BHYTpeHHero VB rpynnbl BTC npejctaBieHa Ha pycyHKe 6.
[lnarpamma nocnegosaTenibHOCTY BHelHero VIB rpynnel BTC npeacTtaBneHa Ha
puvicyHke 7.

PucyHok 5. fleticteus @Y BTC
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PuicyHok 6. [lnarpamma BHyTpeHHero B BTC B npouecce GyHKLMOHUPOBaHWS

PucyHok 7. inarpamma BHewwHero MB BTC B npoLecce ¢yHKLMOHMPOBaHUA
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2.2 OnpegeneHyie knacca MArknx atak Ha HGOPMaLVOHHYH 6e30MacHOCTb
rpynmnbl 6eCNMNOTHBLIX TPAHCMOPTHbIX CPEACTB

OcCHOBbIBasACk Ha MoAeny GpyHKLUMOHMpOBaHUs rpynnel BTC,

npeAcTaBneHHONM B pasgene 2.1, MOXHO BblA@NNTb TPU OCHOBHBbIX TMa
MNHPOPMALIMOHHbIX COOBLLEHNIA, LIIPKYIPYIOLLVX B CACTEME:

1. CoobLLeHNs, cogepyKaLLie NnaHbl AeNCTBUI AN 31eMeHTOB

dusmyeckoro yposHsi (O);

2. CoobLeHws, cogepxaliye MHGOPMAaLIMIO O BbIMOSHEHVN MNaHOB

nAevicteunii (F);

3. CoobLLeHVs, coAepallne 3HaHWs, BblpaboTaHHble Npu paspaboTke

nnaHoB gevicteumii (KNact).

B pasgerne 1.5 npeAcTaBneHa NocTaHoBKa 3a4aun paboTbl, COrnacHo

KoTopoli TpebyeTca paspaboTaTb METOAbl MPOTVBOAENCTBYIS aTakaMm, MPU KOTOPbIX
BTC $pyHKLMOHVPYIOT B LUTATHOM pexume. B ganbHelwem, Takoli Bug atak byaet
Ha3blBaTbCS «MSATKOW aTakom».

OnpegeneHuie 5: Msarkas ataka - COBOKYMHOCTb NpeAHaMepeHHbIX 1n
HenpeaHamepeHHbIX AeCTBIIA, B pesynbTaTe KOTOPOI peannsyroTcs yrpossl Vb
rpynnbl BTC, He HapyLUatoLLyie LTaTHYto paboTy kak rpynnbl B LieNoM, Tak 1
oTAe/bHbIX BTC, HO HapyLlaroLe LieNIoCTHOCTL MHGOPMaLWK, LMPKYAVpytoLLel
B rpynne.

Takvim 06pa3om, onpezenerue 5 BblAenseT Takoii knacc atak, npyi KOTOpom
OTCYTCTBYHOT ABHbIE NMPU3HaKN HapyLweHva U, 4To He Mo3BoNseT yCTaHOBUTL
dakT peanusauuu yrpossbl. Kak cneicTeme, BO3SMOXHO CHUXeHMe
pa6otocrnoco6HocTH rpynnbl BTC. CHKeHMe paboTocnoco6HOCTY rpynnbl BTC
noapasymeBaeT kak yMeHbLLeHe BEPOATHOCTY BbINONHEHUSA 33434 MO CPaBHEHNIO
€ 06bIYHBIM GYHKLMOHMPOBaHMEM rPynMbl, Tak 1 yMeHbLUeH/e 3GPeKTUBHOCTY
bYHKLIMOHMPOBaHUS.

PaccmoTpym €, € h. B Takom cnydae, HapylleHvie

LIeNIoCTHOCTY UHGOPMaLMMN NoApasyMeBaeT nepegady MOANGULMPOBAHHOTO
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coobLeHus. Toraa, cornacHo mogenn VB rpynnel BTC, BepHbI ciegytoLye
YTBEPXAEHUA:

1. Ecam BY BTC nepepaet

DY BTC, rae

- Cco0bLLEeHNe,

coAepxalliee MHOpMaLMIO C HapyLLeHneM LenoctHocTy, To dY BTC bygeT
BbIMONHATL NNaH AeNCTBIIA, He COOTBETCTBYIOLLWI BepHOMY. BepHbIii nnaH
AeVCTBII () - NNaH AeliCTBUIA, BbIpaboTaHHbIN NpY peLleHne o4HO 13 3a4a4
1-3 1 ABAAOLLMIACA NOKaNBbHO ONTVIMaNbHbLIM. BepHbIN nnaH AelicTBri nepesaeTcs
c coobujeHvem . CnegoBaTenbHo, B 0bLLeM Ciyyae #

,rae

- nnaH

AeVCTBIIA, NnepeAaHHbIN B COObLLEHNN

. B Takom cnyuae, cHuxaetca



3¢ PeKTUBHOCTL BbINONHEHWS MOCTaBAeHHbIX 3a4a4 BTC, BNAOTh A0 UX MOSHOTO
HEBbIMO/HEHWSA,

2. CoobLeHve, nepegaBaemoe oT ®Y BTC BY BTC, cogepxuTt

MHbOPMaLMIo 06 OKpyXKatoLLieit cpese, COCTOsIHMN DY 1 pesynbTaTe BbINONHEHUS
[eCTBMIA, NCXOAA 13 MONYHYEHHOrO NAaHa. B ganbHeiiwem nHpopmaumsa ns storo
coobLeHns ncnonbsyetcs BY BTC B kavecTBe NaccBHOM MHPOPMaLmn

, C MICNoIb30BaHNeM KOTOPOI BblipabaTbiBaeTcs NnaH AencTBIiA Ha

cnegytolLeli ntepaummn ans scex @Y BTC. Toraa, ecimn

- coobLLeHue,

coziepxaliee MHGOPMaLWIIO C HapyLLEeHHO LIeNOCTHOCTLIO, B 06LLEM Cyyae

+

,rae

- 3HaHWS, NONYyYeHHble B pe3y/ibTaTe 06paboTkm

coobLeHns

. B Takom cnyyae, BblpabaTbiBaeMble NaaHbl 4eiAcTeunii gns dY 6TC

moryT 6bITb /IOKaNLHO He OonTUManbHbIMW, YTO MOXET NPYBECTU K CHUXKEHWO
3G dEeKTUBHOCTY BbINONHEHNSA NOCTaBNEHHbIX 3a4aY;

3.Myctb {0,..., _} € . Mocne BbIpaboTKN NaHOB AeNCTBUA

OCyLLIeCTBASAETCH 06MeH AaHHbIMU Mexay BTC ¢ coaepxaHneM BbipaboTaHHbIX
nnaHoB 1 MHopMaLmelt o NpejrnonaraeMomM COCTOSHUM OKpY>KatoLLieit cpesbl 1
BTC. B ganbHeiiilem, AaHHbIe 3HaHWUS NCMOb3YHTCA NONYUMBLUNMU UX BTC Kak
naccvBHble 3HaHWS NpuY AopaboTke paHee NOArOTOBAEHHbIX NNaHOB AeCTBUIA

BTC. B TakoM ciyyae, HapyLLeHU1e LIeNOCTHOCTY MHGOPMALIMM O BbIPaboTaHHbIX
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nnaHax AecTBrN MOXET NPUBECTU K 1CMO/b30BaHIO B J0paboTke NaaHoB
NOXHOW MHGOPMALMK, YTO NPUBE/AET B CBOK OYepesb K MOAroTOBKE I0KafbHO He
ONTUManbHbIX MAAHOB AelicTBr anst Y BTC 1, Kak CNescTBUe, K CHUXKEHNH

3G PEeKTUBHOCTY BbINMONHEHNSA NOCTaBNEHHbIX 3a4ay.

Msrkune ataku ocyLLeCcTBASIOTCSA NpY MCNonb3oBaHUW BTC-HapyLnTenei.
Onpegenerve 6: BTC siBAsSieTCs HapyLUUTENeM, eCn BbIMOIHAETCS XOTS

6bl OZHO 13 CNeAyOLLINX YCII0BUIA:

1,@ nepesaet coobLUeHVs

2. nepejaeT coo6LLEeHNA

3. nepeaaeT COOBLLEHNS .

PaccmaTpuBas cBoiicTBa MHGOPMALMOHHbIX CO06LLEHNIA (inf _), MOXHO
BbIJIeINTb CeMaHTUKY coobLueHni ( € inf ). CeMaHTMKa cOObLLeHNSs -
cBe/leHns, nepejaBaemble B coobLeHU [168, 169]. B 3ToM cnyyae,
MHGOPMALMOHHbIE COOBLLEeHVS, cogepxaliye MHGOPMaLMIO C HapyLLeHeM
LLeNI0CTHOCTU, MOTYT 6bITb NPeACTaBNeHbl ClesyHoLWwyiM 06pasom:
1.inf_()=inf_(), HO ) # ()

2.inf_()=inf_(), HO () # ()

3.inf _()=inf _(), Ho () # ()

Toraa, MeTozbl 0b6ecrneyeruns VB A0MKHBI OCHOBBLIBATLCA Ha MpoBepKe
CeMaHTUKI COOBLLeHMIA. Tpy 3TOM NpoBepka CeMaHTUKM He ABNsieTcs
J0CTaTOYHbIM yCn0BreM 3$dekTUBHOCTY MeToA0B UB. Takxke HeobxoAnma
npoBepKa NCTOYHMKA MHPOPMaLIK, T.K. HE BCerJa eCTb BO3MOXHOCTb OLeHUTb
COOTBETCTBME CEMAHTUKM COOBLLEHUS TEKYLLIM YCI0BUSM GYHKLIVOHNPOBaHMNS
[170]. Ansa paspaboTkun meToz0B VB TpebyeTcs chopMynpoBaTh OCHOBHbIE
rmnoTesbl, nposepKa KOTOprX no3BonunT I'OBOpVITI: O 3aMNLLEHHOCTN I/IHq)OpMaLU/II/I
B cuCTemMe.

C TOYKM 3peHVsi BHeLLHero V1B 0CHOBHOM MHTepec NpeACTaBAstoT Takve

aTaku, Npu KOTOPbIX HapyLLAeTCsH CeMaHTUYecKas LieNI0CTHOCTb COOBLLEHNA,

nepegasaeMbix mexzy BY pasnnuHbeix BTC. BHyTpeHHee VB BTC, npexae Bcero,
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OCHOBbIBAETCH Ha HAaJEXHOCTM KOMMNOHeHT bTC, Ana peanvsaumm 3aLmLLeHHOro
BHYTpeHHero /1B BO3MOXHO NprIMeHeH1e MeTo/0B KOHTPOANS GYHKLIMOHMPOBaHWS
BHYTPEHHVX YCTPOICTB. Mpu BHeLwHeM VB 1 Hannumim HapyLueHuii B
nepezaBaeMblx COO6LLeHUAX Mexay BTC BO3MOXHa CUTyaLus, Npu KOTOPOi
rpynmna He CMOXET BbIMONHNTL 3aaun, CTOALLME Nepes Heil, Ho HapyLLeHus
CeMaHTUYeCKOl LieN0CTHOCTW HEBO3MOXHO ByeT 06HapyXuTb npu
MCMob30BaHMN Knaccuyecknx MeTogoB obecriedeHuns Vb, Takum o6pasom,
HavboNbLUNI MHTepec NpejcTaBseT BHellHee VB B rpynne BTC, T.K. BO3MOXHO
1CMN0/b30BaTb MeXaHM3Mbl 0becrneyeHus 3alMTbl Ha BHELLHEM YPOBHE TakxXe U Ha
BHYTPEHHeM.

2.3 MocTaHoBKa 3aAa4m obecrneveHns CeMaHTUYeCcKol LieNoCTHOCTH
MHOpMaLMK B rpynne 6eCniaoTHbIX TPAHCMOPTHBIX CPeACTB

Ha ocHOBaHW CBeAEHWIA, N3N0XEHHbIX B pasjene 2.2, MOXHO

NpPeAnonoXunTb, YTO YacTHbIe FMNOTe3bl Pa3AeNATCA Ha TPV OCHOBHbIE FPYMMbl:
nposepka GU3NYECKUM 3N1eMEHTOM MHGOPMALVIOHHOIO, UHPOPMALIMOHHBLIM
3N1eMeHTOM Gp131YeCKoro N MHGOPMaLIMOHHbBIM 31EMEHTOM MHPOPMAaLIVIOHHOTO.
06 BUA rMNoTe3  MOXET 6bITb NMpeACTaBeH CleaytoLyM 06pasom

1.(

,h)>a,rge

- HOpMaLWs, NoNyYeHHas oT

BTC ei BTC e; Ihave - nHdpopmauusi, kotopoii pacnonaraet BTC e, fe - pyHKUMs
OLIeHKM NolyHeHHO MHGOPMALIMKN Ha OCHOBE UMetoLLelics MHGopMaLmN.
2.(__~1_-1h-1)2qrpe__ -

nHdopMauwsi, nonydeHHas ot bTC ei BTC e B MOMeHT Bpemerun t; h_—1 -
nHopmMaLms, KoTopoii pacrnonaraet BTC e B MOMeHTbI BpeMeHU,
npeALIecTByoLLE MOMEHTY BpeMeHN t, —1- GyHKLMS OLIeHKM NONYyYeHHOW
MHGOPMaLMM Ha OCHOBE UMetoLLelics MHGOPMaLMN B MOMEHTbI BpeMeHMU,

npejLwecTByoLie MOMEHTY BpeMeHU t.
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3.(
s (

,h_))=a,rge

nHopMaLus, nonydeHHas ot 6TC ei BTC €, #, #;

—(

, h_) - oueHka nHpopmauwmm, nonyveHHor ot BTC ei BTC-

cocegamu BTC e.

[noTesbl NepBOro 1 BTOPOro BYAA OLEHMBAOT MHPOPMaLIIO,

nepegasaemyto oT 6TC Ha ocHOBe MMetoLLelics MHGopMaLmn. Takum obpasom,
JlaHHas oLeHKa NHPOPMaLIMI MOXET NPOoM3BOANTLCSA 6e3 ocyLecTBneHns VB ¢
Apyrvimu BTC rpynnbl. [NoTesbl TPETLEro BAa NO3BONAIOT OLEHNTL
LLeNI0CTHOCTb No/yYaeMoii HGopMaLmm Ha ocHoBe VB, T.e. Ha OCHOBE OLIEHKM
LLeNoCTHOCTU HOPMaLmK, MoayyYeHHo gpyrumu BTC rpynnbl, IpyHUMaeTcs
peLLeHue o LenocTHoCTn MHGopMaumm BTC-cybbekToM. st pa3paboTku
MeToZ0B obecrneyeruns VB rpynnbl BTC TpebyeTcs KOHKPETM3MPOBaTh rMnoTesbl
Ha OCHOBE MOIOXEHWI, N3NOXEHHbIX B MpeAbAyLLYX pa3aenax, a Takke Ha
OCHOBe 06LLEero Buja runoTes.

MnoTesbl NPoBepPKYM LIeNOCTHOCTY MHOPMaLMK, NepesaBaemoli ot BY

ogHoro BTC Ha BY apyrux BTC, npvHUMatoT cieayroLmnii BUA:

vnotesa 1:

KN__(

_) 2 akN
BTC e oLjeHVBaeT akTUBHbIE 3HaHWS, BblpaboTaHHble BTC ej, Ha ocHoBe
MMeIOLLIXCA NACCVBHBIX 3HAHWI, BKIKOYaIOLLVIX B cebs, HO He

OorpaHunymBatoLmecst akTUBHbIMU 3HAHVSMW, NOJTyHEHHbIMW OT APYTUX SN1eMEHTOB



NHGOPMALMOHHOIO YPOBHSI.

mnotesa 2:

({KN_}) 2a

IvnoTesa 2 3ak/to4aeTcs B OLeHKe KayecTBa nepeAaBaemblX akTVBHbIX

3HaHWUI Ha OCHOBE OLLeHKW MHGOPMALK, MONYyYeHHON Npy NpoBepke runoTtessl 1

Ha npejblayLlinx ntepaunsx.

mnotesa 3:
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({KN_}) 2a

I'mnotesa 3 ocHOBbIBaeTCA Ha NpoBepke nosegeHns BTC apyrumm BTC.

Takvim 06pa3oMm, aHHas rnoTesa No3BoSET FOBOPUTL 06 OLieHKe NoBejeHs
BTC Ha ocHoBe ero noseaeHusi no oueHkam apyrux bTC. ChegosatensHo, 6TC-
Cy6beKT OLeHKMN MOXeT oLleHNTb BTC Aaxe npu oTCyTCTBAN HEOB6XOANMOro
KOAMYecTBa HabAEHW ANs BbINONHEHUSA rMnoTesbl 2.

Takum o6pa30M, npeAcTaB/ieHHble TNNoTe3bl ABMIAKOTCA YacTHbIM C/lydaem
rnoTes NpoBepKuN CeMaHTUYeCKol LieNoCTHOCTN MHdOopMaLmm o6LLero BrAa,
npvmeHyMble Ana rpynn BTC. OgHako npeaioxeHHbIe r1noTesbl  He No3BO/IAKT B
NosHOW Mepe obecneunTb MB rpynnbl BTC, T.k. MeToAp! 3awuThl VB,
OCHOBaHHbIe Ha NpoBepKe NPeACTaBNeHHbIX BbILLE MNoTes, MO3BONSOT
obecneynTb TONLKO 3aluuLleHHoe VIB. Ana koMmnnekcHoro obecnevyeHusa Vb
rpynnel BTC TpebyeTca paspaboTtaTe MOAENN Yrpo3 1 HAPYLUUTENs, NpUBecTu
OCHOBHble Cy6beKkTbl 1 06bekTbl VB, onmncaTb OCHOBHbIE 3Tarbl XKU3HEHHOTO
upkna rpynnel 6TC v 3Tanbl paspabotku TC.

2.4 Mogenb obecneyeHns MHGOPMALMOHHOM 6e30MacHOCTY rpynnbl
6eCnNOTHbIX TPAHCMOPTHbIX CPEACTB

Hanuune ysizsumoctein MB rpynnel BTC, opraHunsaums paboTbl KOTOPOWA
OCHOBbIBAETCS Ha AeL|eHTPaNN30BaHHOM My bTUAreHTHOM MoAxoze, 06ycoBNeHo
0COBEHHOCTSIMY 3HAHWI 1 AeACTBII, XapakTepHbix BTC. Ha ocHoBe paHee
N3N10XXEHHOM B paboTe MHPOPMALIW, K TaKUM NPUUHAM MOXHO OTHECTU:

1. UTepauVoOHHOCTL BbINONHEHNS 3aaYy;

N

. OFPaHNYeHHOCTb 3HaHW 06 OKpYyXatoLLel cpese;

w

. OFPaHNYEeHHOCTb 3HaHW 0 cBoicTBax Apyrux BTC rpynnbl;

4. cybBeKTVBHOCTb 3HaHW 06 OKpy>KatoLLieli cpeje v rpymnne;

w

aBTOHOMHOCTb GYHKLIMIOHVPOBAHVIS FPyMMbl;

o

OrpaHVyYeHHOCTb BO3MOXHOCTU UB;

~

. HeJ0CTaTOYHOCTb CPeACTB O6HapYXeHVs aHOMaNbHOro NoBeAeHNs.
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AHanuns cyiecTBytoLLmx yrpos Ub rpynnel BTC MoXeT 6bITe NpoBeseH npu
nomoLy ctaHAapTa MogennposanHus rnpoteccos UML. Ha pucyHke 8
npeactasneHo VB BHyTpy BETC B npoLjecce BbIMONHEHWs 3a4au.

PucyHok 8. inarpamma nocnegoBatesibHOCTV BHyTpeHHero VB BTC B npouecce
DYHKLMOHNPOBaHNSA. KpacHbIM BblAeneHbl MPOLLeCChl C BO3SMOXHbIM HapyLLeHVem

LeNoCTHOCTN I/IHd)OpMaLI,VIVL
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PucyHok 9. lnarpamma nocnegosaTenbHOCTV BHelwHero VB rpynnbl BTC B
npouecce GyHKLMOHNPOBaHMSA. KpacHbIM MYHKTUPOM BbljeieHbl MpoLeccsl
BO3MOXHbIM HapyLleHVIeM LeNoCTHOCTV MHPOPMALIK, KpacHbIe INHU -
NPOLIECChI, KOTOPbIE He MOTYT 6bITb KOPPEKTHO BbIMO/IHEHbI MOC/1E NPOLLECCOB C
HapyLleH1eM LenocTHOCTY MHpopMaLn

Ha pvicyHke 9 npeacTaBneHbl OCHOBHbIE MPOLeCChl, Havbonee yasBrMble K
peanusauyuu yrpos Mb. Bce yrposbl b MOXHO pas3aennTts Ha annapaTtHble 1
nporpamMmHble yrpo3bl. 104 annapaTtHbIMU yrpo3amiu NOHUMalTcs yrpossl Vb,
pean3auvs KOTOpbIX BO3MOXHa NPy BO3HUKHOBEHV c60eB, HapyLIeHWi nan

0TKa30B B annapatHoli Yact BTC. Takvm 06pa3oM, AaHHbIN B4 yrpo3



obycnosneH Gpusnyeckmm ocobeHHocTamn peanvsauumn BTC. Mog
NHPOPMALIMOHHBIMU Yrpo3amyt MOHUMAKTCS Yrpo3sbl VB, Bo3HUKatoLLMe B
pesynbTaTe c60eB, HapyLLUeHWA UK 0TKa30B B MPOrpaMmHoii yacty BTC.

K annapaTtHbIM Yyrpo3am MOXHO OTHeCTU:

1. cbolt paboTbl MOAYNS CBS3W;

2. c6oii paboTbl MOAYNS GYHKLMOHMPOBaHWs BTC;

3. HapyLLeHVst paboTbl KaHaNoB CBA3N;

4. oTKa3 GpyHKLMOHMPOoBaHNA BTC No ecTecTBEHHbLIM MPUYMHAM.

K nporpaMmHbIM yrpo3am OTHOCATCS:

1. HapyLLeHVs 06paboTku MHGopMaLMK GU3NYECKNX YCTPOIACTB;

2. HapyLleHUst 06paboTKM MHGOPMALMOHHbIX COOBLLEHNIA;

3. HapyLweHVa NPUHLMNOB GYHKLVIOHMPOBaHVIA rpymmbl;

4. HapyLleHWa Npu reHepaumy MHGOPMaLIMIOHHbIX COOBLLEHNIA.

Ans pa3paboTkvt MOgeny HapyLUTeNs Heo6xoAMMO onuncaTb MojeNb
UM3HeHHoro ymkna bTC. Ha ocHoBe Mogenu Xn3HeHHoro umkna bTC BO3MOXHO
onpeAenTb CNCOK OCHOBHbIX GU3NUECKNX L, UMetoLLmX A4ocTyn K BTC Ha
PasINYHbIX 3Tanax KU3HeHHOro Lykaa cucTembl. X3HeHHBIR uukn BTC ot
MOMEeHTa paspa60TKV| A0 ee NpuMeHeHNa ANA pelleHnd 3a4a4y npeacrasneH Ha

pucyHke 10.
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PuicyHok 10. XXr3HeHHbI umkn BTC 0T MOMeHTa pa3paboTku crcTeMsbl 0 ee
NpMeHeHnA ANA pelleHns 3ajad. nyHKTVIprIe JNINHNW CBA3bIBAKOT 3Tan
paspaboTKy N UCMONHUTENs 3Tana

Ha ocHoBe NpoBeeHHOro aHanwn3a xusHeHHoro uukna 6TC Beliaenum gse

rpynnbl HapywTeneli No BO3MOXHOCTM AocTyna k rpynne BTC n BTC:

1. He gonyLeHHble Kk paboTe ¢ BTC/rpynne BTC;

2. nmetoyme goctyn Kk BTC/rpynne BTC.

ﬂVIL[a I'IepBOVI rpynnbl MOXHO OTHECTW K BHELUHVM HapyLunTessaMm, T.e. K

Tak1M HapyLMTensim, KoTopble He MMetoT Npae Ha paboTy ¢ BTC. /lula sBTopoii
rpynMbl - HapyLIUTENW, OCYLLLeCTBASIOLLME aTaKy C 1CMONb30BaHVEM NMEROLLMXCS
npa. Ha pa6oTy ¢ BTC, uan BHYTpeHHWe HapyLumTenu. MNpeanoxeHHble Mojesb
Yrpo3 v MoZenb HapyLuvTeneli No3BONSHOT BbISIBUTL NpuUcyLne oberm rpynnam
HapywvTeneii yrposbl. BHelHVe HapyLMTeny cnocobHbl OkasaTb BO3jeiicTBue Ha
annapaTHyto coctaB/isitoLLyto BTC, T.K. He MMetoT NPAMOro AoCTyna K

nporpamMmMHoMy o6ecriedeHuto, Ncrnonb3ytoliemycs B 6TC. CnegoBaTensHo,
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OCHOBHbIMW YrpO3amu, XapakTepHbIMU AN JaHHOV FpynMbl HapyLUUTenei,
ABNSIOTCS CNefyHoLLMe Yrpo3bl:

1. c6oii paboTbl MOAYNS CBA3N;

2. c60ii paboTbl MOAYNsS GYHKLMOHMPOBaHWs BTC;

3. HapyLLeHUs paboTbl KaHaNOB CBSA3M.

BHyTpeHHVe HapyLMTeny MoryT okasbiBaTb BAVSHVE Kak Ha annapaTtHyo
yacTb BTC, Tak 1 Ha nporpamMmmMHyto. Tora yrposbl, UCXOAsLLME OT JaHHON
rpynnbl HapyLIWTeNnel, CoBnajatoT CO CNMCKOM BCeX BO3MOXHbIX yrpo3 BTC. K
HapyLUUTeNAM AaHHON rpynmnbl MOXHO OTHECTW YHaCTHUKOB XV3HEHHOro Lyvkaa
BTC, npeacTaBneHHbIX Ha pucyHke 9:

1. NPOEKTVPOBLLNK;

2. pa3paboTumK NPOrpaMMHOIA HacTu;

3. pa3paboTyuK annapaTHoOW YacTu;

4. agMuHUCTpaTop;

5. onepatop.

MpoaHanv3nMpoBaB MOAENN Yrpo3, HapyLUMTeneii 1 OCHOBHbIE YA3BUMOCT
BTC/rpynnbl BTC, MOXHO NpeAnoXuTb cxemy B3aMOAeNCTBMSA OCHOBHbIX

371eMeHTOB Moaenn obecneyeHus Ub. I’pa¢1/|'-|eCKoe npeacTtaBneHne cxembl



NPOAEMOHCTPUPOBAHO Ha pucyHke 11.
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PricyHok 11. Cxema B3avMOAECTBISA SN1eMeHTOB Mozenn obecnevyeHns b
rpynnel BTC

Ha ocHoBe npeAcTaBNeHHOMN CXeMbl MOXHO BblAeNNTb Cy6beKTbl

obecneveHns VB: rocyaapcTso, BnageneLl, y4acTHUKM XU3HEHHOTO LVkAa, cama
rpynna. CToNT OTMeTUTb, YTO BajeneL, He ByAeT BblAeNsTbCa B Aa/bHelilleM B
KayecTBe OTAe/NbHOro cy6bekTa obecneveHuvs Vb, a bygeT BXOAWTL B YMCIO
YHaCTHVKOB XXN3HEHHOTO LMKNa, KOTOPOMY MpucyLim cBoiCTBa KOHTPOAA, KaK 3a
0CTa/bHbIMU Y4aCTHVKaMV XM3HEHHOrO LKAa, Tak 1 3a camoii rpynnoii BTC. K
obbekTam obecrneyeHuns NB otHocutcst BTC/rpynna BTC. MTocyaapcTBo

cTpemutca obecneunts VB BTC/rpynnel BTC nyTem paspaboTkun
3aKOHOZaTe/bHbIX 1 MPaBOBbIX JOKYMEHTOB, HarpaBNeHHbIX Ha KOHTPOb PaboTbI
YYaCTHVIKOB XXU3HEHHOTO LIKNa, PeryMpoBaHie nx B3anMOOTHOLIEHNI C
BnagensLem bTC 1 pa3paboTky KOHTPMep /15t ycTpaHeHus yassumocTeli BTC.
YUaCTHVIKM XM3HEHHOTO LiikNa NpeAnprHMMAatoT KOHTPMEpPbI 151 MUHUMU3aLMK
PVICKOB 11 YCTPaHEeHVA yS3BUMOCTE Npu NOMOLLY pa3paboTku annapaTHbIX 1
nporpaMMHbIX peLLeHnid, Npy 3Tom, Bragenew, 6TC paspabatbiBaeT
OpraHv3aLUVoHHble KOHTPMEPbI, UCXOASA 13 NMPeAnoNoXeHVs O ero
KOHTPO/INPYHOLLX q)yHKLU/IﬂX. Ha ocHoBe npep,nox(eHHoil CXemMbl B3aVIMOAeVICTBVI9|
3N1eMeHTOB MoZenn obecrneyeHrs UMb, MOXHO NpeAcTaBUTb 0606LLEHHYO MoAeNb
obecneyeHns Vb BTC/rpynnel BTC. MFpaduyeckoe oTobpaxkeHue npeanaraemoi
MOZeNV NpeAcTaBneHo Ha pyucyHke 12.

B pamkax 0606LLieHHol Mogenun obecneyverus B rpynnel BTC TpebyeTcst
peanv3oBaTb Mogesb 3awyeHHoro B rpynnbl BTC, Kak 04HY 13 BO3MOXHbIX
peanvsaumnii nporpaMmMHbIX Mep no obecrneveHuto B rpynnel BTC. Mog,
NporpaMMHbIMU Mepamu MOHUMaeTcs pa3paboTaHHbIe METO/bl, MOAXOAb! U
MeXaHW3Mbl, MO3BONSAOLLVE YMEHBLINTL PUCK U/VNN N36aBUTLCA OT YA3BUMOCTY U
peanvisyemble Npu NOMOLLM NPOrPaMMHbIX MHCTPYMEHTOB. TaknM 06pasom,
Mozenb 3aluyieHHoro VB rpynnel BTC nogpasymeBaeT pa3paboTky noaxoAa K
obecneyeHnto UB rpynnbl BTC ¢ pa3paboTaHHbIMU METOAAMM 3aLLMThI OT

HapyLLUEHWIA LLeNOCTHOCTH, AOCTYMHOCTU 1 KOHGMAEHLMANBLHOCTV HpopMaLmK. B
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pamKax AaHHOM paboTbl paccMaTpUBaOTCA MeTOAbI 3almnThl VIB Ans KOHTpons
LLeNocTHOCTN NHpopMaLmw, nepegasaemoli npu UB BTC.

PucyHok 12. O606LeHHas mogens obecneveHus Vb rpynnesl BTC

2.5 Mogenb 3aLMLLEeHHOro MHGOPMALIMOHHOTO B3aMOAENCTBYS
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PaccmoTpyM Mozenb opraHmsauymm sawpmieHHoro MB rpynnel BTC Ha

OCHOBe ToBapuLLieckoli Mogenu 6esonacHocTn [170, 171]. B AaaHHOM pasgene
6y/leT paccMaTpMBaTLCS OpraHv3aLys 3alyieHHoro VB Ha ocHose oaHol
nTepaLuvn, T.K. Apyrvie ntepauyu BoiNOIHEHVS MOAENN COBMaAatoT.

MNyctb = {0,..., } - BpeMs dyHKLmMOHMpoBaHKsA rpynnbl BTC. B

MOMeHT BpeMeHY t0 Bce BTC HauMHatoT BbIpaboTKy MIaHOB AeNCTBUI Ha
AocTvKeHMe Leneli Tk. Mocne paspaboTky nnaHoBs (MOMeHT BpemeHu tpln_cmpl_f)
npoucxoant UB BTC, B xoae koToporo sce BTC nonyyatot KNact gpyrux BTC.

B MomeHT BpeMerM tpln_cmpl_f + 1 BY HaunHatoT BbINONHEHE METOAO0B A5t
NpoBepKY LLeN0CTHOCTY MHbopMaLmmn 11bo nytem cbopa HeAocTatoLLel
NHbOPMaLMM 06 OKpyxatoLLeli cpese, IMB0 Ha OCHOBE UMEILLMXCSH NacCUBHbIX
3HaHWUIA, 60 Ha OCHOBE OLIEHKM MOBEAEHUS SNeMeHTa B NpesblayLiye MOMEHTbI
BpemeHU. Mo HeA0CTaloLLMMM 3HAHUAMYM MOHVMAIOTCA 3HaHWS, 6e3 KoTopbIX BY
He MOXeT OLeHNTb NHPOPMaLIMIO, MOlyHaemyto OT ApYroro ycTpoiicTaa. B cnyyae
ecnu poepuie K BTC-06bekTy OLeHKM NpeBbillaeT HeKOTOpoe NMoporosoe

3HauyeHVe, Nosly4YeHHble OT Hero 3HaHVs NpYHUMatoTcs BTC-cy6bekToM oLeHKM



ANS fanbHeliLero Ncnonb3oBaHus. Ecnm BY He MOXeT onpeAenTb KadyecTBo
(KOPPEKTHOCTL) NoNyYaemMoli MHGOPMAaLMK, T.e. OTCYTCTBYET BO3MOXHOCTb
OLleHWTb NokasaTtenb UCTUHHOCTY, BTC HaunHaeT VB ¢ apyrummn BTC, veit
npeAblAyLLINA ypOBEeHb J0BEPVISi MO3BO/SET OLEHUTL X MOBeAeHMe Kak
KOPpeKTHOe, B pe3ynbTaTe KOTOPOro NPOVCXOANT NoayYeHne nHpopmaLmm o
3Ha4YeHW nokasartens UCTUHHocTY Ana BTC-o6bekTa. MomeHT Havana VB c
LieNbio NoyYeHns nokasaTens NCTUHHOCTY Apyrx BTC tcom_truth HaunHaeTcs
nocne B ¢ Lenbto obMeHa naaHamu, a Takxke nocie NpoBeAeHNs OLEeHKN
rokasarens UCTUHHOCTU BTC, NS KOTOPbIX NMOlyYeHne AaHHO OLeHKIN
npeAcTaBnseTcs BoaMoxHow. CnegosatensHo, tcom_truth > tpin_cmpl_f. MomeHT
3aBepLUeHns gaHHoro 3tana MB tcom_truth_compl 6yaeT pasnuuen ans scex bTC,
0/}HaKo, pa3paboTka HOBbIX MIAHOB BbIMOJHEHWS AeACTBUIA NogpasyMeBaeT
BbIpaboTKy NocneAoBaTeNbHOro NaaHa AencTeuii. Takum obpasom, Bpems Havana

BbINO/HEHWVS AelcTBUIA BTC A0MKHO 6bITh CUHXPOHMU3MPOBAHO, NN60
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paspaboTaHo Tak, YTo by/eT yuTeHa pasHuLa BO BpeMEeHV Hayana BbIMoNHeHs
nnaHa. B obiiem cnyuae, 6yaem NoHMMaTk Mo/ BpeMeHeM 3aBepLueHus sTana VB
C Lenbto o6MeHa nHdopMaLieit o 3HaYeHMI nokasaTens UCTUHHOCTY Takol
MOMEHT BpeMeHWY, B KoTopblili Bce BTC rpynnbl 3aBepLuaT gaHHbll 3Tan VIB.V €
ERt

h

¥h

= sup{

Mocne VB 1 nposegeHnsa oLeHkn nokasartens gosepus 6TC (B8 MOMeHT
BpeMeHn h

+ 1) kaxgoe BTC ei obnagaet =

o

} NpescTaBnseT coboii akTUBHbIE

AaHHble, nonyyeHHble oT BTC ei, npoluesLero NnpoBepky Ha OCHOBe MeToja
AOBEPUA, N UCNOJIb3YEMble NOJTYHNBLUNM NX CysbeKTOM B KayecTBe NnaccmBHbIX
3HaHWIA. MaccvBHble 3HaHUA BbICTYMNAOT B KaYeCTBe JOMNONHNTENbHbIX
OrpaHu1YeHwi, MO3BONAIOLLVX BbIPaboTaTb 10KaNbHO ONTUMaNbHbIA MiaH
fencteuin ansa Bcex BTC. OAHAKO BO MHOXECTBO NacCBHOM MHPOPMaLV BXOANT
TONbKO MHOPMaLWS, LIeNOCTHOCTb KOTOPOIA Bblna NpoBepeHa cornacHo
npeanoxeHHOMy MeTozy Aosepus. /lopaboTka NNaHOB 3aBepLIaeTCcsi B MOMEHT
BpemeHu tpln_cmpl.

B MoMeHT BpemeHH tpln_cmpl+1 BY nonyyaroT 4OCTyn K KaHany CBsa3u, kyaa
nepe/AatoT MHPOPMAaLIMOHHbIE COOBLLEHVS A4NA DY, UMEIOLLVX C HAMM
ycToliumBsblIi kaHan cesizu, Oe. Takum obpasom, BY otnpaenser
NHPOPMALIMOHHbIe COObLLEHNS {

}, coaepxallve COOTBETCTBYHOLLME MaHbl

[eNCTBUI ANs BceX CBA3aHHbIX ®Y. B MOMeHT BpemeHu hy

Bce dY

3aBepLUakoT OLIeHKY LIeIOCTHOCTU NOAYYeHHOR MHpopMaLmn.

B MOMeHT BpemeHU hy

+ 1 @Y BbINONHAET AACTBUS COMNAacHO

noay4YeHHOMY MaaHy, nosay4yeHHOMyY B COOBLLEeHU

. MOMeHT okoHYaHus



AeicTBuiA No nnaxy - ttsk_cmpl. B MomeHT BpemeHu ttsk_cmpl +1 ej nonyyaet goctyn k
KaHany cBsi3u, KyAa nepejaet MHPOpMaLIMOHHOe coobLLeHre
, cogepxaliee

OTYEeT O BbINO/IHEHUW MJ1aHa.
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Mocne 3Toro, BY nonyyaeT AocTyn K KaHany cBs3n 1 obpabaTtbiBaeT
nony4YeHHoe CoobLLeHNe, B pesybTaTe yero, y BTC NosBAstoTCs HOBbIE 3HAHUS
. O6paboTka MHOXeCTBa COOBLLEHWNIA, MonyYaemblx oT DY, MMeroLLmX
ycTonumBLIV KaHan cesasu ¢ BY BTC e, nossonset BTC e chopmmpoBaTh 3HaHWA
KNpas, ncnonb3yemble A5 fanbHeliLLero NoCTPOeHNs NNaHoB AeNcTBuiA (Mpy
HeobxoAnMMOoCTN). narpaMmma nocnesosatensHocTY Aeicteuii 6TC npu
noAo6Ho opraHvsaummn VB npeactaBneHa Ha pucyHke 13 npu nomoLum
craHaapta UML.

PucyHok 13. Anarpamma nocnegosatensHoctn VB BTC B npouecce

bYHKLIMOHNPOBAHWS C BbINONHEHNEM METOAA A0BEpVIs 1 penyTaLum
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Mogenb 3aLyiieHHoro V1B, B 0CHOBe KOTOPOIA HaXOAMUTCS He TONbKO

MeTO/bl MPOBEPKN CeMaHTUYECKON LIeIOCTHOCTY AaHHbIX, HO U METOAbI
opraHvsaummn VB Ha 0CHOBe LieHTpann3oBaHHbIX cTpaTerunii ynpaeneHus. Ctont
OTMETWTb, YTO MepBas UTepaLys MPOXOAUT Tak Xe, Kak 1 UTepauyvis npu
1CMob30BaHNN MOZENN 3aLLMLLEHHOTO VB, 0CHOBaHHOIO TONLKO Ha MeToAe
NpoBepKN CeMaHTNYeCKO LIeNOCTHOCTY AaHHbIX. Takoe orpaHvyeHve No3BonseT
OLeHWTb KOPPeKTHOCTb nosegeHnsa BTC Ao BbiaeneHys ogHoro 13 Hux B LiB3. B
NPOTUBHOM C/lyYae, MOXeT BO3HVKHYTb CUTyauws, koraa bTC, BelbpaHHbIl B
Kayecte LIB3, pyHKLUMOHMPYET He B LUTAaTHOM pexuMe, 4TO MOXET NPUBECTU K
MoJsiIHOM noTepw paboTocnoco6HocTM NoArpynmel BTC.

Kak 66110 ykasaHo Bbilue, rpynny 6TC MOXHO pasaennTe Ha MOArpynnbl,

NCXOAR U3 Cy6beKTUBHbIX TPe6oBaHWiA BnagensLa, onepaTtopa n/unm
aZIMVHVCTPaTOpa rpynmbl. VIHbIMU Cl0BaMyl, eCTeCTBEHHOE pasjeneHuie rpynmbl
BTC Ha noarpynnbl 3aBUCUT OT GpU3NYECKIX OCOBEHHOCTe annapaTHoi
coctapnsitoLeli BTC. B opmannsoBaHHOM BUAE, MOXHO MpPeACTaBUTh
ecTecTBeHHOe paszeneHue rpynnbl BTC Ha noarpynnbl cieytowmm 06pasom:
=U

=1, rpe={€:v €, 3C

}

Mpw Takoi opraHu3saumy npouecca GyHKLMoHMpoBaHusa MB, LIBD

MCMoNb3yeTcs ANst OLieHKM LLeN0CTHOCTU MHGOPMaLmK, MoayYaeMoii OT Apyrux
BTC noarpynnel. Takum 06pa3om, nocsie BbIPaboTkN N1aHOB AeNCTBIA B MOMEHT
BpemeHu tpin_cmpl_f + 1 BTC noarpynnel nepeAatoT pa3paboTaHHble nnaHbl bTC,
3HaYeHNs GyHKLMV NPUHAANEXHOCTV KOTOPOTo 60MbLUE, YeM Y ApYTUX
3n1emeHTOoB: € - LIB3 & V:uE()> PE(, )a nokasartenb

[l0Bepyisi MO3BOASIET OTHeCTV nosezeHne BTC K koppekTHOMy. Mocne noayyveHus
BbIpaboTaHHbIX MAaHoB oT Apyrnx BTC, LIBS HauvHaeT NpoBoANTL OLieHKY
LieNoCcTHOCTV NHPOPMaLIMM Ha OCHOBE METO/A0B NPOBEPKM LIeNOCTHOCTU. B cnyyae
HeobxoanmocTy, LIB3 HaumHaeT VB ¢ apyrumu BTC ¢ uenbto coopa

NHbOPMaLWK ANnst NpoBejeruns oleHkn BTC-06bekTa. Takm obpasom, tcom_truth -

Hayvano VB B3 c gpyrumu BTC, tcom_truth_compl - okoHuaHwe. Mocne 3Toro,
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[ieNnaeTcs BbIBOZ O LIeNIOCTHOCTY NOy4eHHO HbOopMaLK, eciv HGopMaLms He
npoLLna Takyto NpoBepky (MONyYeHHbIV MiaH HeKOppPeKTeH), AaHHas UHpopMaLMs
He NpUH1MaeTcs Ans 4opaboTku NaaHoB. MnaHbl JopabaTbiBatoTca 6o LIB3,
N16o BTC, pa3paboTaBLUMMI M3HAYalbHbIE MaaHbl U OLeHEHHbIMU
nonoxuTenbHo. C TOUKM 3peHS 3arpy3Ki BbIYNCINTENBHBIX PECYPCOB,

npeanoytuTeIlbHee UCNob30BaTb BTOpOI‘/’I noAaxo4, 04Hako, € TOYKN 3peHns



opraHu3auuy VB Ha ocHoBe MeTo/a BpeMeHHO LieHTpanvsauuy nocne
nopaboTku BTC onaTth Ao/mkHbI byayT nepeaats nHGopmauuio LIB3, koTopsll, B
CBOIO ouepe/p, AOMKeH by/eT OLeHWTb NokasaTenb AoBepus Ans 3Tix 5TC n
nepecnate NnaHbl gecTeuii ®Y. MoMeHT OKOHYaHVs 40paboTky NNaHoB v
nosyYeHVsi HOBbIX MAAaHOB AelicTBUl LIB3, a Takxke npoBeAeHVsi NPOBepKM
nokasatens gosepus - tpln_cmpl.

Toraa tpln_cmpl + 1 - MomeHT Hauana VB ¢ BTC, korga e (LiB3) nepesaet
nHopmaLmto LIB3 apyroii nogrpynnel ej. BTC ej npoBoanUT NpoBepky
nony4eHHo nHopmaLmn Ha OCHOBaHUK UMetoLLierocs y Hero unu y BTC ero
NoArpynMbl 3HaHWUIA. s nonyyeHns 3HaHuniA noarpynnsl LIBS nposoanT UB ¢
BTC, poBepue K KOTOpbIM B NpeAblAyLLyie MOMeHTbI 6b110 BbiLLe MOPOroBoro
3HaueHwA. Nocne NpoBepKu LIeNOCTHOCTY NoayYeHHo nHpopmaLmm LIBD ej
nepecbinaeT COOTBETCTBYIOLLMIA NNaH AeNCTBIA kaxaoMmy BTC nogrpynnbl, ecav
nonyyeHHbIV NaaH 6bl1 NPU3HaH KOPPEKTHBIM. B MomeHT Bpemeru hy LIB3
HauvHaeT oLeHKy HpopMaLMu, nonyYeHHol oT LIB3 apyroii nogrpynnel, BO
Bpems KOTopoWi ocyuectenseT MB ¢ gpyrumu BTC cBoelt noarpynnbl, Toraa

hy

- MOMEHT BpeMeHW, B KOTOpbI LIB3 3aBepLuaeT oLeHKy HdopmaLmn

1 3aBepLuaeT ee nepeaady cootseTcTByroLMM BTC. Mocne 3Toro Kaxaelin BY
BTC nepegaeT nnaHbl AeNCTBU COBCTBEHHBIM DY.

MOMEHT OKOHYaHMs AeliCTBMIA No nnaHy - ttsk_cmpl. B MOMeHT BpemeHn
ttsk_cmpl +1 HaunHaeTcs nepegaya MHGOPMALWS O BbIMOAHEHWN NMONYYEHHbIX
nnaHoB ®Y. Mocne Yero NPOVNCXOANT OLieHKa NoayYeHHo MHpopmaLmy Nno

meTogy Aosepus. OLieHKa nokasaTtesnsi 4J0BEpPUs MPOUCXOANT aHaN0TNYHO
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npeasiayLiemy 3tany oLeHKM JaHHOro rnokasatess. MNocne atoro, BY BTC
nepegaet cobpaHHble faHHble LB ej, ganee LIB3 nogrpynnbl ocyllectenseT VIB
¢ LIB3 apyrvx noArpynn v nepejaet cobpaHHyto nHpopmaumio. LIBS e Takxe
OCYLLIeCTB/IAET NPOBEPKY MoyYeHHbIX AaHHbIX U NepejaeT ee COOTBETCTBYHLLM
BTC.

CTOWT OTMETUTb, YTO NpW NoA06HOW opraHu3auuu VIB rpynnel BTC

TpebyeTcs oLeHMBaThb He NOJHbIN Habop nHPopmMaLMK, a AenaTb 3To No 610kaMm,
T.K. NPV HapyLLUeHWW LE@NOCTHOCTU HECKONbKMX 610KOB MOTYT 6bITb OTBEPrHYThI
ANA AanbHelLero Ncnoab3oBaHUsa 6710K1 MHGOPMaLWK, MPOLLEALIVE NPOBEPKY
LieNoCTHOCTU. Takke CTOUT OTMETUTb, UTO LIBD pasnnyHbIX NoArpymnn AoKHbI
obnajaTb YCTONUMBLIM KaHaOM CBA3M MeX/y CO60W. B npoTuBHOM cnyyae,
HeBO3MOXHO obecneuntsb VIB BTC AByx NOArpynm, YTO NpVBeAET K noTepu

paboTtocnocobHocTy rpynnbl B LienoM. Cxema VB npuseseHa Ha pucyHke 14.
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PucyHok 14. inarpamma nocnegosatenbHocTy VB rpynnel BTC B npouecce
d)yHKLLI/IOHVIpOBaHVIH C BbIMOJIHEHMEM METOAa p,osepvm ”n Metoaa BPEMeHHOVI
LieHTpanmsaumm

BbiweonvcaHHas Mogenb 3awmiieHHoro VB anemeHToB rpynnel 6TC,
BK/IHOYAIOLLIAs METOAbI OLIeHKM 0BepUs 1 penyTaLun, obecneyviBaet
3aLYMLLLEHHOCTb V1B 31eMeHTOB OT BO34eiCTBYS AeCTPYKTUBHOMO XapakTepa,
HarpaeBeHHOro Ha HapyLLIEHVe CeMaHTVIKV nepeAaBaemoit nHGopmaLmm.
3aLyLeHHOCTb rpynnbl BTC, 0CHOBaHHOI Ha AaHHO MOAeNM, MOXeT 6bITb

MNoBblILLEHa 3a CYHeT BHeApeHVs MeTO40B ayTeHTI/I¢)I/IKaLI,VII/I 3/1eMeHTOB B rpynne,

nocTpoeHHol Ha ocHoBe Police Office Model (POM) 1 Mo6unbHoO

KpunTorpaduy, a Takxe LUN$pPoBaHUSA Nto6oI NepesaBaeMoin MHopMaLn ¢
1CMo/Ib30BaHNEM OTKPbITOro Ktoya {m Ha pvicyHke 15 npv nomoLum cTaHAapTa
UML npegcraBneHa ynyylleHHas MoAesb 3alluLeHHoro VB snemeHToB rpynnbl
BTC.

Byaem paccmaTtpurBaTh nocneAoBaTebHOCTL AeiicTBuin BTC rpynnel B



KOHTeKCTe eAVHUYHO nTepaummn. Bce BTC rpynnbl BnaAetoT Hekoli “cekpeTHoR"
nHpopmMaumeri, npucyLeli Tonbko UM, Takxke Bce BTC rpynnbl UMeroT CekpeTHYHo
nHdopMaLumio 060 Bcex gpyrux bTC. laHHas nHpopmMaLma Heobxoanma Ans
NPOLIECCOB ayTeHTUGUKALMM Ha MPOTSKEHNN BCEro BpeMeHU GYHKLMOHMPOBaHUA
areHToB. [laHHas nH$opMaLVs byaeT NCMoNb30BaTLCS ANS PerncTpaLimn areHToB
npvi MUArpaLmnm Mexay obnactamu, 3a 6e30MacHOCTb KOTOPbIX OTBETCTBEHHbI
cooTBeTcTBytoLMe Police Office (PO) - nokanbHble LieHTpanbHbIe 31eMeHTbI,
OTBETCTBEHHbIE 33 COOTBETCTBYIOLLYIO 06NacTb. s obecneyeHns 6e3onacHoCT
/B B rpynne Heo6xoAMMO Ha3HauuTb PO, OTBETCTBEHHbIE 31eMeHTOB,
MUTPUPYIOLLMX B X 061acTu.

Mpv MUrpaLmnmn anemMeHTa B HOBYH 061aCTb GYHKLIMOHNPOBaHUS,,

oTBeyvaroLuii 3a 6e30MacHOCTb AaHHOI 061acTL, 06s3aH 3aperncTprpoBaThb
AAHHbIV 31EMEHT, MPU YCI0BUW, YTO OH ABNSETCA J0BEPEHHbIM (0BEPEHHbIV
3N1eMeHT - 31eMeHT, y0BNeTBOPSIOLLMIA NpaBunam 6e3onacHoCTy, He

ABNAOLMIACA Yrpo30ii Anst GYHKLMOHMPOBAHWS APYriX 3N1eMeHTOB). s
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YCTaHOB/EHUS JOBEPEHHOCTY, MOCbINaeT eMy MHGOPMaLIMOHHOe
CO06LLIEHWE, KOTOPOE COAEPXUT GYHKLIO, KOTOPYH HEOBXOANMO BbIYUCIUTD,

OCHOBbIBaACb Ha aHHbIX, XPaHALLNXCA Y .
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PucyHok 15. inarpamma nocnegosatensHocTy VB rpynnbl BTC B npouecce
GYHKLIMOHNPOBAHWS C BbINONHEHVEM METO/0B NPOBEPKI CEMAHTUYeCKO
LieNI0CTHOCTU MHPOPMaLIK, ayTeHTUGUKaLMM 1 dPoBaHMA

Anga obecnevyeHns CeMaHTNYECKO LEeNoCTHOCTV NepeAaBaemoii GyHKLmY,
MCMoNb3yeTcs MeToA MobUbHOM kKpuntorpadum. Takum 06pasom, NPOUCXOANT
npouecc wudpauny GyHKLUK - (), MOCe Yero BbINONHSETCA NporpaMma

(), koTopyto nepejaer .

YumnTbiBas, UTO KaX/blil 31eMeHT rpynrbl XPaHUT “cekpeTHy”

NHbOPMaLIO, MPUCYLLYHO TOSIbKO eMy 1 JaHHOI MHOPMaLei BnajetoT Bce
OCTa/lbHble 31eMeHTbI FPyMnbl, 31eMeHT, BHeApeHHbIV B rpynny BTC ¢ Lensto
AeCTPYKTUBHOIO BO3/AeMCTBUA Ha VIB 31eMeHTOB, He CMOXEeT pean3oBaTbh
AeCTPYKTVBHbIE BO3AeViCTBUS, MOCKOLKY He byaeT 0bnajate AaHHON
NHpopMaLmeit., nonyyas MHPOPMaLIMOHHOE COObLLEHE OT, BLINONHAET
nporpammy ((())), NCNob3yst CBOK “ceKpeTHYH” MHGOPMaLMIO 1

nepezaeT BbINOJHEHHYO Nporpammy . MoyurB BbINOAHEHHYHO Nporpammy 1
npowusBejs npolecc gelundpaumm, MmeeT HGopmaLuto (), nocne Yero
n3BNeKkaeT “cekpeTHy” MHopmaLuio . B cnyyae, ecam noaydeHHas ot
MHGOPMaLMs COBNAAAET C UMEIOLLIEICA Y, 31IEMEHT CUUTaeTCA

AoBepeHHbIM. B ciyyae, ecnv nonyydeHHas oT MHGOpMaLMs He coBnaaaet ¢
MIMEIOLLIeICA Y, areHT He CYMTaeTCa JO0BEePeHHbIM, 1 OroBeLLaeT BCex
/l0BEPeHHbIX 31eMeHTOB CBOero NPOCTPaHCTBa 06 yrpo3e Co CTOPOHbLI 31eMEHTOB
. HecoBnageHvie nony4eHHbIX JaHHbIX OT C UMEIOLLIMMUCS Y MOXET 6bITh
06yCNI0BNIEHO HECKONbKMMU pakTopamMu: bbina NpeAnpriHATa NoMbITka HapyLUUTL
CEMaHTUYECKYH LIeNI0CTHOCTL MHPOPMALIMOHHOIO COOBLLEHNS UK NCNONb30BaHa
HeBepHas “cekpeTHas” MHpopmaLus. JaHHble GakTopbl MPUBOAAT K HEBEPHOMY
BbIUVCNIEHMNIO UCXOAHOM GYHKLWN, B CBA3M C YeM 3/1IEMEHT He y/0B/IeTBopsieT

3asAB/IeHHbIM Npaswiam 6e3onacHoCTL.
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Mocne npouecca ayteHTUdUKaLmmn BTC, kak 6bI10 ONMcaHo B paHee

BBe/IeHHOI MoZeny, BeisnseTca LIBS. YayylueHHas Mozent 3alumienHoro VB
rpynnbl BTC coxpaHsieT npouecchl nepeAayn MHGopMaLmy, NpoBepKkun 1
CeMaHTMYeCcKol LieNoCTHOCTY COOBLLEeHNIA. NS NKBUAALMY YSI3BUMOCTEl Npun
nepegaye MHGOPMALIOHHbIX COOBLLEHNI, MPeAnoaaraeTcs UCronb3oBaHne

KPMMTOCUCTEMBI C OTKPBITBIM KNtoUoM. Mpy Nepesaye MHGOPMaLUN MEXAY ABYMS



BTC, Ncnonb3yroTcs OTKPbITHIV KO, KOTOPbIN NepesaeTtcs Mexay BTC no
He3allLLLEHHOMY KaHasny, 1 3alnppoBaHHOe NHPOPMaLIMOHHOe coobLeHwe. Mpu
reHepaLmu Knto4a, ncnonb3yrotea yHkumm = () u’ =(’; ), rae

n’ - naeHtndurkatopsl BTC-otnpasutens n 6TC-nonyyatens

COOTBETCTBEHHO. [py oTNpaBke NHGOPMALMOHHOIO CO0BLLEeHNS, MHGOpMaLs
LINGPYETCS € MOMOLLbHO KAKOYa, KOTOPbINA COAEPXKUT 3NEKTPOHHYH NOAMUCH

(3M) oTnpasuTens - . 3N HeobXoAMMa A1 CPAaBHEHVIS U (;), UTO

nossonseT sepuduLMpoBaTh oTNpasuTens. MNpu noayyYeHn MHGOPMaLMIOHHOro
coobLeHns BTC-nonyyatenem, AelindpaLms TPOUCXOANT C UCMONb30BaHNEM
Kntoyert 1 ’. Mo aHanorum ¢ oTnpasuTenem, BolcunTbiBaeTcs (; ) n

CPaBHMBAETCA C ’, UTO NO3BONSET BepUULMPOBATL NMoyyaTens.
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I'naBa 3. MeTopl obecneyeHs MHGopMaLMOHHOV 6e30MacHOCT rpynmbl
6eCnNOTHbIX TPAHCMOPTHbIX CPEACTB

3.1 MeTog 06Hapy>XeHVs HapyLUeHW LieNIoCTHOCTU MHGOpMaLMK Ha OCHOBe
penyTaLnOoHHbIX MexaHU3MOB

CoBpemMeHHble paboTbl B 061aCTV 3aLwnThl H$opmMaumm ot CAINB,

MOCTPOEHHbIE Ha MOAENSAX penyTaLumn 1 JoBepUs, paccMaTpyBatoT ABa nokasaTens
- fosepue v penyTtaums [121-143]. B obLuem ciydae, penyTauys SaseTcs
d)yHKLU/IeVI, 3aBVICﬂLU'eI7I OT joBepuA, BbIUYNCIAEMOro B npeblayuiie MOMeHTbI
BpemeHu. B TakoM ciyyae, 0606LLeHHbIN NOAXO/A NPUHATUS peLleHus o
nosezeHny BTC NPUHMaETCA Ha OCHOBE BbIUUCIEHA peryTaLum.
CnepnoBatenbHO, NokasaTte/b 40BEPUSA OKa3blBaeT KOCBEHHOE BAVIAHME Ha
NPUHATUE peLleHrs oTHocUTenbHo nosegeHns BTC. Mpu nnHeliHoM GyHKUMN
oLieHKM penyTauuy noseAeHve BTC MOXeT 6bITb OLieHeHO HeBepPHO B HEKOTOPbIN
MOMEHT BpeMeHW, T.K. NPV MPOAOIKUTENbHOM Neproje HabnoAeHN ypoBeHb
penyTauun 6yAeT U3MeHATLCS He J0CTaTOYHO BbICTPO NPU PE3KOM U3MeHEeHN

YPOBHS J0BEPVIS.

OZHUM 113 BO3MOXHbIX MOAXO/A0B K PELUEHNIO AaHHOV Npo6eMbl ABNSETCS
McnonbaoEaHmem MOAMOULIMPOBaHHOI CUCTEMBI MOKasaTenen, Takxke
6a3npyoLLelics Ha NokasaTensx 4oBepus U penyTaLmu, K KOTopblM Ao6aBaseTcs
rokasaTenb OLEHKN KOPPEKTHOCTU MHGOPMaLMV B MOMEHT BpeMerW. Mpu Takoi
cucTeMe nokasareneli TpebyeTcs yTOUHUTL 3HaYeHNs TepMnHoB. B paboTe
npejnaraoTcs ciesytoLlyie onpeAeneHns NpuBeeHHbIX nokasarteneii.
Onpepenenue 7: UcTuHHOCTB (Truth) - nokasaTenb, XapakTepusyrowmin
Cy6BEKTUBHYH OLieHKY MHPOpMaLIK, NpejoCcTaBAsieMyto 06BeKTOM HabtoAeHNs
Cy6BHEeKTY, Ha OCHOBE CeHCOPHbIX YCTPOCTB.

Onpeaenenve 8: PenyTauus (R) - nokasatenb, chopMrpOBaBLUNIACS BO

BpPeMeHW 1 B npoLjecce oLeHKN h areHTOM-Cy6beKToM areHTa-obbekTa.

86

OnpegenenHue 9: [losepue (Trust) - nokasaTtesb, OCHOBaHHbI Ha OLjeHke
nh (-1, h) n xapakTepusytoLnii Cy6bekTVBHYH OLIEeHKY

NoBe/EeHNS areHTa-06'bekTa areHTOM-Cy6beKTOM.

dopMmanvizys nNpuBeAeHHbIE OrpeaeneHNs, MOXHO NMPeACTaBUTb NX
cnesyoLLM obpasom:

h = (), rae h - nokazatens NCTUHHOCTU B

MOMeHT BpemeHU t, information - oueHVBaemMas nHpopmaums, - GyHKLMS
OLIeHKV NCTUHHOCTY YPOBHS J0BEPUSA B MOMEHT BpeMeHu t.

=(h)=((), rae - nokasatesb

penyTauuv B MOMEHT BPeMeHU t, — GYHKLMSA OLLeHKM 3HaYeHNs yPOBHS
penyTauuv B MOMEHT BpemeHu t.

= (—1’h) =

1100 0) rae -

rokasaTeb 0Bepusi B MOMEHT BpeMeHU t, - PYHKLIMS OLLeHKM 3HaYeHus



YPOBHS J0BepVIsi B MOMEHT BpeMeH! t.

B paboTe BBOAWTCS psj AONYLLEHN, OrpaHNYMBaOLLNX 3HaYEeHUS
riokasaTeneii UICTUHHOCTW, penyTaLun 1 JoBepusi. HanBHoe npeanonoxeHuve o
BO3MOXHbIX 3HaUEHVAX NPYIBeAEeHHbIX MoKasaTeneli 3ak4aeTcs B TOM, UTO
Ka)KAbIVI 13 NpeAcTaB/ieHHbIX rnokasareneii MoxeT nprHMMaTh A4Ba
NPOTUBOMONOXHbIX 3HAUEHWS, YCIOBHO BblpaxaeMblX Kak «<KOPPeKTHbIN» 1
«HEKOPPEKTHbI». MO «KOPPEKTHBIN» MOXHO MOHVMMaTb Takoe 3HauYeHve
rokasaresnsi, npu KotopoM BTC-cybbeKT oLeHKM OAHO3HAYHO Knaccuduumpyet
aelictBust BTC-06bekTa kak koppekTHoe. Mpr 3TOM «HeKOPPeKTHbIN» - Takoe
3HayeHvie nokasaTtens, Npu koTopom bTC-cy6bEKT OLLeHKM 0HO3HAYHO
knaccuduumpyet aelicteus BTC-06bekTa kak HekoppekTHoe. TakuM o6pasom,
KaXxablil mokasaTenb MOXeT MPUHUMaTb 3HaueHVs B granasoHe [0,1]. Mpu 3Tom
3HaYeHve nokasaTeneli MoXeT He 6biTb HU 0, HU 1. B Takom cnydae, cnesyeTt

paccmaTpuBath noseeHue BTC B KOHTeKCTe noBegeHns apyrvx 6TC rpynnbl.
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Jonyuwierve 1.1:h € [0,1]

[JonyujeHne 1.2: € [0,1]

Jonyuierve 1.3: € [0,1]

MpeanoxenHHas mogent V1B BTC BoBpems GyHKLIMOHUPOBAHWS rpymnbl
MNO3BO/IAET aanTNPOBaTh OMNCAHHYHO BbILLE CUCTEMY rnokasartenei Ana
paspaboTku Mogenu 3awmieHHoro VB rpynnel BTC.

Mpeanonoxum, €, - MHoxecTBo BTC, B3aMMOAeCTBYHOLLIX C

BTC e. Toraa, npeanaraemblii METOZ JOBEPVIS 1 PenyTaLmmn CBOANTCS K
$opMUpOBaHNIO BEKTOPOB 3HaYeHUiA nokasaTesieil UCTUHHOCTY, 40Bepun 1
penyTauuu:

h=(-

h

), TAe h = NCTVHHOCTL HOPMaLMK, NOYYEHHOW

oTBTCeibTCe, €, #,=1...| |;

), rae - penyTtauus BTC-o6bekTa ei, paccunTaHHas bTC
e €, #="1.]]

=(

), rae - posepue k BTC-06bekTy oLeHku ei BTC

e €, %=1.[|

PaccMoTpuUM cnocobbl OLieHKM NMokasaTeneli B paMkax npesioxkeHHbIX
onpegeneHunii 1 gonyuleHnii. CornacHo gonyleHunto 1.1, nokasaTens penyTaumm
MOXeT NpUHUMaTb 3HaueHs oT 0 4o 1. OLeHKa UCTUHHOCTY HdOoPMaLWK,
nepegasaemoii o1 BTC-06bekTa BTC-cy6bekTy, OCHOBbIBAETCS Ha MaCCHBHbIX
3HaHWAX, UMetoLLmxcst y BTC-cybbekTa. VI3 paHee ckasaHHOro CejyeT, UTo K
NaccMBHBIM 3HAHUAM MOXET OTHOCUTLCSA MHpOPMaLWs, cobpaHHas Npu NOMOLLW
CEHCOPHBbIX YCTpoiicTe BTC-cy6bekTa v npy noMoLLm nHdopmaLmu,
nepeAaHHo ot Apyrux BTC, Ho Takxke cOBpaHHOV NMPK NOMOLLM CEHCOPHBbIX
YCTPOWCTB. KpoMe Toro, MHGOpMaLIs MOXeT 6biTb MpoBepeHa Ha OCHOBE ApYriX
6710K0B MHPOPMALIMK, BXOAALLMX BO MHOXECTBO NaCCVBHbIX 3HaHWIA. Mposepka B
AaHHOM Clydae ByAeT 3aKNto4UaThbCs B NpOBepKe COOTBETCTBUSA MNONyYeHHON

NHbopMaLmm nNpejcTaBneHnsm bTC-cybbekTa 06 okpyxatoLeli cpege. B Takom
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cnyyae, 6TC e MOXeT oLeHUTL nokasaTenb Truth kak cpeaHee 3HaYeHne
rokasareneli UCTUHHOCTY ANs KaXA0ro 610Kka MHGopMaLmy, oLEeH1BaemMoii no
pasnyHbIM 610KaM NacCUBHBIX 3HaHWI, UMetoLmxca y bTC e. B

¢OpMaJ1I/I3OBaHHOM BUZE MOXHO MPeACTaBUTb pacyeT JaHHOro nokasaTesnsa Ans



BTC-06bekTa ei BTC-cy6bekToM e cnegytoLmm o6pasom:

h

)

rae bl - konnyecTBo 610K0B MHPOPMALIMN, MO KOTOPbLIM MPOU3BOANTCA

oLjeHKa VCTUHHOCTV HpopMaLmK. B TakoMm ciyyae, BeKTOp OLieHOK nokasaTens
VNCTUHHOCTYW Ans BceX BTC  MOXeT 6bITh MpeACTaBIeH cesytoLm o6pasom

h=

)

rae h

- OL|eHKa 3HaueHUs NnokasaTtens UCTUHHOCTU Ans BTC-o6bekTa

oLieHKku ei Mo 610Ky HpopMaLm sj. B obLLem ciydae, Kaxablii 610k
NHPOPMaLIMN OLieHVBAETCS Kak KOPPEKTHBbIV U HEKOPPEKTHBIN. Takum 06pa3om:
h

={

0, ecnn nHdopmaLma HeKoppekTHas

1, ecnm MHPOpMaLNSA KOpPpeKTHas

Mpw Takoli oLeHKe nokasaTens UCTUHHOCTY No 61okam HdopmaLmu,
rnokasaTenb UCTUHHOCTU Ans BTC-06bekTa byAeT NpUHMMATL 3HadeHMst oT 0 4o 1.
OgpHako Koraa BTC-cy6bekT He MeeT BO3MOXHOCTU OLIeHWTb MHpOpMaLWio,
nonyuaemyto ot BTC-06bekTa, 60 He MEeT yCTOMUMBOTO kaHana CBA3U C HUM,
TO OLieHKa NoKa3saTesist UCTVHHOCTU NPOV3BOAWTCS MO YCPeAHEHHO OLeHKe
rokasateneii, NonyYeHHbIX oT Apyrux BTC, npoBeALLnx oLeHKy BTC-o6bekTa:

h

>h

h

,rae € n € h - konuyectso BTC, umeroLmx

OLeHKY UCTUHHOCTU MHpopmaLwmmn Anst BTC ei. Ecnm Takux BTC HeT, nokasaTtens
VCTUHHOCTYM OLleHVBaeTcs Kak 0.5, T.e. cpesiHee 3HadeHne, Mpy KOTOPOM

MHOPMaLS He OLIeHNBAETCS HI Kak KOPPeKTHas, HI Kak HekoppekTHasi.
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'mnotesa 1 (pasgen 2.3) npoBepsieTcsi Ha OCHOBE MokasaTesist UCTUHHOCTU.
[vnoTesa 2, npeAcTaBneHHas B pasjene 2.3 MOXeT 6bITb NpoBepeHa npvi NOMOLL
rokasatensi penytauun. JinHeliHas GpyHKLWS OLLEHKI penyTaLuy He no3sonisieT
KOPPeKTHO oLeHUTL nosegerre BTC, kak 6b110 ckazaHo paHee. Mpy 3Tom
JINHeHbIM POCT NokasaTens penyTaLmy KOPpeKTeH Npuv yBenyeHnmn nokasaTtens
penyTauun bTC-o6bekta y BTC-cybbekTa. PocT nokasartens penytauum

03Hayaert, YTo nokasaTesib UCTVHHOCTW NoyYaeMoii nHdopmauwmu ot BTC-
obbekTa oueHmBancs NoON0XNTENbHO B Ka)KAbII?I MOMEHT BpeMeHu,
npeAaLLecTBYyOLLMI A MOMEHTY pacyeTa nokasaTtens penytauuu. OgHako, npu
M3MeHEeHNM OLIeHKY LieNoCTHOCTU MHdOopMaLmu, nonyyeHHol ot 6TC-o6bekTa,
TpebyeTcst 3HaUNTENbHO CHU3KUTL NokasaTenb penyTaLuu. B kayecTBe BO3MOXHOIO
cnocoba pacyeTa penyTaLuy B JaHHOM C/lydae npej/iaraeTcsa 1cronb3oBaTh
DYHKLMIO, OCHOBaHHYIO Ha GyHKLMN pacnpejenens Belibynna [165]. B Takom

cnyyae, nokasaTenb penytauum bygeT paccunTbIBaTLCS CeAyoLLyM 06pa3om:



rae h

- nokasaTesb UCTUHHOCTU MHpOoPMaLMK, nonyyaemoin ot BTC

ei BTC e B MOMeHT BpemeHU t, Rj - nokasaTenb penyTauumn bTC-o6bekTa B
MOMEHT BPEMEHMN j.

B TakoM cnyyae, nokasaTeslb penyTaLun He yA0BNETBOPSET AOMYLLEHIIO
1.2. Vicxops ns sToro,

paccmaTpriBaeTca kak MpOMeXyTOYHbI 3Tan pacyeTa

rokasatens penytauuu. [lnis pacyeta nokasaresis pernyTtauumn Tpebyetcs
HOPMMPOBaTh 3HaYeHue

no BpeMeHu. B Takom cyyae, 3HaueHve nokasartens

penyTauun 6yAeT HaXoOAUTLCA B paMkax AoryLleHrs 1.2. B HaYanbHblii MOMeHT
BpeMeH GyHKLMOHMPoBaHWA rpynnbl BTC nokasaTesb penyTauvn MoXHO
NPVHUMAaTb PaBHbIM MOKa3aTe/1to UCTUHHOCTK, T.e. Npu = 0,

=h

90

3HaueHve d, Npy KOTOPOM YPOBEHb NCTUHHOCTY ABNSETCH KOPPEKTHBIM,
Bbl6VpaeTcs amnupuyecku. B obuiem cnyvae, a=0.5.

[ins npoBepku runoTessl 3 pasaena 2.3 TpebyeTtcs nposecTy VB ¢

ocTanbHeIMV BTC. YpoBeHb penyTaumum MoxeT 6bITb paccuntaH nbeim BTC gns
nto6oro gpyroro bTC, T.k. NokasaTeNb UCTVHHOCTU PaCcCUUTLIBAETCA Jaxe npu
OTCYTCTBUM HEMOCPEACTBEHHOIO B3aUMO/eiicTeusA ¢ BTC-061ekToM oLeHku. [na
npoBepku rrrnoTes TpebyeTcst NoayYUTb MHGOPMALMIO O 3HaUeHU NokasaTens

penyTauunn ouernBaemoro bTC-06bekTa y Apyrux BTC-cy6bekToB:

rae €, #. B Takom cnydae, nokasatenb penyTauum 6yaet

CTPOUTBLCS HE TOIbKO Ha OCHOBe COBCTBEHHBbIX oLieHOK BTC-cybbekTa, Ho U Ha
OCHoBe oLeHOK Apyrux BTC. CTOUT OTMETUTb, YTO MPW OTCYTCTBUM
HernocpeACcTBEHHOro B3anMogencTeus 5TC npoLiecca oLeHKY, AaHHbINA NoaXos
No3BO/AET YTOUHUTL 3HaYeHVe nokasatens Aist BTC-o6bekTa Ha ocHoBe
BbIYNCIEHHbBIX 3HaYeHW NoKasaTens penyTtauuy ot Apyrux BTC,
NpeAnoNoXNTENBHO 061a4at0LLIMIX BO3MOXHOCTHIO HEMOCPeACTBEHHOTO
B3anmozelicTaus ¢ BTC-06bekToM. OfHAaKO, MpY pacyeTe nokasatens penyTauum
BTC-cy6bekToM, 06na/atoLLmM BO3MOXHOCTLIO HEMOCPeACTBEHHOMO
B3aMogeicTBrs ¢ BTC-06BeKTOM AaHHbIN NMOAXOZ MOXET 6bITb U3NLLHVIM U

MCNO/Ib30BaTbCA AN1A1 YTOYHEHUST 1 MPOBEPKWN PacCUMTAHHOIO nokasartens



penyTaunmn, HO He OKasblBaTb HEMOCPEACTBEHHOIO B/INAHWSA Ha ero pacyer.
OgHaKo caMocTosiTeNlbHas MPOBEPKa HW OAHOM 13 rMMoTesbl He MOXET AaTb
KOPPEKTHOTO pe3ybTaTa OLeHKM LIeIOCTHOCTY UHdOPMaLMK. Jis 3Toro
Tpe6yeTcs 1CMob30BaTh NokKasaTe/b A0BePYs, ABNSIOLMACA GYHKLMNER OT ABYX
APYruX rokasatesiel, T.e. JaHHbIVi MoKasaTeslb JO/KeH BbiTb CIOCO6EH OLeHNTh
LIeIOCTHOCTb MHPOPMALWIN NPV BEPHOCTY OAHNX TVMOTES U OLLIMGOYHOCTN
ApYrvx. B TakoMm cnyyae, MOXHO YMEHbLLINTL BEPOSITHOCTb OLLIMGOK NepBOro 1

BTOPOro poAa, T.K. KONNYeCTBO KpUTEPMEB OLLEHKM BO3pacTaeT.
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Kak 6b110 ckazaHo paHee, ¢yHKLLVIﬂ OLeHKW rnokasaTtens 40Bepus ABNAETCA
dyHKLMel OT ABYX NapaMeTpOB - 3Ha4YeHWIO NokasaTesst penyTaummy 3a MOMeHTbI
Bpem4, npeaLlecTBytoLLe TeKyLLleMy MOMEHTY BpEMEHW 1 3HAYEHWIO NOKasaTens

NCTUHHOCTW B TeKyLIJ'VIVI MOMEHT BpeMeHW:

O6Lan 3aa4a NPOBEPKM JOBEPUS 3N1eMeHTa-06bekTa CBOAVTCA K MpoBepke
3HaYeHVs nokKasaTenst OTHOCUTENIbHO HEKOTOPOro NOPOroBOro 3HaYeHNS:

2a

Ecnn gaHHoe ycnoBuie BbinonHsaeTcs, noeejeHne bTC oLeHnBaeTca kak
KoppekTHoe (6e3 HapyLueHuii VB). B TakoM cnyyae, nHopmaLums, nonyyaemas ot
BTC-06bekTa, oLeHnBaeTcst BTC-cy6bekToM Kak BepHasi, 6e3 HapyLUeHui
LieNoCTHOCTU. DYHKLWA pacyeTa nokasatens penyTauuy MOXeT 6biTe
npeAcTaBneHa kak GyHKLMS, MOCTPOEHHas Ha BECOBbIX KO3ddULmeHTax. B Takom
Cnyyae, 3HaveHMe nokasatenst ICTUHHOCTY 1 NokasaTtens penyTauumn
YYNTBIBAKOTCA NPU pacyeTe nokasaTens 40Bepus C HEKOTOPbIMU
KO3pPULMEHTaMV, XapaKTepU3yoLLIMN BAVISIHWE Ha PacCYMTbIBaeMOe 3HaueHue
KaXzaoro v3 nokasatens. B 0606LieHHOM BUAe, AaHHas GYHKLMS MOXKET 6biThb
npeAacTaBieHa CeAyroLmnmM 0bpasom

=yh

+(1-y)

-1

raey € [01] raey -

KO3QPULMEHT PeaKTNBHOCTY CUCTEMBI.

O/HaKo, BbIUMCNEHVE TOUHBIX 3HAUYEHUI KO3GPULIMEHTOB BO3MOXHO Npu

c6ope MHOXEeCTBEHHO CTaTUCTUKK, YTO MO3BOIUT IMMVPUYECKIN YCTaHOBUTL
Takue 3HaveHns Ko3pPVLIMEHTOB, NPY KOTOPbIX pe3y/ibTaT pacyeTa nokasartens
[l0Bepust CMOXET KOPPEKTHO OxapakTepr3oBaTh noseaeHvie BTC-o6bekTa. B
paboTe paccMaTpyiBaeTCs eLle OA1H Crocob OLeHKN NoKasaTens 4oBepus,
OCHOBAaHHbI Ha OTHOCUTENIbHOM PAaCMONOXEHWUW SN1eMeHTa Ha MI0CKOCTH C

M3MEPEHUSAMU - NCTUHHOCTb 1 penyTauna.
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=V(-)2+(-h2

-V(-)2+(-h)2

B KayecTBe 3HaueHVsA nokasartene Rmin 1 Tmin npuHumaetcs 0, T.k. BTC,
HaxoAALLMIACS Ha MJI0CKOCTN UCTUHHOCTL/penyTaums B Touke (0,0) 0o4HO3HaYHO
MOXeT BbITb knaccudupmposaH kak BTC ¢ HekoppekTHbIM noseAeHvem. bTC,
HaxogsLeecsi B Touke (1,1), ogHO3HauHO knaccuduumpyetcs kak BTC ¢
KOppeKTHbIM MoBeAeHWeM, Toraa Rmax 1 Tmax paBHstoTcs 1. B Takom ciyyae,
noegeHvie BTC 6yAeT cuMTaTbCA KOPPEKTHBIM, eCM 3HaYeHMe nokasaTens
zosepuisi 6onbLue 0.

Mogxoz, OCHOBaHHbLIN Ha pacyeTe NokasaTens JoBepus, Kak PacCTOSHMUN Ha

MN0CKOCTK, MO3BO/JIAET CTPOUTb yHVIBepCaanbIPI rnokasaresb 6e3 Hann4us



3HaYUTeNIbHOro Macc1Ba MHGOPMaLMK, T.e. JaHHbI NOAX0Z NO3BONSeT
paccunTbIBaTh NokasaTenb J0Bepus B K060V MOMEHT BpeMeHU 6e3
npeABapuUTebHOrO NOWcka ONTUMasbHbIX 3HaUeHNI KO3GPULIMEHTOB.

PaHee roBopvi10Ck 0 TOM, YTO MokasaTesb J0BepuUs No3BOISET COKPaTUTL
BEPOATHOCTb OLUMBOK NMepBoro 1 BTOPOro poga. OAHaKo CBECTU AaHHYO
BEPOSITHOCTb K HYJIH0 He NpeACTaBAseTCs BO3MOXHbIM, eV paccMaTpriBaTh
O/JJHOPaHroBYIO CeTh, KOr/ia BCe 3/IeMEeHThbI IMeIoT paBHbIe NMpaBa 1 06s3aHHOCTY, a
TakXXe OUeHKW, onpejenieHHble KaXAbIM 3/IeMeHTOM, ABNAKTCA PaBHbIMUN. B Takom
cyyae, MOXHO MCKYCCTBEHHO U3MEHUTL CTPYKTYPY CETU C LieNbHo BblAeNeHust
3/1eMEeHTOB, YbM OLIEHKM 06/1aat0T NOBbILLEHHLIM BECOM NPV OLieHKe ApYriX
3N1eMeHTOB. Takoi NOAX0Z CXOX C MOAENbI0 MONNLLEACKIX YHaCTKOB, KOrAa
HeKoTOpble 31IeMeHTbl HaXOAATCS BbilLEe B epapXui 31eMEHTOB CUCTeMbI 1
VIMEHHO WX OLIeHKM OMNpeaeNsitoT KOPPEKTHOCTb I HEKOPPEKTHOCTL NOBeAeHNs
APYTVIX 31eMeHTOB CUCTEMbI, T.€. Ha OCHOBE UX HaB/IIOAEHNIA 1 BblUMCNEHNA
onpeAensoTca BO3MOXHbIe HapyweHus Vb [171, 172].

3.2 MeTo/, BpeMeHHO LieHTpanmnsaumum
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BpemeHHoOe 13MeHeHWe repapxmm rpynnbl BTC No3BossieT NCnonb30BaTe
npenMyLLecTBa LeHTpasn30BaHHbIX cucTeM [173], HO MUHUMU3MPOBaTL
npucyLie nM pucki. Takor 3ppekT AoCTUraeTCs 3a CHeT OrpaHNyeHns BpemMeHU,
KOrZia OAWH 13 31eMeHTOB cucTeMbl aBnsieTcs LIB3.

OpraHusaums ¢yHKLUMOoHpoBaHuWs rpynnel BTC, paspaboTka niaHos

AeicTBril 1 opraHmnsaumns VB BTC MoXeT 6bITb OCyLLLeCTBIeHa Ha OCHOBe Tpex
Pa3nMYHbIX NOAXOZA0B, OCHOBBIBAFOLLMXCA Ha MPUHLMMAX AeLeHTpanmnsaumnm
cucTeMbl. K Takim NoaxoAamM OTHOCATCA: AeLleHTPanv30BaHHbIV MOAXOZ,
LieHTpanv30BaHHbIV MOAXOZ U MNOAXO0Z Ha OCHOBE BPEMEHHO LieHTpanvsaLmnm.
OCHOBBbIBasiCb Ha MoZenn GpyHKLMOHUpOBaHWs rpynnsl BTC, npescTaBnenHol B
pasgene 2.1, AaHHbIE MOAXO/bl MOXHO TakxXe Ha3blBaTb:

1. VB 6e3 nocpesHnKoB;

2. VB npv nomoLLy 3apaHee onpejeneHHbIX MOCpeHNKOB;

3. MIB npv nomMoLLy NOCPeAHMKOB, OrpesensieMblX Ha OCHOBE COCTOSIHNS

rpynnbl.

Moz06HbIe Ha3BaHWS MOAXOA0B 60s1ee NMOHO XapakTepusyroT OTINYNS

noAXoA0B Apyr OT Apyra. HOAXOAI:I OCHOBbIBAKOTCA Ha BO3MOXHOCTU
eCTecTBEHHOI NN UCKYCCTBEHHON AekoMno3uLmm rpynnel BTC Ha nogrpynmbl.
EcTecTBeHHas gekomnosnuys rpynnel BTC Ha NoArpynnbl noapasyMeBaeT
pasgeneHune rpynnbl Ha NOArPYMnbl, NCXOAA U3 NPUHLNIMOB, U3/TOKEHHbIX B
pasgene 2.1. OaHaKo, BO3MOXHa CUTYaLsi, NP KOTOPO MPUHLIMMbI, N3I0XKEHHble
B pasgene 2.1, He NO3BONAOT PasgeNuTb rpynmy Ha NOArpymmbl, HO KOINYECTBO
BTC rpynnbl He NO3BONISET AO/MKHBIM 06pa3oM oLeHUThL noseAeHve BTC ogHUM
BTC, T.e. HEBO3MOXHO OZJHO3HaYHO OMnpeAenuTb HapyLleHve Vb n3-3a
3HaUNUTENbHBIX BbIYNCAUTENbHBIX TPe6OBaHWIA, NM60 AaHHas NpoLesypa 3aHMaeT
3HauMTeNbHOE BPeMs, UTO Takxe HapylaeT paboTocnocobHOCTL cucTemsl. B
TaKoM C/lyyae, MOXHO roBOpUThL 06 NCKYCCTBEHHO Aekomnosnumu, koraa BTC
BbIENAIOTCA B NMOATPYNMy He TOMbKO Ha OCHOBe npuHLMNoB MB, Ho 1 Ha ocHoBe

BBeZleHHOW GpyHKLMM NpuHagnexxHocTy BTC noarpynne. B Takom ciyyae,
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KOJIMYECTBO MOATPYNM ONpeAensieTcst Ha 0OCHoBe konnyectsa BTC B rpynne,
AOCTYMHbIX BbIYNCUTENbHBIX MOLLHOCTEN, T MNa CUCTEMbI, OAHOPOAHOCTY BTC 1
T.4. PYHKUMSA NPUHAANEXHOCTY Takxe ONpedeseTcs Ha OCHOBe NpUBeAeHHbIX
BbliLLe paKTOpOB. TakviM 06pa3oM, MpUHaANexHoCTb BTC HekoTopoii moarpynne
MOXET 6biTb BbIPaKeHa ClIeAyoLLVM 06pa3om:

={(HEQ)| €}

MpeAnoNoXmM, UTo TpebyeTcs BblAeIUTL ABE MOATpYnMbl, € . B

Takom cnyyae, E() =0, HE() =1  (, HE(), (, HE() v PE()<



WE(. )Takoli mosxoz No3BosieT 04HO3HAaYHO OTHecTV BTC K To nnv nHow
noarpynne. Heo6X0AMMO PaccMOTPETb NPUHLMMBI MOAXO/AOB Ha OCHOBe paHee
BBe/JEeHHbIX 0603HaueHWiA, OrpaHNYeHNi 1 onpeaeneHunii.

Paccmotpum rpynny BTC, AeKOMMO3VpOBaHHYO Ha ABe NoArpynmnbl

, € .Nyctb €, € . Mpegnonoxum, 6TC He nmeeT

YCTOYMBOrO KaHana CBA3n HY € oAHVM 13 BTC noarpynnbi .

Mpu B 6e3 nocpeaHukos, BTC NbITaeTcs CaMOCTOATENBLHO YCTaHOBUTE

KaHan cBsi3v ¢ NoArpynnoii . PaccmoTpum rpynny E, B koTopoi kaxablii BTC
COCTaBNSIeT OTANbHYIO MOArpynny. Ha pucyHke 16 npeAcTaBneH 06LLmii BUA,
rpynnbl 1 CyLWecTBYHOLWMX KaHaN0B CBA3 B MOMEHT Hadana (byHKLI,VIOHVIpOBaHI/IH.
PricyHok 16. Bo3amoxHoe npegctaBneHue rpynnbl BTC v cyLecTByOLLMX KaHaNoB
CBA31 B MOMEHT Hayana GyHKLVoHMpoBaHus. 6TC npeacTaBneHbl ToUKamu,

CyLlecTByrOLME KaHalbl CBA3U - 3e/1eHbIMU INHUAMU
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B Takom cnyyae, BTC onpatumsaeT Bce BTC rpynnbl, € KOTOPbIMY

BO3MOXHO WB. B cnyyae ecnv onpatuvisaemblii BTC 0THOCUTCS K moArpynne, ¢
BTC KOTOpPOI HEOBXOAMMO YCTaHOBUTL YCTOMUMBLIN KaHan CBA3M, MOXeT
HayaTb VIB ¢ 3TuM BTC, 4TO NO3BOAUT MONYUNTL BCe 3HaHWS, nMetoLmecs y BTC
nogrpynnel . IB BTC B npoLiecce GpyHKLMOHVPOBAaHWA NpejCcTaBneHo Ha
pucyHke 17.

PucyHok 17. Bo3amoxxHoe npegctaBneHue rpynnbl BTC v cylecTBytoLmx KaHanos
CBA31 BO BpemMs GyHKLMOHMPOBaHUS. KpacHble AMHUW - nepejaya
NHPOPMALIMOHHbIX COOBLLEHNIE MO CYLLECTBYIOLWMM KaHanam CBs3n
MocneaHee yTBepxeHue BepHo, ecit BTC NoArpynmnbl OCyLLeCTBAAIOT

VB mexay coboii. Ha cneayroyx utepaumsx, BTC 3HaeT 0 nprHagnexHocTn
Bcex bTC, BXOAALLMX B Apyrie NoArpynmbl v ONPOLLIEHHbIX BOBPEMS
npeablAyLmnx utTepauyin. Ha prucyHke 18 npeactaBieHa cxeMa CyLLECTBYHOLLMX

KaHasioB CBA3W Noc/ie HeCKONbKUX I/ITepaLU/IVI.

9%

PucyHok 18. Bo3moxHoe npegctasneHue rpynnbsl BTC 1 cyLlecTByroLLMX KaHaNIoB
CBS31 NOC/Ne HeCKONbKUX UTepaLyii

VB npv nomMoLLm 3apaHee onpe/eneHHbIX MoCpPeHNKOB NoApasyMeBaeT
LieHTpanM3aLuio CMCTeMbl Ha 0CHOBE GYHKLMW NPUHAANEXHOCTY. MycTe V €

T HE()> HE(), rae € . B TakoMm Clydae, MOXHO roBOPUTb O TOM, YTO

BTC siBnsieTcs LIB3 noArpynnel, T.e. TakM 31€MeHTOM, KOTOpPbIN

OCyLLeCTBAAET BbIPaboTKy NnaHoB AelicTeunii Apyrx BTC, nposepseT cocTosHve
MB noarpynnel 1 ABASETCA NOCPeAHNKOM npu ocywiecteneHnn VB mexay BTC,
KakK pasnnyHbIx noarpynnel, Tak v BTC ogHOM noarpynnel. PaccMoTpuM AaHHbI
noAxoZ, Ha ocHose rpynnbl BTC ¢ YeTbipbMs BblAeNseMbIMU Norpynnamu. Ha
pucyHke 19 npeactasneHa rpynna bTC 1 Bo3moxHoe pacnonoxeHvie 6TC.
PucyHok 19. Bo3moxHoe npegctasneHue rpynnbsl BTC 1 cyLlecTByrOLLMX KaHaNoB
CBSA31 B MOMEHT Hauana GyHKLVoHMpoBaHus. BTC npeacTaBieHbl TOUKaMu
pa3nnyHbIx LBeToB (BTC 04HOro LiBeTa OTHOCATCS K 31eMeHTaM OfHOW
MOACUCTEMBI), CYLLIECTBYIOLLME KaHabl CBA3M — 3e1eHbIMU INHUSMN

B saHHOM NpuMepe, 3HayeHVie GpyHKLMM NPUHAANEXHOCTI ONpeenseTcs Ha
ocHoBe pacnonoxeHus BTC noarpynnbl - 6anxaiunii K LeHTpy noagrpynnsl BTC
anseTcs LB noarpynnel. Ha pucyHke 20 npeacTtaBneHa cxema KOHGUrypaumm

rpynnbl BTC nocne HeckoNbkux utepauuii.
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PuicyHok 20. Bo3moxHoe npejcTtasneHune rpynnbl BTC v CyLLecTBYOLIMX KaHanos
CBA3Y NOC/Ie HECKONBKYIX MTepaLmii Npu opraHnsaumnm GyHKLVIOHMPOBaHUS Ha
ocHoBe VB npu nomoLLy 3apaHee onpeeeHHbIX MoCpeAHUKOB

Taknm 06pasom, CTPYKTYpa 1 KOMUECTBO KaHaioB CBsA3N,

xapakTepu3ytoLLix rpynny BTC, He MeHsIeTcst ¢ TedeHVieM BpeMeH). MoXHO



roBopuTh 06 ycTolunBoi nepapxmm BTC Npu oTCyTCTBUM U3MEHEHWIA B
OpraH13aLMoHHOW CTPYKType rpynnbl. MOXHO roBOPUTL O TOM, UTO Takom
NoAXOA ABNAETCA YaCTHbIM C/lydaem NoAxoAa, OCHOBAHHOMO Ha nocpeaHmnkax,
onpejensembix Ha OCHOBe CBOWCTB rpynnbl. ECAV GyHKLWS NPUHAANEXHOCTV NPt
AaHHOM MOAX0/e BblbpaHa TakuM 06pa3oM, YTO OHa He U3MeHSIeTCA Mpu
VN3MEHEHUAX rpynrbl, MPOVCXOAALLIMX B NpoLecce GyHKLUMOHUPOBAHMS, MOXHO
roBOpUTb O TOM, YTO nNpUHLUMN opraHusaummn VB BTC He oTanyaeTcs oT
npuHUvna opraHunsauun VIB 6TC npy nomoLLm 3apaHee onpejeneHHbIX
NOCPeAHNKOB.

OgHako, npu onpegeneHn GyHKLMY NPUHAANEXHOCTI Ha OCHOBE

$aKkTOPOB, MEHSIIOLLMX ee 3HaueHe NPV U3MeHeHWV CBOVCTB rpynmbl BTC,

MO>XHO FrOBOPUTL O TOM, 4TO noAXo/4 C VCNoNb30BaHNEM MOCPeAHVIKOB,
onpegensieMblx Ha OCHOBe CBOWCTB rpynmbl, byAeT UMeTb psj OTANYNIA OT
LieHTpann3oBaHHOro nozxoza. lanee paccMaTpuBaeTcs MprUMep Ha OCHOBe
rpynnbl C TpeMs BblgensemMbiMy noArpynnamu. Cxema Takow rpynnbl

npeAcTaB/ieHa Ha pucyHke 21.
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PricyHok 21. Bo3amoxHoe npegctaBneHue rpynnbl BTC v cylecTByoLLMX KaHanoB
CBA3M B MOMEHT Havana GyHKLMoHMpoBaHus. BTC npeacTaBieHbl ToUKaMu
pasnnyHbIx LBeToB (BTC 04HOro LiBeTa OTHOCATCSA K OAHOW MOArpynmne),
CyLLeCTBYIOLLVE KaHa/bl CBA3Y - 3e1eHbIMV IMHUAMU

Taknm o6pasom, Bce BTC noarpynnbl MOryT ocyLlecTBAsTb VB ¢ Apyrumun

BTC noarpynnel 6e3 nocpeHMKOB. B TakoM cyyae, Kaxayro utepauuto
onpegensieTcs HoBbI LIBS nogrpynmel. Takoe BTC onpeaensieTcs Ha ocHoBe
pacyeta d)yHKLJ'I/IVI NPUHAANEXHOCTN, KOTOPAas 3aBNCUT OT 3apaHee onpeseneHHbIX
dakTopoB. BeibpaHHble GpakTopbl A8 pacyeTa GyHKLUM NPUHAANEXHOCTH
AO/KHBI OMPeAenaTbLCA TakuM 06pa3oM, YTO6bI GYHKLVA NPUHAANEXHOCTH
M3MeHsi/1a CBOE 3Ha4YeHVe Npun N3MeHeHN XapakTepucTyK rpynnbl B npolecce
bYHKLIMOHMPOBaHWA. B Takom ciydae, Kaxayto utepauuto byAeT onpesensTbes
HOBBbIV MOCPeAHMK, MPY MOMOLLW KOTOPOro ocyllecTesieTca VB Kak B pamkax
O/JHOW NOArpynMbl, Tak 1 MeXAy noarpynnamu. Kaxayto ntepauuio BolbpaHHbIN
nocpesHVK 6yeT ocyLLecTBAsSTL VB ¢ Temu noArpynnamu, ¢ KOTopbIMu
TpebyeTcs ocywectBuTh VIB apyrum 6TC noarpynnbl. Ecany Bei6paHHoro 6TC
MNMEETCs YCTOMYMBEIN KaHan CBA3K, OH Cpasy ocylectsnseT VB ¢ noArpynnoii.
Ecnv KaHan ceA3n OTCYTCTBYeT, NOCPeAHVIK BbinonHseT VB crnocobom,
aHanornyHbIM cnocoby VB 6e3 nocpeHNKOB. PUCYHOK 22 ;leMOHCTpUpyeT
KaHasbl CBS3U W rpynmny Nocie HeckoNbKUX UTepaLyii Npy NCNonb3oBaHUN

OnncaHHOro noaxoaa.

99

PucyHok 22. Bo3moxHoe npegctasneHue rpynnbl BTC v cylecTByowmx KaHanos
CBSA31 NOC/e HECKONBbKNX UTepaLyii Npy opraHusaummn GyHKLMOHNPOBaHWS Ha
ocHoBe VB npu NoMoLLM NOCPeAHVIKOB, OrnpejensieMblx Ha OCHOBE CBONCTB
rpynnsbl

PasnunyHble nogxoabl K opraHunsaumu VB rpynnel BTC onpegenatot

nopaAok NpYIMEHeHWs paHee Npe/ACTaBleHHOro MeToAa A40Bepyisi 1 peryTaLuu.
Mpwv ncnonb3oBaHNV NOCPEAHVKOB A1 OCyLLecTBAeHWs VB, nocpeaHuK Jo/mKeH
KOHTPONVPOBaTL LIeNOCTHOCTb LPKYVPYIOLLEN B rpynne nHpopmaumu. Taknm
06pasoMm, cMcTemMa CTaHOBUTCA LieHTPain30BaHHON C TOUKM 3peHuns obecneveHus
VB. Mpn ncnonb3osBaHnn AeLeHTpanr30BaHHOro nNoaxosa kaxaoe bTC otsevaet
3a NpoBepKy LieNOCTHOCTY MHPOpMaLIK, noyHaemoii oT apyrx BTC. Ans
BblbOpa NosxoAa K opraHvsauuy VB rpynnbl TpebyeTcs oLeHNTL 3aTpatbl
BblYNCNNTENbHbIX PECYPCOB MpU NCNO/Ib30BaHUN TOro UK NMHOMO NoAxXoAa, a
TakXe OLeHNTb BEPOATHOCTb OLUMGOK NpW OLjeHKe 3alLyLLeHHOCTH rpynrbl C

TouKM 3peHns Ub.
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naga 4. Mposepka NpoAyKTUBHOCTV METOZ0B 0becneyeHns

NHPOPMaLIMOHHOM 6€30MacHOCTV 1 MOAeNel 3aLNLEHHOIOo
NHGOPMALIMOHHOTO B3aUMOAEACTBISA rpynmbl 6eCrNAOTHBIX TPAHCMOPTHBIX
cpeacTs

4.1 MNposepka NpoAyKTUBHOCTV METOAa A0BEPUA 1 penyTaumnv

K cBoiicTBaMm, XapakTepusytoLym 6TC, MOXHO OTHeCTU Takue CBOWCTBa,

KaK:

1. CKOPOCTb ABVXeHUS;

2.3anac sHepruv;

3. pacxog, aHepruu;

4. JanbHOCTb JeiCTBIS CEHCOPHbIX YCTPOCTB;

5. anbHOCTb AeNCTBUA MOAYNel CBA3N U T.A.

MepeyncneHHbIe Bbile CBOCTBAa MOXHO OTHeCTV K 6a30BbIM CBOCTBaM

Anst ntobbix BTC. OcHoBHOW ocobeHHoCTbo BTC, npucyLeit kaxaomy BTC,
AB/NSETCA BO3MOXHOCTb MEHSATL CBOE MOJIOKEHVE B MPOCTPaHCTBe NyTem
BbIMOIHEHVIA 3N1eMeHTapHBbIX AeliCTBUI Npy nomMoLwy ®Y. B Takom ciyyae,
npoctelillas 3agava, ucnonHsiemas 6TC, ABASETCS JOCTUXEHNE HEKOTOPOW
onpezenéHHolt 06aacT NpocTpaHcTea rpynnoii BTC. [1ns npoBepku
npeanoxeHHbIX B pasgene 3.1 1 3.2 MeTo/0B byaeT paccMaTpuBaTbCs
BbINonHeHve BTC 3aga4m AOCTVKEHWS 061acTVi MeCTHOCTY 6€3 J0MONHNTENbHbIX
orpaHVYeHwii, HaknajblBaeMblx Ha NepemMeLlLieHvie B MpOCTPaHCTBe.
HeobxoAVMO 0TMETUTb, 415 NPOBEPKY MPOAYKTUBHOCTY NPeAN0XEHHbIX

paHee MeTo/0B 0CObble TPe6OBaHVIS K BbIMO/HSEMbIM 3a4a4am OTCYTCTBYHOT, T.K.
TVIN BbINOMHAEMbIX 3a4a4 He Hak/1aJblBaeT OrpaHNYeHs Ha UX BbIMOIHEHWe.
O/HaKo TUM 3aa4 MOXeT U3MEHUTL CNocob NPOBEPKM UCTUHHOCTY MHOPMaLnK,
T.e. CPaBHeHVie noayyaemoii MHpopmaLmm ot Apyrix BTC 3aBycUT OT Tuna 3ajay,

T.K. B 3aBVCMMOCTU OT 061aCTN npuMeHeHns BTC MoryT pasHuTbCs cBoicTBa

101

BTC, cnejosaTenibHO, NpoBepKa AaHHbIX MOXET OCYLLeCTBAATLCH Ha OCHOBE
Pa3NNUHbLIX MHGOPMALIVIOHHBIX 610KOB.

PaccmaTpuias BTC ¢ 3agaqeit A0CTVKEHWA ydacTka MecTHOCTY, MpoBepka
VNCTUHHOCTY ByAeT 3aK/to4aThbCs B aHann3e MectononoxeHus apyrux 6TC. Kpome
TOro, MOXeT 6bITb OCyLLeCTB/IeHa NpoBepKa CornacHo nmetowmmes y BTC
3HaHVAM. K TakuM 3HaHUAM MOXHO OTHECTU MHPOPMAaLIO, CBA3aHHYHO C 3aMnacom
3Heprum Apyrux bTC, paccumnTbiBaeMbIM Ha OCHOBE Npe/plAyLUmnX Wwaros. Ans
ynpoLyeHnst Heo6XoANMbIX pacyeToB, ByAeT paccMaTpPMBaTLCA FOMOreHHas
rpynna, T.e. Takas rpynna, BTC kotopoii 6yayT o6najaTe 0AMHAKOBbLIMU
dU3nYeCKMMIM XapaKTepuUCTUKamu (CKOPOCTb ABUXEHWS, paauyc AencTeus
CEHCOPHBIX YCTPOWCTB U T.4.). JONONHNTENbHBIM OrpaHyeHneM A8 NpoBejeHNs
paccmaTpriBaeMbIx 3KCNePUMEHTOB byeT paBHbIi 3anac sHeprun BTC B MOMeHT
VNHULManu3aLmny skcnepumenTa. Takxe, MeTo/ 4osepus byaeT NpuMeHaTLCA
TOLKO 151 MPOBEPKM LIeNOCTHOCTU Hpopmaumm npu B BTC
NHPOPMALIMOHHOrO YPOBHS. Takoli MOAXOA NO3BONMT OLeHUTb 3G PeKTUBHOCTL
NPeANoXeHHOro MeToaa 6e3 A0NONHUTENBHBIX YCI0BUIA, HakNajelBaeMbIX Ha
anroputM pacyeTa nokasaTtens JOBepUs, 13-3a PasNyHbIX MHGOPMaLMOHHBIX
610k0B, nMetoLmxcst y BTC Ha AaHHOM ypoBHe.

AN NpoBeseHVs 3KcnepuMeHTa 6b110 paspaboTaHo creLuannspoBaHHoe
VNHCTPYMeHTa/IbHOe CPe/CTBO, MO3BO/IAKLLIEE NPOBECTU UMUTALMOHHOE
MozenvpoBaHve dyHKLMoHpoBaHua BTC [174-177]. PaspaboTaHHoe
VNHCTPYMeHTaNbHOe CPe/ACTBO NpeaocTaBaseT BO3MOXHOCTL BapbupoBaTh
Konmuectso BTC cuctemsl, co3gaBath 3a4auv ana 6TC, N3MeHATbL NapameTpbl

BTC 1 HekoTOpbIe YCI0BUSA OKPYXatoLLEel cpejpl, @ UMEHHO - pasMep NOAWNIoHa,
KONMYEeCTBO 1 TN NpensaTcTBuiA. Moa napametpamu 6TC noHMMatoTca:

1. 3aTpatbl Ha NPOXOXAeHVe eUHULbI PaCCTOAHNSA;



2. 3anac aHepruv;
3. paaunyc paboTbl MOAynei ceaA3n;

4. ancTaHLyist paboTbl CEHCOPHBIX YCTPOWCTB.
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MpoBezeHVie aHanM3a NPoAYKTMBHOCT METO/A J0BEpUS OCHOBbLIBAETCA Ha

cepuv SMNUPUYECKNX HabKAEHWI, COBPaHHbIX MNPV NPOBeAEHN SKCNEPVMEHTOB
B C/Ie/ytOLLMX YCIIOBUSIX:

1. 06wee ymcno BTC - 1000 3n1eMeHTOB;

2. 06LWIi NpOLeHT HapyLumTeneii - oT 0% o 40% ot obLuero Yncna

BTC;

3. KONMYeCTBO ypoBHeli 3aga4 - oT 1 4o 100;

4. KoNM4ecTBO 3a4a4 Ha 0HOM ypoBHe - oT 2 40 10;

5. HeobXoAMMOe KONNYECTBO 3EMEHTOB A/ BbIMOSHEHUS OAHO Lenn —

oT 1% Ao 10% Ha oAHyY Lenb.

Moy HapywTenem noHvmaeTcs Takoe 6TC, noBeAeHNe KOTOPOro

oTNINYaeTCs oT noBeeHus Apyrux BTC rpynmbl TONBKO LeNOCTHOCTLIO
nepegasaeMoli UHGOPMaLIWK, T.e. CeMaHTUYeckas LieNoCTHOCTb NepejaBaeMblx
AaHHbIX 6yAeT HapyLueHa. OCHOBHas HGOPMaLWs, LIMPKYINPYoLLAs B AaHHO
rpynne, npeactaisieT coboli cobCTBEHHYIO OLeHKy 3aTpaT BTC Ha BbinosHeHve
3ajaun (NpubbITUSA B onpeaenéHHyto obnactb). Takum obpasom, BTC-HapyLmnTens
HapyLlaeT Le/IoCTHOCTb MHGOPMaLMK O NpejronaraeMblx 3aTpatax Ha
BbIMOIHEHWe 334a4. VICXOAS 13 yNPOLLEHNS O FTOMOTeHHOCTU FPYNMbl, KaXAblii
BTC (BTC-cy6bekT) MoxXeT onpegenvTb 3aTpaTthl Apyroro BTC (BTC-06bekTa) Ha
BbINONHEeHVe 3agaun. Ecnv BTC-061eKT HaXoANTCS B 30He AelCTBIA CeHCOPHbIX
ycTpolicTe BTC-cy6bekTa, BO3MOXHO NpoBeAeHNe OLeHKM CTOMMOCTU
BbINO/IHEHVS 3aja4 6e3 HenocpescTBeHHoro VB ¢ BTC-o06bekTom. B Takom
cnyyae, 06bEKT MOXET BbITb OTHECEH K HAPYLUUTENAM AN 06blUHbIM BTC.
BO3MOXHOCTE HeNocpeACTBEHHOI OLieHKM He Bcerga umeetcs y BTC. bonee

TOrO, He BCeraa MMeeTcst BO3MOXHOCTb NMPOBECTY OLIeHKY nokasaTtenst UCTUHHOCTN
Ha OCHOBe 3HaYeHVst AaHHOro nokasarens y Apyrux bTC. B pesynbTarte,

BO3MOXHa CUTyaLMsi, NP KOTOPOI KOPPeKTHO AeicTeytowmii BTC cumTaeTtcs
HapyLuvTenem. B Takom clydae, MOXHO roBOpUThL 06 oLLNEKe NepBOro poaa,
Korga rurnoTesa 06 OTCYTCTBUW HapyLIeHWs LLeNoCTHOCTY MHGOPMaLmK OLLIMGOYHO

oTBepraetcs, T.e. 06bl4HOe BTC He yyacTByeT B BbINOAHEHUM 3a4a4. Takum
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06pasoM, yMeHbLIaeTcst paboToCNOCO6HOCTL FPYMMbl, T.e. MOXET 6bITb
BbIMOIHEHO MeHbLLee KONM4ecTBo 3aaa4. OgHako, B 0bLeM Cyyae, BO3MOXHO
OLEeHNTb KOINYeCTBO 3a4a4, KOTopble 6yAyT BbIMOJ/IHEHbI. |-|pVI BO3HUKHOBEHWN
OLMBOK BTOPOro poja HeBO3MOXHO OHO3HaUYHO YTBePXXAaTb O rapaHTUPOBaHHOM
BbIMOIHEHWW 3a4a4. 10/ oL6KaMy BTOPOro poAa NOHVMMAETCa OLn6oYHoe
NPVIHATUE FMNOTe3bI, T.e. NOBeAeHWe HapyLLUTENs KnaccudrLmpyeTcs kak
KOppeKTHoe noBejeHue (LLeNI0CTHOCTL NepeaaBaeMoii HOpMaLn CHnTaeTca He
HapyLleHHo). Hannyre owmnbok BTOPOro poaa nojpasymeBaeT, YTo 3a
BbINONHEHVIe 3aa4n 6yeT oTBeYaTb Takoe BTC, KOTOpPbI MOXeT ee He
BbIMOHWTL (HapywmnTenb). O4HaKo HapyLUUTeb MOXET BbINMOAHUTL LieNb, HO
3aTpaTWTL bosbLIee KONMYeCTBO 3Heprun. CneoBaTeNnsHO, TOYHO OnpeaeniTb
KONMYECTBO 3azaY, KoTopble ByAyT BbINONHEHbI, He NPeACTaBAETCS BO3SMOXHbIM.
Taknm 06pa3oMm, NoBbILLEHWE BEPOSTHOCTY BbINONHEHNS 3334 B cnyyae C/IVNB
MOXeT TPaKTOBaTbCs Kak yMeHblUeHe BepOATHOCTA ownbok BTOPOro poAa npu
npoBepke rnoTesbl O LIeNOCTHOCTV NHpopMaLK, nepeaaBaemMoii BTC.

[lanee 6yayT paccMaTprBaTLCS NPOAYKTVBHOCTL NMPeIoXeHHbIX METOA0B C

TOUKM 3peHs OLLMGOK NepBoro 1 BTOPOro poaa. B pasgene 3.1 66110 NpeAnoxeHo
/iBa BO3MOXHbIX NMO/AX0/a K pacuéTty nokasatens gosepvisi BTC-o6bekTa. Ans

CpaBHEHNA NX MPOAYKTUBHOCTN 6611 npoBe/eHbl 3KCNePUMEHTBI MNPV MOMOLLA



OMVCaHHOTO BbllLe MHCTPYMEHTa/IbHOrO CPeACTBa U onpe/eNeHbl BeposaTHOCTM
BO3HWKHOBEHUS OLLNGOK nepBoro 1 BTOpPOro poga.

B kauecTBe NepBoii rpynmbl SKCNeprMEHTOB NpeAaraeTcs OLeHNTh

MOpOroBoe 3HaueHvie MokasaTesia 4oBepus, Npy koTopom bTC-cy6bekT oleHrBaeT
BTC-06beKT Kak HaZ@XHbI. PaccmaTpriBaTbea ByAeT TpY TUMNa OCHOBHbIX aTak -
bad mouth, ballot stuffing n on_off.

PesynbTaThl 3KCMEpPVIMeHTOB, MPOBeAeHHbIX B MPUBEAEHHbIX Bbille

YyCNoBUSX, MpeAcTaBNeHbl Ha pUCyHKe 23.
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r
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PuricyHok 23. OLmnbKM BTOPOro poAa AN pasnnydHbIX MOPOroBbIX 3HaYeHN
riokasaTenisi JOBepyisi. @ - NPOLIEHT AViBepCaHTOB 5%, 6 - NPOLIeHT AMBepCaHToOB
10%, B - mpoLeHT gvnBepcaHTos 20%, I - NpoLeHT AnsepcaHToBs 30%, 4 -
npoLeHT gnBepcaHTos 40%

B pamkax oLeHK1 GyHKLVOHVPOBaHMS MeToAa AOBEPUS 1 peryTaLmmn npu
1CMoNIb30BaHNM BECOBOM GYHKLIIN HE pPaccMaTpYBaoTCA 3HaUYeHIsi MOPOroBbIX
3HaYeHWn Ans nokasatens gosepus 6onblue 0,5 1 MeHbLUe 0,4, T.K. B paMKax
JaHHbIX 3Ha4YeHWiA NpoLeHT oLnbok paBeH 0% 1 100% cooTBeTCTBEHHO. Taknm
06pasom, B pamkax NpoTUBOAeNCTBIIO aTakam Tvna ballot stuffing
NpeACTaBSeTCs BepHbIM UCMONb30BaTb kK03hdULMEHT He MeHee 0,5. Mpwu
ncnonb3oBaHUK koadpduLmeHTa 0,6 1 6onee, 3HaUNTENLHO PacTeT NPOLEHT
oLWMBOK NepBOro poAa, YTo NokasaHo Ha pucyHKe 24.

[Ans onpeseneHvs yHUGULMPOBAHHbIX 3HaYeHWI NapamMeTpoB
bYHKLMOHMPOBaHUSA MeToa AoBepyist TpebyeTcst MpoaHan3MpoBaTk NPOLEHT
OLUMGOK BTOPOTrO 1 MepBOro pozja Als PasnyHbIx atak. B takom cnyyae,
BO3MOXHO OMNpejenvTh Takve napameTpbl GYHKLVOHMPOBAHWS, NMPY KOTOPbIX
napameTpbl GYHKLIMOHMPOBaHUS NO3BOAT NPOTUBOAEGACTBOBATL Pa3NNUHbIM
aTakam. Ha pucyHke 25 npeAcTaBieHbl MPOLEHTbI OLLIMBOK BTOPOro poaa Ans

pas/IYHbIX MPOLEHTOB HapyLUMTenel, 4eNCTBYIOLLMX B pamMKax CLieHapus aTak on-
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off. Ha pucyHke 26 npeAcTaBneHbl NPOLEeHTbI OLWMEOK BTOPOro poaa Anst
Pas/IMyHbIX MPOLIEHTOB HapyLLMTenel, Ncronb3ytoLmx ataky bad mouth.
PurcyHOK 24. OLn6KM NepBoro poaa Anst pPasnnyHbIX MOPOroBbIX 3HaUeHWA
nokasarens JoBepuis

a)

108
6)

B)
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r

a)

PricyHoK 25. OLLUMGKM BTOPOTro poga A1 PasNyHbIX MOPOroBbiX 3HAYeHWA
rnokasaTens AoBepus nNpu atakax on-off. a - NpoLueHT AnBepcaHToB 5%, 6 -
NpoLeHT AgnsepcaHToB 10%, B - NPOLEHT AnBepcaHToB 20%, I - MpoLeHT
AnsepcaHToB 30%, 4 - MpoueHT gneepcaHTos 40%
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a)

6)
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MpoueHT owmnbok

y

Becosas dpyHKUMs

OWwmn6KM BTOPOro poga

(bad mouth)

04

05
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a)

PuricyHOK 26. OLLNGKM BTOPOTro poAa A/1st PasNNYHbIX MOPOroBbIX 3HAUeHUA
riokasarens gosepuis npu atakax bad mouth. a - npoueHT AnBepcaHToB 5%, 6 -
npoueHT gnsepcaHTos 10%, B - NpoueHT ansepcaHTos 20%, I - NPoLEeHT
AnsepcaHToB 30%, A - MpoLeHT gnBepcaHToB 40%

Mcxoas 13 BblLLe NpeAcTaBieHHbIX rpadyikos, MOPOroBoe 3HaueHne 40/MKHO
6bITb Bbile 0,5. N5t yTOUHEHNS BepXHel rpaHiLbl 3HaueHUs nokasatens
MOPOroBOro 3HaueHUs TpebyeTcs NPOBeCTY aHaM3 oLWn60oK NepBoro poaa. Ha
puvicyHke 27 npeAcTaB/ieHbl MPOLIEHTLI 060K NepBoro poaa Ans atak bad mouth
1 on-off.

Ha ocHoBe NpoAeMOHCTPUPOBaHHbIX rPadrKoB MOXHO CieNaTb BbIBO, YTO

B paMKax BeCOBOM GyHKLIN ANS MeToza J0BEpUs 1 penyTauum TpebyeTca
1CMo/ib30BaTh NOPOroBoe 3HaueHne He meHee 0,5 1 He 6onee 0,6.
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MpoueHT owmnbok

y

Becosas ¢yHKUMs

Owwnbku BTOPOro poaa

(bad mouth)

04

0.5
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a)

6)

PricyHOK 27. OLLUMGKM NepBOro poza A/1st PasNNYHbIX MOPOroBbIX 3HaYeHWIA

rnokasarens Aosepus, a - Ans atak bad mouth, 6 - ans atak on-off
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PricyHok 28. CpaBHeHMe ¢ pe3ynbTaToM NpuMeHeHust MeToza RealAlert ans atak
ballot stuffing

CpaBHeHVie pe3synbTaToB GYHKLMOHMPOBaHWS (pUcyHok 28) meTosa

BeCOBOW PpyHKLMM C MeToZoM RealAlert nossonsieT roBopuTb 0 TOM, UTO
nokasatesb precision 415 pa3paboTaHHOro MeToAa U 3Ha4YeHVIsi MOPOroBoi
dyHKUMY paBHbIM 0,5 MeHbLLIe, YeM y cpaBHUBaeMoro metoga. OAHako
nokasatesb recall zeMoHCTpUpyeT Nyywunii pesynbTar, T.K. 418 Npejnaraemoro

MeToza j0Bepus OH paBeH 1, a 415 MeToaa RealAlert - meHee 0,9.
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a)

6)

PricyHok 29. CpaBHeHVe ¢ pe3ynbTaToM NpuMeHeHns metoga RealAlert ans atak:
a - on-off, 6 - bad mouth

Ha pucyHke 29 npejcTasieHbl pesynbTaThl GYHKLVIOHUPOBaHNUS MeToAa

[0BepYs 1 pemyTaLmmn Npu NpoBejeHn atak on-off n bad mouth cooTBeTCTBEHHO.
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Mcxoas 13 3TVX AaHHBIX, MOXHO FOBOPUTL O MPOAYKTUBHOCTU MPeAI0KEeHHOro
MeTOo/la Mo CPABHEHMIO C CYLLIECTBYHOLLIMMU METOAAMM.

MpviBeAeHHbIe 3KCNepUMeHTbI OMpeAenstoT NPOAYKTUBHOCTL MeToAa

Z0BepVIst U penyTaLuvy ToNbKO Npyi MPUMEHeHUN BECOBOMA GyHKLMW. [INsi OLieHKM
MeToZa Ha OCHOBe MeTPUYeCcKoi GyHKLIMK, TpebyeTcs NPOBEeCTH SKCNepUMEHTbI
Ha ocHoBe MeTpuyeckoli pyHKLmN. Ha pycyHke 30 npeacTaBieHo cxemaTUyHoe
oTobpaeHwve pacnonoxerus 6TC no nokasaTento 40Bepus B NPOCTPaHCTBE
VCTUHHOCTL/penyTauus.

PucyHok 30. BoamoxHoe pacrnionoxeHue 6TC B mpocTpaHcTBe
VCTVHHOCTL/penyTauys

B Takom cnyyae, Hapywmtenamm senstotca Te bTC, 3HaueHns gosepus

KOTOPbIX BYAET HUXE AraroHanu, 306paxkeHHoW NyHKTUPHOW NNHMEl Ha
puvicyHke 30. OAHVM 13 BApUAHTOB pacyeTa AaHHOrO nokasaTesia ABIAeTCA pacyeTr
paccTosHVS OT TekyLliero nonoxeHwus BTC B npocTpaHcTBe 40
MaKCUManbHbIX/MUHMMaNbHbIX 3HaYeHWA. Mo MakcManbHbIM 3HaueHnem
noHnmaetcs nonoxexune 6TC, Npy KOTOPOM 3HaYeHVe nokasaTtess penyTauum
paBHseTcs 1 1 3HaueHue nokasaTens UCTUHHOCTL paBHsaeTcs 1. Ha pucyHke 31
npeactaBneHo pacrnonoxeHvie 5TC, o61agaoLyx MakcmanbHbIM/MUHUMaNbHBIM

3HayeHnem.

17

PucyHok 31. BosmoxHoe pacrnonoxeHvie bTC B npocTpaHcTse
VNCTUHHOCTL/penyTaups. 3eneHbiM BbigeneH bTC, MetoLmii 3HauYeHNs peryTaumm
1 UCTUHHOCTW, paBHble 1; KpacHbIM BblgeneH BTC, MetoLmniin 3HaueHst

penyTaumn n UCTUHHOCTY, paBHble 0

B Takom cnyyae, B popmyne (2) MHUMaNbHbIE U MaKCUMabHble 3HaYeHNs
3ameHstoTca Ha 0 1 1 cooTBeTCTBEHHO. TorAa popmyna (2) nprobpeTtaet BUA:
=V(0-)2+0-h2-V(1-)2+(1-h)2

Mpu TakoM NoAXO/e K orpeaeneHunio nokasatens JoBepus, OLLINGKOW

BTOPOro poja ABASeTCs KnaccudukaLums nosegeHus BTC kak KOppekTHas npu
HaxoxzeHun BTC Huxe AgnaroHanu. OLumbka NepBoro poja - knaccudrkaums
nosegeHvs BTC Kak HekoppeKTHasa nNpu HaxoxaeHun bTC Bbilwe AgnaroHann. B
pasgene 3.1 roBopMIOCh O TOM, YTO NoKasaTesb J0Bepyist A0/KEH BbITb 6onbLue 0,
UTO6bI KNaccndmLmpoBaTh NoseseHVe BTC Kak koppekTHoe. OZHaKo, BO3MOXHO
M3MEeHeHNe JaHHOr0 3HaYeHUA: NPy CHUXKEHV NOPOroBoro 3Ha4eHnsa (I'IOKa3aTenb
J0Bepyrs MOXeT 6bITb MeHbLLe 0, HO MHGopMaLs, nonyyaemas ot bTC, byaeT
NpU3HaHa LieNoCTHO) CHKAeTCsl BEPOSTHOCTL OLLMGKI NMepBOro poja, Ho
MoBbILLAETCS BEPOSTHOCTb OLIMBKM BTOPOro poaa. [pu yBeINYeHUy NoporoBoro
3HaYeHVIs - MOBbILLAETCS BEPOSITHOCTL OLUMGKIN NEPBOro poAa, HO CHUXAETCs
BEPOATHOCTb OLUMGKM BTOPOro poAa. Ha pucyHke 32 npeactaBneHo U3MeHeHve
BEPOATHOCTY OLUMGKM NepBOro 1 BTOPOro poaa {E Npun N3MEHEHNN NOPOroBoro

3Ha4veHua And nokasaTesnsa JoBepus.
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a)

6)
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B)



PuicyHok 32. CpaBHeHUe ¢ pe3y/ibTaToM NprMeHeHVs MeToaa RealAlert ans atak:
a - bad mouth, 6 - ballot stuffing, B - on-off

VICX0As V3 NpeACTaBNeHHbIX rPadrkoB, MOXHO FOBOPWTH O TOM, YTO ans
aTak Tuna ballot stuffing pesynbTaTel NpriMeHeHUs NpeanaraemMoro MeToAa Xyxe,

uem Ans MeToza RealAlert. OgHako cpaBHeHMe pesynbTaToB nokasarens recall

MO3BO/IAET rOBOPUTL O TOM, YTO I'Ipep./'lO)KeHHbIIZ METO/ KOppekTHee oueHBaeT

noBezeHve 06bl4HbIX BTC. Pe3ynbTaThl NpeAcTaBaeHb! Ha pUcyHke 33.
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PuicyHok 33. CpaBHeHwe nokasatens recall c pe3ynbTaTom NprYMeHeHVs MeToAa
RealAlert gns atak ballot stuffing

4.2 NpoBepka NPOAYKTVBHOCTM MeToAa BPEMEHHO LieHTpanmsaummn

3oHa VB no3BonseT oLeHUTb Konmyectso bTC, B3aMOAENCTBYOLLMX ApYT

C Apyrom. TakvM 06pa3om, NpeaioXeHHbIVi MeTO/ NO3BONSET NOBbLICUTL
BEPOSITHOCTb O6HAPYXKEHUS HapYLLIEHWIA CEMaHTUYeCKOW LIeSIoCTHOCTI
NHPOPMaLIMN MPY PaBHbIX 30HaX MOKPbLITUS.

PaccmoTpuM peanvisaumio MeToja JoBepUs Npu ycnosum Gpusnyeckoi
pacnipegeneHHoctv BTC. B TakoM cydae, MOXHO rOBOPUTL O TOM, 4TO rpynna He
ABNAETCA MONHOCBA3HOI. B kayecTse npumMepa byAeT paccMaTpuBaThCs rpyrna
BTC, cocTosawas 13 AByX N30MPOBaHHbIX NOATPYNM. X0 3KCNepruMeHTa MOXHO
NpeACTaBUTb CeAyoLmM 06pa3om:

B MOMEHT MHMLMan13aLmm sKCneprMeHTa Co34aeTcs ABe rpynmbl Takvm

06pa3oMm, UYTO 30HbI X CBS3N He NepecekaroTcs, C1e0BaTe/lbHO, MOXHO rOBOPUTL
0 /iBYX M30NIMPOBaHHbIX NoArpynnax. Kaxaas rpyrna 3HaeT 0 Hainunm AByx

Lieneit, KOTOpbIX CledyeT AOCTUTHYTb.
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Mexay BTC NpoBOAUTCS ayKLMOH, B XO/4e KOTOPOro ornpezensercs Crncok

BTC, nepemeLyatoLmxcst K Lensm. Vicxoasa 3 nocTynata 06 N3011MpoBaHHOCTY
BTC, MOXHO yTBepXAaTh, UTo kKonnyectso BTC, gocTurumnx uenei, byaet

6onblue, Yem TpeboBanoch.

NS cpaBHEHVISt MOAXOAO0B Ha YCTOMYMBOCTL K BO3HUKHOBeHWO CIVB

yactb BTC by/eT 3ameHeHa Ha HapywnTene - BTC, BegyLumx cebs Kak
HopMasnbHble BTC, HO nepejatoLLyX NOXHYH HbOopMaLmio o cebe 1 06
oKpyxatoLLeii cpege.

MpeAnoNnoXunM, UTo Kaxablii HapyLunTenb panbcnduumpyet 1Mo

MNHGOPMaLMIO O PACCTOSIHWM A0 Lenw, IM60 MeHsIeT TPaeKTOPWIO ABUXEHUS noc/ie
Bbl6opa Lenw. OcTanbHble YaeHbl Fpynmbl MOryT 06HapyXUTb HapyLleHve npu
MOMOLLM CEHCOPHbIX YCTPOICTB. ECI HapyLLeHe 3akntoyaeTcs B
npeAocTaBieHN NTOXHOR MHPOPMaLIK O PaCCTOAHMM A0 LieIn, TO PeRTUHT
penyTauun/foBepust cHxkaeTcs. CnegosatenbHo, BTC He ByaeT HanpasnieH K
Lenw. [lpyroii TMN HapyLuvTenel, KOTOpbIA NPeAoCTaBAseT NOXHYH MHPOPMALIO
0 TPaeKTOPVN ABVKEHVIS, MOXET BbITb 06HapYXKeH ToNbKO Npwu ABuxeHun BTC go
Lenu. B Takom ciyyae, MOXeT He 6biTb BO3MOXHOCTW COOBLLWTL OCTaBLUMMCS
YneHam rpynmbl 0 HEOBXOAVMOCTY HanpasneHus Apyroro BTC k Lenw.

Ans cpaBHeHUs afekBaTHOCTV MPYMEHEHVS TNo6anbHbIX U NoKaNbHbIX
rokasareneii Josepvis/penyTaLum BBeAeM JOMNONHUTENbHbIE YCI0BUS NMPOBeAeHNS
aKkcneprmMeHTa. MpeAnonoXmM, UTO Nocae AOCTVXEHVS NepBbIX Lieneit nepes
rpynnamu, pacrosaraloLmyMiCcs B MecTax BbINONHEeHUs Lienei, CTaBaTcs Ase
HOBbIE Liennt (Lien BTOPOro ypoBHS).

B pamkax nepBoi cepuu 3KCreprMeHTOB PAaCCMOTPUM CUTYyaLMto, NP

KoTopolt BTC-HapyLunTeNk NpeocTaBfeT HeBEePHYH HOPMaLO
OTHOCUTE/IbHO CTOMMOCTU AOCTVDKEHUNA UM LieNn. Takum o6pa30M, HapywuTenb
MOXET MOYUUTb BO3MOXHOCTb OTMPaBUTLCS K LIeIN, He UMes 418 3TOro
06beKTUBHbIX NPeANOCkINOK. Takke NpeAnonoxmum, Yto BTC-HapyLinTens

OCYLLIECTBNSET ABMXKEHME A0 Lienn Aaxe 6e3 Ha3HaueHs ero Ha 3Ty uenb. Vicxoas



M3 3TOro NpeArnosioxKeHNsa n q)aKTa onpezeneHns A4ByX HOBbIX Leneii nocne
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JAOCTVIKEHVS HaYalbHbIX, MOXHO FOBOPUTL O MOTEHLMaNbHOW YCrewHoCT
BbINO/IHEHUS aTaKW Ha LieNn BTOPOro ypoBHs. PacnonoxeHune BTC-HapywmTens B
061aCcTI LeIN He YYUTLIBAETCS NpU onpejeneHnn BoiNoNHEHNS LieNn Ha OCHoBe
Konuyectsa uncna bTC.

Ha ocHoBe NpoBeAeHHbIX SKCNepUMEHTOB 6blAV  MOJyYeHbl pe3ybTaTbl,
npejcTaBieHHble B TabnvLe 1.

Mokazatens

Llenu nepsoro ypoBsHsi

Lienu BToporo ypoBHs

(6e3 meToza

nnaBatoLLero LieHTpa)

3HaueHwue (%) 3Ha4eHwe (%)

CpeAaHas NoTpebHOCTb Lenn B

po6oTax

55

MpoLeHT 06HapYXeHHbIX

HapywmTenein

100304

MpOLeHT 3KCNeprMEHTOB ¢

Lensamu, rae npoLeHT poboTos

6bIN HegoCTaToueH

0753

MpoueHT HegoCTatoLLMX ANS

LOCTUXKEHVst Lieneli poboToB

0693

Tabnuua 1. PesynbTaTbl NPOBeAEHNS NEPBO Cepum SKCNepUMEHTOB

Kak B1uaHO 113 Tabnuusl 1, Lenn BTOPOro ypoBHs OCTatoTcsA

HeBbINO/IHEHHbBIMU B 60NbLUNHCTBE CyYaes, T.K. AOLUeALLNe A0 Lieneii nepBoro
ypoBHs 5TC He N03BONAIOT NPOBECTU aJleKBATHYHO OLIEHKY CBOVIX AeNCTBUIA Npun
NMoMOLL NokasaTeneli oBepus 1 penyTaumn. HeBepHoe npeAcTaBneHne 06
YPOBHSIX J0BEPUS 1 penyTaLmy NPUBOAUT K TOMY, 4TO okono 70% BTC-
HapyLuMTeneii ocTatoTca He NAEHTUPULIMPOBAHHBIMU.

[Ans peleHns 3Toli Npo6aembl NCMNOb3yeM NOHATUE NONNLEACKIX

y4acTKoB. B npeAnaraembix sKcriepyuMeHTax noavuelickne 1cnonb3yrTcs B
KayecTBe 3/1eMeHTOB, ONpeAensoLLMX 3Ha4YEHNS A0BEPUS 1 penyTauun Ans
Kaxzoro BTC, HaxoAsLLEerocs B X 30He OTBETCTBeHHOCTW. [loc/ie onpeaeneHus

r/aHa BbIMOJIHEHVIS Lienin 1 06Hapy>keHUst HapyLuvTenel, BTC HaunHatoT
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ABWKEHWS, B Xo4e KOTOpOI’O MEHSAKT CBOK I'IpVIHaA/'Ie)KHOCTI: K TOMy nnn VIHOMy
nofnLenckomy y4acTky. Monnuenckmii, B 30Hy OTBETCTBEHHOCTM KOTOPOro
sowen bTC 3anpaluvBaeT MHGOPMALIMIO O ero J0BepUn 1 penyTaLumn y
NMOAMLENCKOro, OCyLLeCTBMBLUEro pacyeT 3TVX AaHHbIX Ha NepBoM 3Tane. Jaxe
npu yCIoBUW NpejoCcTaBneHnst BepHo nHopmMaLmmn BTC-HapyLuviTenem Ha
BTOPOM 3Tarne BbIMONHEHNS IKCNEPVMEHTa, MOAVLENCKNI He ByaeT yunTbiBaTb ero
npu onpejeneHny NNaHoB Mo BbINOJHEHWIO Lienel. PesynbTaTbl NpoBeAeHNUS
BTOPOI CepUn 3KCNePUMEHTOB NpeACTaB/eHbl B TabauLe 2.

Mokazatens

Llenn nepsoro yposHs

Lienu BToporo ypoBHs

(c meTog0M

nnaBatLLero LieHTpa)

3HaueHwue (%) 3Ha4eHwe (%)

CpeaHss NoTpe6HOCTbL Lenun B



po6oTax

55

MpoLEeHT 06HapyXXeHHbIX

HapywuTenen

100 100

MpOLIeHT 3KCNepUMEHTOB C

Lensamu, rae npoLeHT poboTos

6bI/1 HegoCTaTOUEH

00

MpoueHT HegoCTaLWVX ANs

JLOCTUKeHVst Lieneii poboToB

00

Tabnuua 2. PesynbTaTbl NPOBeAeHNS BTOPOA Cepun 3KCNeprMeHTOB

Mo pesynbTaTam BTOPOV CEPUM SKCMEPVIMEHTOB  MOXHO rOBOPWTL O TOM,

uTo yrpo3a y4actvisi B naaHax o BbINMONHEHWIO Lienei po6oToB-HapyLuvTeneii
HeiTpanu3osaHa. CnefoBaTenbHO, 6YAYT BbIMONHEHbI BCe Lienn, Npu
1CMoNb30BaHUM NMOANLIEACKHX.

Mcxoas 13 npoBesieHHbIX 3KCNepUMeHTOB, MOXHO roBOPYTL 06

YCMELUHOCTV NPUMeHeHUs NOAX0/Aa, OCHOBAHHOIO Ha MOMNLeCKVX ydYacTkax ANs
peanusauunn Mex3oHanbHoi noaunTtykn Ub. Mpy ero Mcnoiib3oBaHMM MOXHO He
TONIbKO MUHMW3POBAaThH yu.|,ep6 OT peanvsaunu yrposbl, HO 1 MOJIHOCTbLIO

HenTpann3oBaTb BO3MOXHYHO yrpo3y. KpoMe Toro, BO3MOXHO 1CMOb30BaHne
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NOAVLENCKNX He TONBKO B KayecTBe 3/1eMeHTOB, obecrneynBsarowmx UMb, Ho 1 B
KayecTBe 3/IeMEHTOB, CornacyoLlyx rnaaHbl No BbINO/IHEHUIO L[e]'le?l, 4TO NpunBeejeTt
K YMEHbLUEHWI0 CyMMapHbIX 3aTpaT pO60TOB Ha BbINOHEHWe NOCTaBNeHHbIX
Lenen.

Takum obpasom, LIB3 (nonuueiickre) No3BONSIOT yBeNNUYNTb

NpOAYKTVBHOCTb NMPUMEHEeHVst MeToAa AoBepusi. Kpome Toro, AaHHbI MOAXOA
no3Bo/AeT MPOAEMOHCTPVPOBaTL NPOAYKTUBHOCTL MPUMEHEHA
LIeHTPaNM30BaHHOr0 NOAXOAA K OpraHm13aumm cuctembl. Of4HaKo B TakoM ciydae
NOSIBNISIETCA PUCK BO3HVKHOBEHUS HapyLleHuii UMb B KpUTUYeCckoMm aneMeHTe
cncTeMbl - NonvLeinckomM. MeToz BpeMeHHO LieHTpanmnsaLvmn no3sonsert
MUHUMM3MPOBATL PUCK NpoBeAeHNs atakun yepes LIB3. MNMposepka
NPOAYKTUBHOCTU NPUMEHEHVS MeTO/a BPEMEHHOI LiegHTpanunsaLmmn npejnaraercs
NPOBECTV Ha OCHOBE 3MMUPUYECKMX 3KCMePUMEHTOB. Ero oTanuuntensHow
0CO6EHHOCTBI0 OT MOAENM NONNLEVICKMX YHaCTKOB ABNSETCS OTCYTCTBME
Heo6X0AMMOCT CO3/JaHVs JOMONHUTENBLHON NHPACTPYKTYPbI (MOANLIEACKIX)
AN GYHKUMOHUPOBaHVIS METOAa.

Ha pvicyHke 34 npe/cTaBneHbl pesyibTaTbl CPaBHEHUS NPOLLEHTA OXHbIX
AeicTBuiA oT Trna aTaku ballot stuffing npy ncnonk3osaHuK noctosiHHOro LIB3 1

npv NCNoNb30BaHUN BpemMeHHoro LiB3.
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PricyHok 34. CpaBHeHVe NpoLieHTa N0XHbIX AecTBUIA rpynnbl BTC npu
BPEMeHHOM 1 MOCTOSAHHOM LIB3

Takum obpasom, B KoHTekcTe aTak ballot stuffing 6bina nokasaxa

3G PeKTVBHOCTb NPEANOXEHHOr0 MeToAa B COYETaHNM C MPeAIoXeHHbIM MeTOA0M
AoBepyis 1 penyTauuu. [1ns oLeHKn 3GGekTUBHOCT MeToa BpeMeHHON
LeHTpanmsaunm npu nposefeHnn pasainyHbIX atak NpoOBOAATCHA aHaNoryHble

3KCNePUMEHTLI MO HaYa/IbHbIM YCI0BUSAM, HO C pa3HbIM MoBeAeHeM AMBEPCAHTOB.
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PuricyHok 35. CpaBHeHMe NpoLieHTa IOXHbIX AecTBUiA rpynnbl BTC npu
Pas3NNYHbIX aTakax

Ha pucyHke 35 NpoeMOHCTPYPOBaHbI pe3y/bTaTbl aHaAn3a



NpoAyKTUBHOCTV MeTo/a A0BepUs 1 penyTaumu. MNposedeHrie UMUTaLMOHHOMO
MO/e/MPOBaHNA NO3BONSAET OLeHUTL aNrOPUTMIYECKYHO Pa3peLlriMoCTb 1
NPOAYKTVBHOCTL NPeANoXeHHbIX MeToA0B. OfHaKo TpebyeTca nokasaTb
paspeLuMMOCTb 1 MPUMEHUMOCTb AaHHbBIX MeTOA0B 1 MoZeneli B paMkax
dU3NYECKNX YCIOBUIA.

4.3 Peanusauyis Mogenu 3almiLeHHOro MHGopMaLMoOHHOro B3aMoAencTems
rpynmbl 6€CrMNOTHBLIX TPAHCMOPTHBIX CPEACTB

I'pynna bTC B KOHTEKCTE 3a4aum nepeceyeHns nepekpecTtka oOTANYaeTcs ot
06bI4HOro npmeHeHns BTC HaknagelBaeMbiML NpasunaMmu. K Takim npasunam
MOXHO OTHECTU: ielAiCTBIIS MO Pa3NNYHbIM CUrHanam cBeTopopa, ABUXKEHUS

COrnacHo 3Hakam npuoputeTa n 7.4. B obLem cnyyae, Takyro CMcTtemMy MOXHO
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npeactaBuTb kak = {0,..., |}, rae ={0,..., } - MHOXecTBO npaswn,

yCTaHaB/IMBaeMbIxX OKpY>XatoLLei cpeioi.

[ins 6onee nonHoro npeActaBneHNs o6 ynpasBneHUy nepeceyeHnem
rnepekpecTkoB aBTOMOBUAAMY CiedyeT onumcaTh 06LLY CXxeMy opraHusaummn
B3aMMO/eNCTBIS YHaCTHUKOB ABVKEHMS. PacCMOTPUM CesytoLLyto cUTyaLuio:
MIMEeeTCs NepekpecTok ABYX A0POT, Ha KaX/0/ 13 KOTOPOI BO3MOXHO ABVKEHNe B
0be CTOpPOHbI (BCTpeyHoe 1 nonyTHoe). Cxema Takoro y4yacTka foporu
npeAcTaB/ieHa Ha pucyHke 36.

PricyHok 36.Cxema opraHv3aumm ABKeHNS Ha nepekpecTke

B xoe ABVXeHMS OT Havana Joporu A K ee KOHLLy, aBToMobun,

Bbl6paBLUVie MOA06HbIV MapLUPYT ABUXEHWS, By/yT NepecekaTb NepekpecTok C
Aoporoii B. Mpwu pacnpejeneHHOM ynpasaeHnmn nepeceyeHnemM nepekpectkos
aBTOMOBUAVN ByAYT 06beANHATLCS B HEKOTOPYHO Ko1nabopaLuio B onpeAeneHHbli
MOMEHT BpemeHW. [peAnonoxunM, 4to gopora A ABnseTcs Habopom
3/1eMeHTapHbIX y4acTKoB MecTHoCTY (3YM) {0,..., }. MepekpecTok ¢ goporoii
HaXoAMTCA Ha ydacTke MecTHOCTI,0 < <. MakcMMansHO AonycTMas

CKOPOCTb Ha lopore A paBHsieTcs S. /15 BO3MOXHOCTV 6€30MacHOro CHUXEHNS
CKOPOCTY BMOTb A0 MOHOW OCTAHOBKWN aBTOMOGWS, ABVXYLLETOCs C
MaKCMManbHOW CKOPOCTbI0, HEOBXOANMO yCTaHaBAVBaTh B3aMOAeNCTBIMe C
APYTVIMU @aBTOMOBWISIMI C TOFO MOMEeHTa BpeMeHWU, KOrAa aBTOMO6UNb HaXOANTCS

Ha 0CTaTOYHOM PacCToAHMMN AN 6e30MacHOro TOpMoXKeHUs. NpeanonoxmM, 4To
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Ha Kax/J0M CnejytoLlem Lware aBToMo6u/b MOXeT CHMXaTb CKOPOCTb Ha 1
eAnHULY. Moa06HBIN NOAXOA ABNSETCA 5KBUBANEHTOM MIABHOTO TOPMOXEHMA.
Takunm o6pa3om, HeobxoAnMO s+1 Laros As NMOSHOW OCTaHOBKM aBTOMOGUNS.
MonHbIV NyTb TOPMOXEHMA 3aiMeT B Takom cydae (+1)

2+ 1 anemeHTapHbIX

y4acTKoB MeCTHOCTV. B npriBegeHHOM Ha pucyHke 31 npumMepe aBToMO6UAM
AO/KHBI HauVHaTL NPOoLecc B3aMOAeNCTBIS C APYrMU aBTOMOBUASMY B TOT
MOMEHT, KOT/ja OHW HaxOAATCA Ha y4acTke MecTHoCTy — (+1)

2 +1.Bkavectse

AONYLLEHVA NpeAnoiaraeTcs, YTo Kaxblii aBTOMObBWU/L HauMHaeT KOHTAKT C
APYriMy B 3TOT MOMEHT BpeMeHW, He CMOTPS Ha CBOKO CKOPOCTb ABVXKEHUSA.
Kpome Toro, kaxablit BTC, CHU3MBLLMIA CKOPOCTb MO KakMM-11M60 NpryrHaMm,
CTapaeTcs yBeMUNTL CKOPOCTh A0 MakCMMabHO paspeLleHHOro 3HauyeHns npy
OTCYTCTBMMN 06BEKTUBHBIX 06CTOATENBCTB, MELLALLMX 3TOMY. Of4HUM 13
orpaHvyeHwii ABNSIeTCA NPOXoX/AeHVe NoBopoTa. JBrKeHvie Npy noBopoTe
OCYLLIECTBAIRETCA COrNAcHO PUCYHKY 37.

PricyHok 37. CxeMa BbINONHEHMS NOBOPOTa U AOMYCTUMbIX CKOPOCTEN Npu
ABvxeHun BTC

Takunm 06pa3oM, CKOPOCTb Ha y4acTkax MeCTHOCTY, BXOAALLVIX B

TPaeKTOPUIO BbIMOJHEHVISi TOBOPOTA, paBHsieTcs 1. VICX0As 13 pucyHka 35,



ckopocTb 5TC B MOMEHT BpeMeHH t He MOXeT 0T/IM4aThbcs oT ckopocTn BTC B
MOMEHT BpeMeHW t-1 6onee, Uem Ha 0avH DYM 3a AnCKpeTy BpeMeHu. Ha ocHose
npeAcTaBneHHbIX NPUHLMMNOB, kaxaoe BTC onpeaensieT xenaemblii MapLLpyT
CneoBaHWA, rAe HauanbHbI 3YM - MecTo Bble3aa aBTOMO6WNA B 30HY
nepekpecTka, a KOHeuHbIli - kenaemoe KoHeuHoe nosoxeHvie bTC B 30He
nepekpecrka.

Koraa B 30He nepekpecTka HaxoamUTcs Heckonbko BTC, TpebyeTcs

onpeaennTb Takne MapLIpyThl Cief0BaHNA Kaxaoro bTC, npy KOTOPOM He
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Npowu30iijeT CTONKHOBEHME TPaHCMOPTHbIX CPeACTB. Toraa, noc/ie NoCTpoeHNst
XenaeMblx MapLIPYTOB /19 BCeX TPAHCMOPTHbIX CPeACTB, MPOVCXOANT
onpeaeneHve KOHGAMKTHbIX CUTyaLWii - MOMEHTOB BpeMeHM, Koraa ABa unm
60n1ee aBTOMO6UNEN 3aHUMAIOT OAWH 1 TOT Xe y4acTOK MeCTHOCTU. ANropUTM
onpezeneHns KOHGAVKTHbIX CUTyaLMiA MPOMCXOANT CieayoLLM 06pa3om:
cnyyaliHbiM 06pa3oM BbIBMPaETCA OANH 13 MapLUPYTOB aBToMobuNel
Konnabopawuy, MPONCXOANT NO3TanHoe CpaBHEeHMe BbIGPaHHOro MapLUpyTa co
BCEMW OCTaNbHbLIMY, EC/IN Ha KaKOM-TO Lare y4acTki MeCTHOCTU COBMajaloT,
AAaHHbI Y4aCTOK 3anNuCbiBaeTCs Kak KOHPAUKTHBIY, @ BpeMst HacTyrnaeHms
3aMoMVHAETCA, MPY 3TOM, AanbHelLWniA NOUCK KOHGANKTOB ANS AaHHON Napbl
aBTOMObWNEN NpekpaLlaeTcs. AHaNorvYHbIM 06pa3oM NPOUCXOAUT CPaBHEHME U
MOVCK KOHGAVKTOB A5 BCEX OCTABLUVXCS YHaCTHIUKOB. [Py HaXoXAeHN
KOHGNNKTA, BO3HVIKatOLLLEro B 60/1ee paHHNUI I MOMEHT BpeMeHM, AaHHbI KOHGAMKT
ABNAETCA MPUOPUTETHBIM A/1A PeLLeHNs, a OCTa/lbHble KOH¢HMKTbI He peLwlarTca
/10 MOMEHTa peLLeHs NepBOro BO3HMKLLEro. Mocae 3Toro NoBTOPSIeTCs anropuTM
nowvicka KOHPAUKTHBIX CUTYaLWiA 0 MOMEHTa MOIHOFO OTCYTCTBUSA Takux
cUTyauuii.

ANropuTM paspeLleHnst KOHGAVKTHBIX CUTyaLmii NpeacTaBiseTcs

VHTYUTVBHO MOHATHLIM - B 06LLieM Cyyae, Kax /bl 13 aBToMobuneit AomkeH
nepecTpouTb CBOW MapLLPYT, NCXOASA U3 CHVXXEHWUSA CKOPOCTU ABVXKEHUS. B
pesynbTaTe NpUMeHeHUs Takoro Noaxo/a noayvaeTcs ABa BO3MOXHbIX Bap1aHTa
npoesza. Mocsie 3Toro Kaxabli 13 NoNyYeHHbIX BapyaHTOB NPOBEPSeTCa Ha
Hannuvie KOHGNKTOB, U NOZOBHas 3aava pellaeTcs Ans Bcex. CTOUT OTMETUTb,
UTO ZJaHHbI BapyiaHT ABSIETCA O6LLMM, T.K. BO3MOXHA CUTYaLsi, NPy KOTOPOWA
OAMH 13 aBTOMOBUNEN ABVXETCS BepeAmn APYroro, HO C MeHbLUeli CKOPOCTbHO,
TOrAa eAMHCTBEHHbBIM BapUAHTOM PeLLeHUs 3a4a4n ABASIETCH CHKEHVIe CKOPOCTU
BTOPOro aBTOMO6W/IA 0 CKOPOCTU MepBoro.

HaxoxaeHne onTUManbHbIX MapLIPYTOB (MapLpyToB 6e3 KOHGNKTOB)

MOXET bbITb npeAcTaBneHo B BUAE OPNEHTUPOBAHHOTIO AepeBa, rae Kaxaasa

BepLUVHa ABASeTCH HabOPOM MapLLPYTOB BCeX YHACTHMKOB CUCTeMbl Ha KaXA0M
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Lare BbIMO/HEHUS aNropUTMa Mo HaXOXAeHWI0 6eCKOHGANKTHBIX NyTel.
KoHLeBble BepLUMHbI TAaKOro Aepesa cogepxkaT 6eCKOHGANKTHBIA nnaH
nepeceyeHyis nepekpectka Bcemm yu4actHmkamm. O6Lmii Big nogobHoro Aepesa
npeAcTaB/ieH Ha pucyHke 38.

PricyHok 38. O6Lmii BUA AepeBa, COCTaBNEHHOIO 13 KOMBVHALMIA BO3MOXHbIX
MapLUpyTOB aBTOMO6UNEN

Mpv UCNONB30BaHMM AaHHOTO NMOAX0/A PELLeHNA BO3HUKAOLLX

KOH(NNKTHBIX CUTYaLWIA, BO3MOXEH aNbTepHATVIBHbIV NyTb Nouncka
6eCKOHGAVIKTHOrO Npoesja nepekpectka Bcemn MallvHamu. MpeAnonoxum, B
HeKOTOPbI MOMEHT BPEMEHV Ha nepekpecTke NOSB/IAETCA HOBbIVi aBTOMO6Ub,
paHee He y4aCTBOBaBLUWIA B ONpeAeneHN MapLUPYTOB ABVKEHUS. Ha TekyLii
MOMEHT BPeMeHW, Ha NepeKkpecTke HaXoANTCS N aBTOMo6UNel, co3AaBLUMX
6e3onacHbIi NnaH Npoesza nepekpéctka. MoseneHve HOBOro aBToMo6VNA B

obLLeM cyuae TpebyeT NOCTPOEHUS Takoro e AepeBa MapLLPYyTOB, KakK



NpeACTaBieHo Ha pUcyHKe 38. OAHaKO NPV MOCTPOEHUM MapLLPYTa C y4ETOM
BO3HUKaAKOLWMX KOHq)I'II/IKTOB TOJIBKO A/19 HOBOIO y4acTHWKa KOﬂﬂaGOan.VlVl MOXHO

COKPATUTb KONMYECTBO NepecTPOeHMii MapLLPYTOB A0 YKa3aHHbIX Ha pucyHke 39.
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PuricyHok 39. CokpalleHvie BO3MOXHbIX KOMBUHaLMiA BapuaHTOB npoesja npu
afanTaLmm MapLUIpyTa NociefHero NpUCcoeANHMBLLEroCs aBTOMOGUNS

Takum 06pa3oM, Takoli MOAX0/ NO3BOSET 3HAUUTEIbHO COKPATUTL

Tpebyemble BbIUNCNTENbHbIE MOLHOCTY, HO He MO3BO/SeT paboTaTk CO BCeMU
BapuaHTaMy Npoesja NepekpecTka, YTo MOXeT NPUBECTM K 3HAUNTE IbHbIM
notepsim B 061acTvi 3peKTUBHOCTY Npoesja nepekpecTka.

Mccneays BO3MOXHbIE KpUTepum Beibopa ONTUManbHOro MapLupyTa, 66110
onpeAeneHo, YTo OCHOBHbIE KPUTEPUM MOXHO PasAenvTb Ha Tpu 6o/bLUne
rpynmbl, NCXOASA 13 OCHOBHbIX MapamMeTpOB, 3a/10)KeHHbIX B JaHHbIX KpUTepusix. B
o6LLeM Bre AaHHbIe rpynmbl MOXHO NPeACTaBUTL CledytoLyiM 06pa3om:
KpuTepun, 6asmpytoLmecs Ha CKOPOCTHBIX XapakTepucTukax

aBTOMO6UNelt Konnabopauuu;

KpvTepuw, 6a3mpyrolimecs Ha BDEMEHHbIX XapakTepucTuKax

ZBUXXEHUs aBToOMobuUNe;

KpvTepuw, 6asvpytoLmecs Ha xapakTepucTyikax notepb B

HpOIZAeHHOM PacCTOAHNN OT CHVDKEHUA CKOPOCTV Npn ABVXEHNN aBTOMO6UNEN.
AN pacCMOTPEHWS Kax/0ii 13 rpynrbl KpUTEpUeB cieayeT yTOUHUTL
HeKOoTOpbIe MOHATYS, MCMOoNb3yeMble B AanbHelem. Bce xapakTepucTuku
ABVXXEHWSA aBTOMOBUNS, y4acTBYHOLLLEro B NMpoLjecce yTOUHeHWs MapLUpPYTOB,
MOXHO pa3zennTb Ha xenaemble 1 pakTnuyeckue. Xenaemble XxapakTepucTukm -
XapaKTepyCcTUKK, MPUCYLLE ABUXEHWIO TPAHCMOPTHOO CPeACTBa NPV yCI0BUN
OTCYTCTBUS APYrviX aBTOMObUNeN Ha nepekpecTke. PakTuyeckme xapakTepucTukm
- XapaKTepuUCTVKK, MpUCyLLe ABVKeHVeM aBTOMO6Ie nocie cornacoBaHus
MapLpyTa C ApYrvIMy y4acTHUKamuy J0POXKHOTO ABUxeHWs. CKopocTk, Bpemsi
NPUCYTCTBUA Ha NepekpecTke 1 HEKOTOPbIe MPOCTPaHCTBEHHbIE XapaKTepuUCTVKM
MOTYT 6bIThb Kak GpakTUUeCcKMU, Tak 1 xenaemMbiMy. Mpn oTCyTCTBAN
HeobXxoAMMOCTV NepecTpaviBaTh MapLUPYT B COOTBETCTBUN C 6@CKOH(INKTHBLIM
BapMaHTOM NepecTpoeHusi NoApasymMeBaeT coBrazeHne GakTUUecknx 1 xenaembix

XapakTepucTuk.
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MepBas rpynna KpUTeprieB OCHOBbLIBAETCS Ha CKOPOCTY ABUXEHUS

aBTOMObUNeN B Konnabopauum. bazoBoil xapakTepuUCTKO ABASIETCA CKOPOCTb
ABVIKEHWA TPAHCMOPTHOrO cpeAcTBa. OCHOBHLIMU paccMaTpUBaeMbIMU B AaHHOM
cTaTbe Kputepmnamun n3 AaHHOIﬁ rpynnel 6yAyT ABNATLCA Cnejyroujme asa
KpuTEpUs:

1. CpeaHsa dakTnyeckas CKOpPOCTb ABUKEHUS aBTOMObUNe;

2. CpeiHAs pasHMLa Mex/y Xenaemoli 1 GakTU4eckoin CKopocTkHo.

MepBbIi KPUTEPWIA HaNpaBneH Ha MaKCUMI3aLMIo CKOPOCTb CpeaHel

CKOPOCTW /|BVKEHVIS, BTOPOIA KpUTEPUIA HanpaB/ieH Ha CHUXXeHWe KonnyecTsa
3ameaneHuii aBTomobuneli B konnabopauum. CyTe BTOPOro KpUTEPUS CBOAUTCA K
MUHUMU3ALMN 3MEHEHU B CKOPOCTU ABMXKEHUSA TPAHCMOPTHbIX CPEACTB.
BTopas rpynna kputepvies Hanpas/ieHa Ha ONTUMI3aLMio B 061acTu

BpeMeHHbIX XapakTepucTuk ABrxXeHus aBToMobuneit. OCHOBHbIMU BblaensieMbiM
KpUTEPUAMU 3/eChb ABNSOTCS:

3. CpesHee pakTnyeckoe Bpems HaxoxaeHVs aBToMobunein Ha

nepekpecTke;

4. CpeaHee Bpems ABUXXEHUS aBTOMOBUNS He € XeNaeMoii CKOPOCTbHO.
dakTnyeckoe BpeMs HaxoX/AeHUA Ha NepekpecTke NO3BONAET OLIEHNTD,
HaCKONbKO 0O MaLLUVHbI 3a4ePXVBatoTCs Ha NepekpecTke B abCOMOTHbIX
yricnax, a BTOpPOii KpUTepuii No3BonsieT paboTaTk C OTHOCUTENbHBIMU 3HAUYEHUAMY,

Kacarowmmunca pa3l'IVIHVIVI MeXAy XeflaeMbIM U peanbHbIM BpeMEHEM npoe3ja.



TpeTbs rpynna KpyTepreB HanpasaeHa Ha BbIGOP NiaHa Npoes/a, UCXoas 13
noTepb B PaCCTOSHWM, KOTOPOe aBTOMOGU/IN He MPOLLN 113-3a BbIHY>XAEHHOO
CHVKEHUSt CKOPOCTU:

5. CpefiHWe noTepw B MPOMAEHHOM PacCTOSHWN B MepecyeTe Ha O4HY

€AVIHULY BpeMeHU;

6. CpefiHue noTepyt B NPOAEHHOM PAcCTOSIHWM U3-3a CHYKEHWS!

CKOpOCTe.

KpuTepum AaHHO rpynnbl HanpasaeHbl Ha BO3MOXHOE COKpaLLieHe

M3AEPXKEK OT CHIKEHNA CKOPOCTU ABVKEHUS. ﬂepBbIVl KpVITEpMVI no3BosisieT

133

paccunTaTh Ce6eCcToNMOCTb Kax/aovi 3a1epXKM, BbIPaXKEHHON B BEANYMHE He
NPONAEHHOro MyTu (PasHMLEA MeXy paccTosHVEM, KOTOPOe MOr/o BbiTe
NpeoAoNeHO NPU YCNOBUW ABVKEHNS C MaKCUMabHOM CKOPOCTLIO, U
paccTosiHuem, KoTopoe 6b110 NPOoNAEHO B peasnbHOCTL), B TO BPeMs Kak BTOPOW
KpUTEPWiA HanpaBaeH Ha MVHMM3aLMIo 06LLIEN CyMMbl NOTEPb KaXaoro
aBTOMOGUNSA.

[na cpaBHeHVs PaboTbl MOZENN NPV KaXA0M 13 KpUTepres onpeaeneHsbl
nokasatenu 3¢p$eKTVBHOCTY, KOTOPbIE MO3BOAT OLEeHUTL Pe3ynbTaTbl
NPVIMEHEHS Pa3IMYHbBIX KpUTEpUeB.

BasoBbIMy SBNAKOTCS cnejyroume nokasarenn pa60TbI CcncTemsbl:

1. CpeaHsist CKOpPOCTb aBTOMO6UNEl;

2. CpesiHee BpeMsi HaXoXAeHUA aBTOMObWNS Ha NepekpecTke;

3. KonmyecTBo BblexaBLUVX B 30HY A aBToMobunel;

4. KonnyecTBo aBTOMOGWINIEN, HAXOAALLIMXCS B OYepeav ANS Bble3ja B

30HY A

5. KonnyectBo aBTOMOGMNENA, 3aBEPLUMBLLMX NPOe3/ nepekpecTka.
Vcnonb3oBaHve aHHbIX NokasaTesieil Mo3BOUT He TOIbKO OLeHWTb, Kak
6bICTPO aBTOMOBMNN NepecekatoT NepekpPecTok, HO 1 ONpeaenuTb ANHY O4Yepesn
13 aBTOMO6UNENA, eLle He BCTYNVBLUVX B 30HY Konnabopauuu. PesynbTaTbl
NPVIMEHEHUS Pa3/INYHBIX KPUTEPVIEB NPV OpraHn3aLmn JOPOXHOTO ABUXKEHUS Ha
ocHoBe K®C npejcTaB/eHbl B TabnuLe 3.

Tabnuua 3. PesynbTaThl NPVIMEHeHWs Pa3INYHbIX KpUTepres

B xoae VB, anemeHTbl 06MeHVBaoTCA MHOPMaLiei 0THOCUTENBLHO CBOEro

COCTOSIHWA 1 COCTOSHUS OKpYXKatoLLiel cpebl. PaccmaTpriBas ynpoLLeHHbIN
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MOAXOZ ANSt MOAGNVPOBaHWA, CBeAeHMs 06 OKpY>XKatoLLIeit cpe/e He BXOAAT B
CNNCOK NepezaBaemoii MHGopMaLuY, T.K. JaHHOe OrpaHYeHe He CHIDKaeT
KOPPeKTHOCTb MPOBepKY paboToCNoCO6HOCTI NPeA/IOXKEHHbIX METOAOB 3aLLNTbI
VB.

Mogenb 3awmierHoro VB rpynnel BTC, npeanoxeHHas paHee, TpebyeT
onpezeneHuns 610K0B VHOPMaLWK, MO KOTOPLIM ByAeT NPONCXOANTL
onpejeneHvie ypoBHS 0BepYs 31eMeHTOB CCTeMbl. VIHpopMaLuio B JaHHOM
cnyyae MOXHO NpeACTaBUTh B BUAE CejyroLLero Habopa 6710k0B:

1. NgeHTnukartop 6TC

2. TekyLLye KOOPANHAaTbI

3. Xenaemble KOHeYHble KOOpAWHATbI

4. Xenaemasi CKOPOCTb ABVKEHNS

5. Bpewms Bble3/a B 30Hy Konnabopauyn

6. ONUMOHAaNLHO ~ MapLLPYT Cel0BaHNs

Moz06HbIN HAa6OP AaHHBIX B MOMEHT 06MeHa No3BosieT obecneynTb
aBTOHOMHOCTb Pa3paboTky NaaHa ABUXKEHUA KaXA0ro aBToMobuns n
obecneyrBaeT BO3MOXHOCTb KOHTPO/A Haj ABVXKeHUEM ApYyrnx y4acTHNKOB
Konnabopauuun. MapLupyT cnejoBaHUs aBTOMO6WAS He ABAsieTcs oba3aTenbHOl

YacTbto NMepesaBaemMblX JaHHbIX, T.K. aBToMO6UAN CTPOAT CBOV MapLLPyThbl MO



3apaHee V3BeCTHbIM NPYHLMNAaMm. Mpy 3TOM NepecTpoeHHbIN B onpeeneHHbI
MOMEHT BpeMeHU MapLLPYT 1 NPUHATLIV BCEMU yYaCTHUKaMK konnabopauuu,
JOMKEH 6bITb NepeaH ApYrviM yuacTHVKam. B Takom cnyyae, nokasatens
NCTVHHOCTL BYZET NPoBepATbCA Ha 6 OCHOBHbBIX 6/10Kax MHbOpMaLMK.

B KOHTeKCTe NpeAnoXeHHON B pa3gene 2.5 Mogenn 3alyiieHHoro VB

rpynnel BTC Tpe6yeTtcs onpeaenutb GyHKLMIO NPUHAANEXHOCTI A5
onpeseneHwvis LIB3 Ans MeTosa BpeMeHHO LieHTpanusaumn. BHayane Tpebyetcs
pasgenntb CUcTeMy Ha NoOACUCTEMBI. I'Ipe,qnaraemn MCNONb30BaTb NOHATUA
NPYHaANEXHOCTU AOPOTv U HanpaBAeHust 3Toi goporu. Takum obpasom, BTC,
HaxoAALLMeCs Ha OAHOI A0pOre, HO ABUTalOLLIMECS B Pa3HbIX HaNpaBieHUsX,

OTHOCATCA K Pa3/InyHbIM noAcmncreMam. Kpome TOro, aBTOMOGVI/]I/I, ele He
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BbleXaBLUVe Ha NepeKkpecToK 1 yxe npoexaBLuve NepekpecTok, Takxe OTHOCATCS K
pasHbIM nogcucTemam.

LIB3 npoBepsieT MHGOPMaLMIO Ha Hannyve HapyLLeHNii ceMaHTUYeckom
LenocTHocTy. Ecnm HapyLueHnii He o6HapyxXeHo, OH NepeAaeT Noy4eHHy
MHPOPMaLIMIO 3n1emMeHTaM CBoel nogcuctemsl. Mpu o6HapyXeHUW HapyLleHniA
LienocTHocTy, L|B3 npeanpuHMMaeT Mepbl Mo n3beraHunio CTONKHOBEHNI —
3a/epXuBaeT ABVKEHME 40 MOMeHTa Npoesza HapyLunTens. Takoli MOAXOA He
ABNAETCA CaMbIM 3¢¢beKTVIBHbIM, 04HakKo, ABNAETCA CaMbIiM 6e30MacHbIM C TOUKN
3peHUNs BO3SHUKHOBEHWS J0POXHO-TPAHCMOPTHbIX MPOUCLLECTBHIA.

Kak Tonbko LIB3 npoesxaeT nepekpecTok (Bble3XaeT Ha Hero), ocTaBLunecs
3N1E€MEeHTbI CUCTEMbI OMpPeAenstoT HoBbI LIB3 Ha ocHOBe NpeanoxkeHHow
dyHKLMM. Kpome Toro, NIPOBOAUTCS aHanm3 nosejeHuns npegrnonaraemoro LB
COrnacHo MeTogy AoBepusi. ECIM 3n1eMeHT MPOXOAUT NMPOBEPKY, OH CTAHOBUTCS
LIB3 1 HaumHaeT B3anMoaelicTBre ¢ Apyrumu LIB3. B ciyyae, ecim nposepka He
6blna Npoigera, BolbrpaeTcs cneayroLmii LIB3, koTopelii coobLyaet Apyrim LiB3
0 Hanuuun HapywmTens. Takum o6pasom, NpesioxXeHHas MoZeNb 3aLLMLLLEHHOTO
MB rpynnbl BTC 6blna NprMeHeHa B paMkax PeLleHns 3a4a4um nepeceyeHns

nepekpectka.
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3aktoyeHve

B anccepTauymoHHol pabote «Mogenn 1 MeTo/bl 06HapyXeHVs HapyLleHWni
LLeNoCTHOCTM MHOPMALMK B rpyrnax 6ecrimioTHbIX TPAHCMOPTHbIX CPEACTB»
dopmanmsoBaHa Mogenb GYHKLIMOHUPOBAHMS rpynnbl 6eCrMNoTHbIX
TPaHCMOPTHbIX CPEACTB, PaCCMOTPEHA NOCeA0BaTENbHOCTL AeiicTBriA BTC, npun
BbIMO/IHEHUM MOCTaBNEHHbIX Nepes rpynmoii 3agay. B pamkax npeanoxeHHow
mMozenn d)yHKLLI/IOHVIpOBaHVIH rpynnel 6eCnUNOTHBIX TPaHCMOPTHBIX CpeACcTB
pa3paboTaHbl MOAENW HapyLLUMTeNeit 1 MoAenb Yrpo3, COrNacHo KOTOPbIM
npeAnaraeTcs Mojesnb obecneveHns HGOPMaLMOHHO 6e30MacHOCTI rpynmbl
6eCnuNOTHbIX TPAHCMOPTHBIX CPEACTB.

OfHo 13 cocTaBAsOLLMX 0becneyeHVst MHPOPMaLMOHHON 6e3onacHoCTM
rpynnbl 6eCNNOTHBIX TPAHCMOPTHBIX CPEACTB ABNAETCA MOAE/Nb 3aLLVLLEHHOrO
NHPOPMALIMOHHOTO B3aMMO/ANCTBISA 6eCnMNOTHBIX TPaHCMOPTHBIX CPEACTB,
Mo3BO/SALLAS OLeHMBATL LIeNOCTHOCTL NHPOPMaLIK B MpoLiecce
GYHKLMOHMPOBaHNS chcTeMbl. Mozenb 3aLuLLeHHOro MHGOPMaLMOHHOro
B3aMMOZeNCTBISA 6a3npyeTcst Ha ABYX OCHOBHbIX METOAAX - MeToZ obecneveHns
NHPOPMaLIMOHHO 6€30MacHOCTM Ha OCHOBE COLManbHbIX MEXaHV3MOB 1 METOZ,
BPEeMeHHO LieHTpanmnsaumnm.

MeToz obecneyeHnst UHGOPMALMOHHON 6e30MacHOCTM Ha OCHOBe

coupanbHbIX MeXaHN3MOB NMO3BOJISIET OL|EHMBATL CEMaHTUYECKYHO LIeIOCTHOCTb Ha
OCHOBe aHasIn3a NoBejeHNs 6eCNNOTHBIX TPAHCMOPTHBIX CPEACTB U/Man
NPOBepPKYM AaHHbIX NPY MNOMOLLN UMERLLIMXCS CEHCOPHBIX YCTPOMCTB.

MeToz BpeMeHHO LieHTpanmn3aLmim no3BosisieT NCnob30BaTb

LI'eHTpal'IVBOBaHHbII‘/'I NOAXOA K opraHm3aumn VIHq)OpMaLLVIOHHOI'O B3aVIMOAeVICTBVI9|



6eCcnnNoTHBIX TPaAHCNOPTHbLIX CPEACTB A/1A peLleHnd 3a4a4 B MOMEHT BPEMEHW,
npuv 3TOM, B3aMOAeCTBIe 6eCNUNOTHBIX TPAHCMOPTHBIX CPeACTB OCTaeTcst

AeUeHTPann3oBaHHbLIM B Apyrie MOMEHTbI BPEMEHW, YTO MO3BOJISIET COKPATUTL
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PVICK peanvzauuu yrpos, NpucyLLMX LeHTpanvn3oBaHHOMY MOAXOAY K OpraHu3aummn
NHPOPMAaLIMOHHOTO B3aUMOAeCTBIS.

MpeanoxeHHast MoZeNb 1 MeToAbl 6bi anpo6rpoBaHbl B pamkax
MNMUTALMOHHBIX 1 dU3nYecknx Mogeneid. MposeaeHe 3KCNePYIMEHTOB B YCII0BUSX
MNMUTaLVIOHHOIO MOAENVPOBaHYIS MO3BONO OLIEHNUTL BEPOSITHOCTL KOPPEKTHOIO
06HapyXeHWs HapyLUeHW ceMaHTUYeCcKol LieNOCTHOCTU MHPOPMALIMOHHBIX
COOBLLEHWIA, a Takxke BEPOSTHOCTb BEPHOM OLeHKM 06bIYHbIX 3n1emMeHToB. Kpome
TOro, 66110 NPOBeAEeHO CPaBHEHVE BEPOSTHOCTY O6HaPYXeHVISt HapyLUeHWiA
CeMaHTUYeCKOo LieNIoCTHOCTM ANS CYLLIeCTBYIOLLIEro MeToAa obecrneyeHus
MNHPOPMaLIMOHHO 6€30MacHOCTM Ha OCHOBE COLMaNbHbBIX MEXaHU3MOB 1
NpeANIoXeHHOro.

Takum 06pasom, B AnccepTaLMoHHO paboTe pelleHa Hay4YHas 3ajaqa
paspaboTkn Mogeneli, MeToA0B 1 MPOTOTUMA NMPOrPaMMHOro KoMriekca
06HapyXeHVs HapyLLeHWiA LLenocTHOCTU NHpopMaLmm B rpynnax bTC 3a cyet
peanvsaumm BO3MOXHOCTY obHapyxeHus C[IVB, obecneunBatoLLmx nx
6e30mnacHoe MHPOPMaLMOHHOE B3aUMOoZencTBIe. TIpUMeHeHVe NPesIoXeHHbIX
Mogeneit 1 MeTOZAO0B NO3BONSIET MOBbICUTL YPOBEeHb 6€30MacHOCTV MHOoPMaLMn B
npouecce MHGOPMaLMOHHOTO B3aumoaelicTens BTC.

B X0ze BbINONHEHWNS HayYHO-UCCNe0BaTeNbCKO PaboThl bV NONyYeHb!
cnesyroLLMe HayYHble pesynbTaTbl, COCTaBASOLLINE UTOTU UCCeA0BaHWA:

1. PaspaboTtaHa Moaenb GyHKLMOHMpoBaHUs rpynnel BTC Ha ocHose
MY/NbTVAreHTHOro NoAXoAa, B KOTOPOIA OTCYTCTBYET LieHTpanbHbIi
BbIYNCNUTENbHBIA SNeMEHT;

2. Pa3paboTaHa Mogenb 3aymileHHoro VB rpynnel 6TC, ocHoBaHHas Ha
npeAnoXeHHO MoAenn GpyHKLMOHNPOBaHNS, MO3BOSIOLLAS MCMNOb30BaTh

KaK TpaauLMOHHbIe MeTozbl obecriedeHns Vb, Tak 1 nepcrnekTvBHbIe;

3. PaspabotaH MeTog opraHusauum VB rpynnel BTC Ha ocHoBe BpeMeHHo
LieHTpanu3aLmy, yUnTbiBatOLLMIA YCIoBUA GYHKLIMOHUPOBaHWS rpymnbl

BTC npn Bbl60pe LEeHTPaNbHOr 0 BbIYNCINTENIBHOIO 31IEMEHTA;
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4. PaspaboTtaH meTo/ obecrneyeHns VIb Ha ocHoBe penyTaLMOHHbIX
MexaHW13MOB, MO3BONSIOLLMIA OCYLLLeCTBASTL aBTOMaTYecKoe

o6HapyxeHue HapyLeHW LLeNocTHOCTU MHdopmaLwmm B rpynnax bTC
3N1eMeHTamu rpynmbi;

5. Pa3paboTaH NpoTOTUM NPOrpaMMHOro Komraekca obecriedeHns b Ha
OCHOBe pa3pabaTbiBaeMblx METOAOB AN GU3NYECKON MoAeNM rpynnbl

BTC.

MpesnoxeHHble MOAENN Y METOAbI MO3BONSIOT 06HapyxuBaTe CAVB B
npouecce MHGOPMaLIOHHOTO B3arMogeincTensa 6TC, 4To 6b110 NoKasaHo B Xo/e
VMUTaLIOHHOIO MOANMPOBaHYS. MpakTuyeckas NprMeHNMOCTb pa3paboTaHHbIX
MeTO/0B 1 MOAeNV NoATBEPXAAeTCs NPYIMEHeHeM B pamMKkax npoToTuna
NpOrpaMmMHOro Komnekca Ans obecnederuns Vb ana dusnyecknx mogeneit 6TC.
ChopMynmpoBaHbl PeKoMeHAaLWN Mo NPUMEHEeHI0 pe3yNbTaToB PaboTbl

B Hay4HbIX UCCNeA0BaHUAX U B UHAYCTPUW. Pe3ynbTaTbl, NpeAcTaBneHHble B
AMccepTaLmm, NO3BONSAIOT 06HaAPYXMBaTh HapyLLEHNs CeMaHTUYeCKol
LienoCTHOCTU MHdopMauum B rpynnax 6TC. Mogens 3aLymiLeHHOro
MHGOPMaLIMOHHOTO B3auMogeiicTeusa rpynn BTC MoxeT 6biTb MoANdULIpOBaHa
ANna ncnonb3oBaHusa B KOC, 4To NO3BOANT 06HapYXMBaTb HapyLLUEHNS
LieNoCTHOCTN MHOPMaLMM B pamKax 6o1ee 06LIMPHOro kaacca cucTeM.

Vcnonb3oBaHne meToaa BpeMeHHOVI LeHTpanu3saunm no3BoanT NCNonb3oBaTb



npenmMyLLecTsa LieHTpaarn30BaHHOIo NoAxoAa K opraHvsaumm VB B rpynnax 6TC.
O/HOM 13 obnacTeli NPUMEHeHUs ABNRETCA UCNONb30BaHNe JaHHOTO MeToAa /1S
poes BIMJ/1A. B Takom ciydae, npeAcTaBasaeTcs BO3MOXHbLIM UCMO/b30BaTh
TPaAVLMOHHbIE MeToAbl obecnevenns B Ans poeBoii po6oToTeXHUKN. Mcxoas n3
CcPOPMYNMPOBaHHBIX PEKOMEHAALI, MOXHO FOBOPUTb O BO3MOXHOCTY
NPUMEHeHUS MONYYeHHbIX Pe3ybTaToB B paMkax KoHuenummn NHayctpum 4.0 ans
06HapyXeHVs HapyLIeHWA LLeNOCTHOCT UHPOPMaLIN.

B KauecTBe nepcnekTvB AanbHelillei paspaboTkn TeMaTUK MOXHO

BbIAENNTL UCCNeA0BaHNIS, COMPSXXEHHbIE C Pa3BUTVIEM MOZAENM 3aLumLLeHHoro VB

B KOHTEKCTEe peLleHns 3aja4y obecrneveHuns AOCTYyNMHOCTN VIH¢OpMaL|VIVI Ans
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130/11MpoBaHHbIX rpynn 6TC. Kpome Toro, NpeAcTaBiseTcs 3HauvMbIM peLleHne
3azauv 3awyiieHHoro VB rpynn BTC ¢ okpy>KatoLLeii cpefoin (o6bekTamu
NHPPACTPYKTYpPbI). Takxke BO3MOXHO UCMOb30BaHNe MOAENN

DYHKLMOHNPOBaHWS, MOAENV 3aLUMLLIEHHOrO VB 1 NpeanoXeHHbIX MeToA0B ANst
pa3paboTKM CUCTEMbI KPUTEPVEB OLLEHKM 3aLLMLLEHHOCTV CUCTeMbI, a TakKe
BeNYMHBI yLLep6a, HaHOCYMOro rpymne Npy peanunsauum yrpos. BaxHeim

pasBUTVIEM TeMbl ABNSETCSH pa3paboTka METOAOB NPOTUBOAEACTBYIA U yMeHbLIEHNS
yuiep6a npu 06Hapy>KeHUN HapyLLIEHWIA LLleNOCTHOCTY MHGOPMaLIN.

CooTBeTcTBUE nacnopTy cneunanbHOCTU. rlOl'IO)KeHI/Iﬂ, BbIHOCVMbIE Ha

3aLLMTY, COOTHeCeHbI C MyHKTaMu nacnopTa cneuuansHoct 05.13.19 —

« MeTogpl 11 cMCTeMbl 3aLThl UHGOPMaLmK, MHGopMaLMoHHas 6e30MacHoCTbL »
«15. Mogenv 1 MeTo/bl ynpaBaeHns NHGOPMaLMOHHOI 6€30MacHOCTEH»

(m pesynbTat 1), «13. TpuHUWNbI 1 pelleHns (TeXHNYeckne, MaTtemaTuyeckme,
OpraHy3aLVoHHbIEe 1 AP.) MO CO3/aHNI0 HOBbIX 1 COBEPLUEHCTBOBAaHMIO

CyLLLeCTBYHOLLMX CPEeACTB 3aLLmThl MHGOpMaLmy 1 obecnedeHnst MHGOPMAaLIMOHHOM
6e30nacHOCTU» ( pe3ynbTathl 2-3), «14. Mogenu, MeToabl 1 cpejcTBa obecrneyeHus
BHYTPEHHEro ayAnTa 1 MOHUTOPVHra COCTOAHMUS 06beKTa, HaXOAALLLerocs nog
BO3/1e/iCTBMEM Yrpo3 HapyLUeHVs ero MHGOPMaLMOHHON 6e30NacHOCT»

( pesynbTar 3).
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Crnncok cokpaLLeHnii 1 yCnoBHbIX 0603HaYeHNI

ACY T ABTOMaTMU3MpPOBaHHasA cUCTEMA YrpaBNeHUs TEXHONOMMYEeCKUM
npoLeccom

ATC ABTOHOMHOE TPaHCMOPTHOE CPeACTBO

BIM/1A BecnunoTHbI neTaTebHbIV annapaT

BTC becnnioTHoe TpaHCMOPTHOE CPesCcTBO

BY BblumcanTensHoe yCTpoicTBo

[AVB [lecTpyKTnBHOE NHPOPMALMOHHOE BO3jeicTBe

MB ViHpopmaLmoHHas 6e3onacHocTb

VB VIHpopMaLmoHHOe Bo3aelicTBNe

WTC MiHTennekTyasbHOE TpaHCMOPTHOE CPeACTBO

K®C Knbepdusmnueckas cncrema

MAC MynbTrareHTHas cucrema

MPTC Mo6unbHas poboToTexHu4eckas cuctema

CAVIB CkpbiToe AeCTpyKTVBHOE MHPOPMALIMOHHOE BO3/elicTBure
TC TpaHCcnopTHOe CpesCcTBO

DY dursmyeckoe yCTPOnCTBo

LIB3 LleHTpanbHbI BEIYNCIUTENbHbIN 31eMeHT

LC LieHTp cepTudukaumm

DGPS Differential global positioning system ({ anddepeHLmanbHas

cucTemMa rnobansHoro MNO3NLMOHVPOBaHVIS) {

DoS Denial of service (oTka3 B 06cnyxunBaHunm)
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GPS Global positioning system (cuctema rno6ansHoro
no3qu0HmpOBaHmn){

10T Internet of things (MHTepHeT BeLLeit)

IVl In-vehicle infotainment (MHpopMaLMOHHO-pa3BnekaTeNbHas
cucTema B aBTomMo6bue)

PO Police office (nonnuelickuii y4actok)

POM Police office model (Mogent nonnuelicknx y4acTkos)

P2P Peer-to-peer (MpuHrosas ceTb)

RoQ Reduction of quality (cH1xeHwve kayecTBa)

UML Unified modelling language (yH1$uLmpoBaHHbIi A3bIK
MOZENNPOBAaHNS)

VANET Vehicular ad hoc networks (cneynanbHble aBTOMO6U/IbHBIE CETH)
V2R Vehicle-to-roadside (ceTb Mexay TpaHCMOPTHLIMU CpeACTBamMu U
06BbeKTaMM JOPOXHON NHPPACTPYKTYPbI)

V2V Vehicle-to-vehicle (ceTe Mexzy TPaHCMOPTHLIMU CpeACTBaMM)
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MpunoxeHne A

MporpaMMmHbIii KoA UHCTPYMeHTaNbHOro CpeACTBa A8 NPOBEPKM
NPOAYKTVBHOCTV MeTO/a A0BEpUs 1 penyTaLumn
Robot

package Robots;

import java.util. ArrayList;

import Point.*;

import Targets.*;

import Data.Input;

public class Robot {

public Boolean isGood;

publicintid;

public Point coor;

public ArrayList<Double> DtTs = new ArrayList<Double>();



public boolean isFree;

public Input.Saboteur saboteurType;

private double trustinMe=0;

public Robot(Point coordinates, boolean goodness, int id, Input.Saboteur
sabType)

this.coor = coordinates;

this.isGood = goodness;

this.id=id;

this.saboteurType = sabType;

}

@Override

public String toString() {return "Robots " +id+" :"+coor+" "+isGood+"
"+isFree;}

public boolean checkDistance(Target target){

if (coor.distanceTo(target.coor)==DtTs.get(target.id){
return true;

Yelse{

return false;

}

}

public void setTrustinMe(double trustinMe) {
this.trustinMe = trustinMe;

}

public void distanceToTarget(ArrayList<Target> targets) {
for (Target target : targets) {

if (isGood) {

DtTs.add(coor.distanceTo(target.coor));

}else {

if (Input.saboteurTypel=Input.Saboteur.smartTrust) &&
(Input.saboteurType!=Input.Saboteur.smartsmart)) {
DtTs.add(coor.distanceTo(target.coor) / 2);

}else {

if (trustinMe >= 0.8) {

DtTs.add(0.1);

}else {

DtTs.add(coor.distanceTo(target.coor));
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}

}

}

Swarm

package Robots;

import Data.Input;

import Targets.Target;
import Point.*;

import Statistic.Error1Kind;
import Statistic.Error2Kind;
import java.util. ArrayList;
public class Swarm {

public ArrayList<Robot> auction(ArrayList<Robot> swarm, ArrayList<Target>
targets, double[][] trust)X

boolean(] opinion = setOpinion(swarm, trust);



Point centre = new Point(0,0);

if (swarm.size()>0) {

centre = getCenterOfSwarm(swarm);

}

double p=0;

intidTarget, idRobot;

for (Robot robot: swarm) {

robot.isFree = true;

}

nullSwarm: while (sizeSwarm(swarm)) {

idTarget = getNearestTarget(p, centre, targets);

if (idTarget == -1}

break;

}

p = centre.distanceTo(targets.get(idTarget).coor);
for (inti=0; i <targets.get(idTarget).need; i++) {
idRobot = getNearestRobot(swarm, targets.get(idTarget),
opinion);

if (idRobot == -1){

break nullSwarm;

}

moveRobot(swarm.get(idRobot), targets.get(idTarget));
if (swarm.get(idRobot).isGood) {
targets.get(idTarget).currentNeed--;

}

}

}

return swarm;

}

private Point getCenterOfSwarm(ArrayList<Robot> swarm)
int meanx =0,

meanY =0;

for (Robot robot: swarm) {

meanX += robot.coor.x();

meanY += robot.coor.y();

}

if (swarm.size()==0){

System.out.printin(swarm);
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}

meanX /= swarm.size();

meanyY /= swarm.size();

return new Point(meanX,meany);

}

private int getNearestTarget(double distance, Point center,
Arraylist<Target> targets){

intidMin=-1;

double min = 1000000000;

for (Target target: targets) {

if ((center.distanceTo(target.coor) < min) &&
(center.distanceTo(target.coor)>distance)) {
min = center.distanceTo(target.coor);

idMin = targets.indexOf{target);

}

}



return idMin;

}

private boolean sizeSwarm(ArrayList<Robot> swarm){
int size=0;

for (Robot robot: swarm) {

if (robot.isFree){

size++;

}

}

if (size > 0){

return true;

Yelse {

return false;

}

}

private int getNearestRobot(ArrayList<Robot> swarm,Target target,
boolean(] opinion)}{

int idRobot = -1;

double min = 1000000000;

for (Robot robot: swarm) {

if ((robot.coor.distanceTo(target.coor) < min) &&
(opinion[swarm.indexOf(robot)]) && (robot.isFree)){
min = robot.coor.distanceTo(target.coor);

idRobot = swarm.indexOf(robot);

}

}

if (idRobot I= -1) {

swarm.get(idRobot).isFree = false;

}

return idRobot;

}

private void moveRobot(Robot robot, Target target){
robot.coor = target.coor;

}

private boolean[] setOpinion(ArrayList<Robot> swarm, double[][] trust){
boolean[] opinion = new boolean[swarm.size()];

for (Robot robot: swarm) {
opinion[swarm.indexOf(robot)] = checkTrust(robot, trust,
swarm.size());

}

return opinion;

}
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private boolean checkTrust(Robot robot, double[][] trust, int
swarmsSize}{

if (trust[robot.id][0] >= Input.getEdge()) {
if (swarmSize>1) {

if (robot.isGood) {
Error1Kind.update(true);

}Yelse {

Error2Kind.update(true);

}

}

return true;

}else {



if (swarmSize>1) {

if (robot.isGood) {

Error1Kind.update(false);

}else {

Error2Kind.update(false);

}

}

return false;

}

}

}

Swarms

package Robots;

import java.util.ArrayList;

import java.util.Random;

import Data.Constants;

import Data.Input;

import Point.Point;

import Targets.Target;

public class Swarms {

public ArrayList<ArrayList<Robot>> swarms = new
ArrayList<ArrayList<Robot>>();

final static Random random = new Random();
public static int mapSize;

public int countSwarms,

countRobots;

public void generateMap() {

intindex=0;

Point nextRobot;

countSwarms = Data.Input.getCountSwarms();
countRobots = Data.lnput.getCountRobots();
mapSize = mapSize(countRobots);
ArrayList<Integer> countRobotsInSwarms =
countRobotsInSwarms(countSwarms, countRobots),
countBadRobotsInSwarms =
countBadRobotsInSwarms(countSwarms, countRobotsinSwarms);
for (inti = 0; i < countSwarms; i++) {
ArrayList<Robot> swarm = new ArrayList<Robot>();
if (Data.Input.getPercentBadRobots() == 100){
swarm.add(new Robot(CoorFirstRobotinSwarm(i, mapSize), false,
index++, Input.getSaboteurType()));

Yelse{
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swarm.add(new Robot(CoorFirstRobotinSwarm(i, mapSize), true,
index++, Input.Saboteur.none));

}

for (intj = 1; j < countRobotsInSwarms.get(i); j++) {

nextRobot = coorNextRobot(swarm.get(swarm.size() - 1).coor,
i, mapSize);

if (Data.Input.getPercentBadRobots()!=0 && j %
(100/Data.Input.getPercentBadRobots()) I= 0) {
swarm.add(new Robot(nextRobot, true, index++,
Input.Saboteur.none));

Yelse {

swarm.add(new Robot(nextRobot, false, index++,



Input.getSaboteurType()));

}

}

swarms.add(swarm);

}

}

private void clearDistanceToTargets(){

for (ArrayList<Robot> swarm: swarms ) {

for (Robot robot: swarm) {

robot.DtTs.clear();

}

}

}

public void filingDistanceToTargets(ArrayList<Target> targets){
clearDistanceToTargets();

for (ArrayList<Robot> swarm: swarms ) {

for (Robot robot: swarm) {

robot.distanceToTarget(targets);

}

}

}

private int mapSize(int countRobots){

return 2*((int)Math.sqrt(countRobots)-
1)*Constants.radiusinteraction;

}

private ArrayList<Integer> countRobotsInSwarms(int countSwarms, int
countRobots){

ArrayList<Integer> countRobotsInSwarms = new ArrayList<Integer>();
for (inti=0;i<countSwarms-1; i++) {
countRobotsInSwarms.add(countRobots/countSwarms);

}

countRobotsInSwarms.add(countRobots -
(countRobots/countSwarms)*(countSwarms-1));

return countRobotsinSwarms;

}

private ArrayList<Integer> countBadRobotsInSwarms(int countSwarms,
ArrayList<integer> countRobotsInSwarms){

ArrayList<Integer> countBadRobotsInSwarms = new ArrayList<Integer>();
for (inti = 0; i < countSwarms; i++) {
countBadRobotsInSwarms.add(Data.Input.getPercentBadRobots()*countRobotsInSwar
ms.get(i)/100);

}

return countBadRobotsInSwarms;

}
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private Point CoorFirstRobotinSwarm(int numberOfSwarm, int mapSize) {
int x = random.nextint(mapSize);

int y = random.nextint(mapSize);

while (IcheckPoint(new Point(x,y))) {

x = random.nextInt(mapSize);

y = random.nextInt(mapSize);

}

return new Point(x, y);

}

private Point coorNextRobot(Point X, int numberOfSwarm, int mapSize){



inty = X.y0),
X = XX();

int x1 = x+random.nextint(2* Constants.radiusInteraction)-
Constants.radiuslnteraction;

inty1 = y+random.nextInt(2* Constants.radiusinteraction)-
Constants.radiuslnteraction;

// TipoBepKa TouKM

while (IcheckPoint(new Point(x1,y1))){

x1 = x+random.nextInt(2* Constants.radiusinteraction)-
Constants.radiuslnteraction;

y1 =y+random.nextint(2* Constants.radiusInteraction)-
Constants.radiusinteraction;

}

return new Point(x1,y1);

}

private boolean checkPoint(Point p}{

for (ArrayList<Robot> swarm: swarms){

for (Robot robot: swarm) {

if (p.distanceTo(robot.coor)<=Constants.radiusinteraction*3){
return false;

}

}

}

if (p-x()<5) | | (p-x()>mapSize-5) | | (p.y(<5) | | (p.y()>mapSize-
5K

return false;

}

return true;

}

public ArrayList<ArrayList<Robot>>
RedistributionOfRobotsInSwarms(ArrayList<Target> targetsX{
int amountSwarms = swarms.size(),

amountRobots;

Robot robotStorage;

for (inti=0; i< targets.size(); i++) {

swarms.add(new ArrayList<Robot>());

}

for (inti=0; i <amountSwarms; i++) {

amountRobots = swarms.get(i).size();

for (intj = 0; j < amountRobots; j++) {

if (Iswarms.get(i).get(j).isFree){

robotStorage = swarms.get(i).get(j);
swarmes.get(i).remove(swarms.get(i).get(j));
swarms.get(@mountSwarms+findTarget(robotStorage,targets)).add(robotStorage);
=

amountRobots--;

if (swarms.get(i).size()==0){
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break;

}

}

}

}
deleteNullSwarm(amountSwarms);

changeStatus();



return swarms;

}

private int findTarget(Robot robot, ArrayList<Target> targets){
for (Target target: targets) {
if(target.coor == robot.coor)}{

return target.id;

}

}

return-1;

}

private void deleteNullSwarm(int amountSwarms){
for (inti = 0; i <amountSwarms; i++) {
if (swarms.get(i).size() == 0}
swarms.remove(swarms.get(i));
amountSwarms--;

i~

}

}

}

private void changeStatus(}{

for (ArrayList<Robot> swarm: swarms) {
for (Robot robot: swarm) {
robot.isFree = true;

}

}

}

}

Target

package Targets;

import Point.Point;

public class Target {

public Point coor;

publicintid,

need,

currentNeed;

public Target(Point coordinates, int id, int need){
this.coor = coordinates;

this.id=id;

this.need = need;

this.currentNeed = need;

}

@Override

public String toString() {return "Target "+id+" :"+coor+" "+need;}

}

Targets
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package Targets;

import Data.Constants;

import Robots.*;

import java.util.ArrayList;

import java.util.Random;

import Point.*;

public class Targets {

public ArrayList<Target> targets = new ArrayList<Target>();

final static Random random = new Random();



public void levelUp(int countRobots){

int countTargets = random.nextInt(5)+5;

targets.clear();

//06Lwas notpebHoCTb Lienein 100%

int needCurrentTarget;

for (inti=0; i< countTargets-1; i++) {
Data.Constants.updateTargetNeedPercent();

needCurrentTarget = (countRobots/countTargets)*
Constants.targetNeedPercent/100;

targets.add(new Target(new Point(random.nextint(Swarms.mapSize),
random.nextint(Swarms.mapSize)), i, needCurrentTarget));

}

Data.Constants.updateTargetNeedPercent();

needCurrentTarget = (countRobots -
(countRobots/countTargets)*(countTargets-1))*Constants.targetNeedPercent/100;
targets.add(new Target(new Point(random.nextint(Swarms.mapSize),
random.nextIint(Swarms.mapSize)), countTargets-1, needCurrentTarget));
}

}

Reputation

package Trust;

import Robots.*;

import java.util. ArrayList;

/**

* Created by Vasovski on 19.07.2017.

*/

public class Reputation {

private double[][] notNormReputation;

public static double[][] reputation;

public Reputation(int countRobots) {

notNormReputation = new double[countRobots][countRobots];
reputation = new double[countRobots][countRobots];

}

public void reReputation(int iteration, ArrayList<ArrayList<Robot>>
swarms) {

for (ArrayList<Robot> swarm : swarms) {

for (Robot obj : swarm) {

for (Robot sub : swarm) {

if (obj.id = sub.id) {

if (iteration > 0) {

if (Verity.normVerity[obj.id][sub.id] >= 0.5) {
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notNormReputation[obj.id][sub.id] +=
Verity.normVerity[obj.id][sub.id];

Yelse{

notNormReputation[obj.id][sub.id] =
notNormReputation[obj.id][sub.id] - (notNormReputation[obj.id][sub.id] /
(iteration) - Math.pow(2.7, -1 * (iteration + 1) * (1 -
Verity.normVerity[obj.id][sub.id]))));

}

}else {

notNormReputation[obj.id][sub.id] +=
Verity.normVerity[obj.id][sub.id];

}

}



}

}

for (ArrayList<Robot> swarm : swarms) {
for (Robot obj : swarm) {

for (Robot sub : swarm) {

if (obj.id != sub.id) {

if (iteration > 0) {
reputation[obj.id][sub.id] =
notNormReputation[obj.id][sub.id] / (Verity.meetengs[obj.id][sub.id]);
Yelse {

reputation[obj.id][sub.id] =
notNormReputation[obj.id][sub.id];

}

}

}

Trust

package Trust;

import Data.Input;

import Robots.*;

import java.util.ArrayList;

import java.util.Map;

public class Trust {

public double[][] reTrust(ArrayList<ArrayList<Robot>> swarms,double[][][]
verity, int countRobots, int countTargets){

double A = Input.getAlpha();

double B =1-A;

double[][][] confidence = new
double[countRobots][countRobots][countTargets];
double[][] normConfidence = new double[countRobots][countTargets];
for (ArrayList<Robot> swarm: swarms) {

for (Robot obj : swarm) {

for (Robot sub : swarm) {

for (int i=0; i<countTargets; i++) {

if (obj.id!=sub.id) {

double v = verity[obj.id][sub.id][i], r =
Reputation.reputation[obj.id][sub.id];

confidence[obj.id][sub.id][i] =
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Math.sqrt(v*v+r*r)-Math.sqrt((1-v)*(1-v)+(1-r)*(1-r));
//Bec

//confidence[obj.id][sub.id][i] = (A *
verity[obj.id][sub.id][i] + B * Reputation.reputation[obj.id][sub.id]);
}

}

}

}

}

for (ArrayList<Robot> swarm: swarms) {

for (Robot obj: swarm) {

for (intj = 0; j < countTargets; j++) {



double sum=0;

int count =0;

for (Robot sub: swarm) {

if (obj.id != sub.id)) {

sum += confidence[sub.id][obj.id][jI;

count++;

}

}

if (count 1= 0) {

normConfidence[obj.id][j] = sum / count;

}
obj.setTrustinMe(normConfidence[obj.id][j1);
}

}

}

return normConfidence;

}

}

Verity

package Trust;

import Data.Constants;

import Data.Input;

import Robots.*;

import Targets.*;

import java.util.ArrayList;

import java.util.Random;

public class Verity {

public static double[][] normVerity;

public static double[][] meetengs;

int countRobots;

final static Random random = new Random();
public Verity(int countRobots) {
this.countRobots = countRobots;
normVerity = new double[countRobots][countRobots];
meetengs = new double[countRobots][countRobots];
}

public double[][][] reVerity(ArrayList<ArrayList<Robot>> swarms,
Arraylist<Target> targets, int iteration){
double[][][] verity = new

double[countRobots][countRobots][targets.size()];
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// BbiCTaBeHWs BCEM 3HaYeHUs OTCYTCBUSA AaHHbIX.
for (int i = 0; i < countRobots; i++) {

for (intj = 0; j < countRobots; j++) {

for (int k = 0; k < targets.size(); k++) {
verity[il[jl[k] = 0.5;

}

}

}

// 3anonHeHne maccrBa BCTpeY

for (ArrayList<Robot> swarm: swarms) {
for (Robot obj : swarm) {

for (Robot sub : swarm) {

if (obj.id != sub.id) {

meetengs[obj.id][sub.id]=meetengs[obj.id][sub.id]+1;



}

}

// System.out.printIn("BeictaBneHme");
//BbICTaBNEHNE UCTUHHOCTM COCefjeli B 30He BUAMMOCTY
for (ArrayList<Robot> swarm: swarms) {

for (Robot obj : swarm) {

for (Robot sub : swarm) {

if (obj.id = sub.id) {

if (obj.coor.distanceTo(sub.coor) <=
Constants.radiusVision) {

for (Target target : targets) {

// BbI3OB METOZIA BbICTAB/TEHMS NCTUHHOCTA
verity[obj.id][sub.id][target.id] =

getVerity(obj, sub, target, iteration);

/1 if (lobj.isGood){

/1 System.out.printin(obj.id+" ->

"+sub.id+" = "+verity[obj.id][sub.id][target.id]);

11}

}

}

}

/1 System.out.println("Onpoc");

// BbICTaBNEHMe NCTUHHOCTM Yepes onpoc cocejent

for (Target target: targets) {

for (ArrayList<Robot> swarm : swarms) {

for (Robot obj : swarm) {

for (Robot sub : swarm) {

int count = 0;

if (obj.id != sub.id) {

if ((obj.coor.distanceTo(sub.coor) >

Constants.radiusVision) && (obj.coor.distanceTo(sub.coor) <
Constants.radiusVision+Constants.radiusInteraction)) {

for (Robot neighbor : swarm) {

if ((obj.coor.distanceTo(neighbor.coor) <
Constants.radiusinteraction) && (sub.coor.distanceTo(neighbor.coor) <
Constants.radiusVision) && (verity[neighbor.id][sub.id][target.id] = 0.5)) {
if ((obj.id != neighbor.id) &&

(sub.id != neighbor.id)) {

verity[obj.id][sub.id][target.id]

+= verity[neighbor.id][sub.id][target.id];

count++;

}
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}

}

if (count !=0) {
verity[obj.id][sub.id][target.id] -= 0.5;
verity[obj.id][sub.id][target.id] /=
count;

}



}

}

// HopMunpoBaHWe NCTUHHOCTY MO KOANYecTBy Lienei
for (inti=0; i < countRobots; i++) {

for (intj = 0; j < countRobots; j++) {

double sum=0;

for (int k = 0; k < targets.size(); k++) {

sum+= verity[il[j1(k];

}

normVerity[i][j] = sum/targets.size();

}

}

return verity;

}

private double getVerity(Robot obj, Robot sub, Target target, int
iteration){

if (obj.isGood)X

if (sub.checkDistance(target)) {

return 1;

Yelse {

return 0;

}

Yelse {

switch(obj.saboteurType) {

case BALLOT_STUFFING:

return 1;

case BAD_MOUTH:

return 0;

case inversion:

return inversion(sub, target);

case ON_OFF:

return random.nextInt(2) == 0 ? legitimate(sub, target) :
inversion(sub, target);

case smartTrust:

return legitimate(sub, target);

case smartDist:

return smartDist(obj, sub, target, iteration);
case none:

return legitimate(sub, target);

case smartsmart:

return smartDist(obj, sub, target, iteration);
default:

return 0;

}

}

}

private int smartDist(Robot obj, Robot sub, Target target, int
iteration){

if ((iteration == 0){

173

return legitimate(sub, target);



}else{

if (sub.checkDistance(target)) {

if((1-
Input.A.doubleValue())*Reputation.reputation[obj.id][sub.id]+Input.A.doubleVa
lue()<=0.6)&8(1-
Input.A.doubleValue())*Reputation.reputation[obj.id][sub.id]+Input.A.doubleVa
lue()>=0.5X

return inversion(sub, target);

Yelse {

return legitimate(sub, target);

}

}else{

if(((1-
Input.A.doubleValue())*Reputation.reputation[obj.id][sub.id]<=0.5)&&(1-
Input.A.doubleValue())*Reputation.reputation[obj.id][sub.id]>=0.4){
return inversion(sub, target);

Yelse {

return legitimate(sub, target);

}

}

}

}

private int legitimate(Robot sub, Target target){
if (sub.checkDistance(target)) {

return 1;

Yelse {

return 0;

}

}

private int inversion(Robot sub, Target target){
if (sub.checkDistance(target)) {

return 0;

Yelse {

return 1;

}

}

}

Iteration

package WorkSpace;

import java.util.ArrayList;

import Data.Input;

import Robots.*;

import java.util.concurrent.TimeUnit;

import Robots.Robot;

import Statistic.Error1Kind;

import Statistic.Error2Kind;

import Targets.Targets;

import Trust.*;

import java.awt.*;

import Graphic.ExperimentFrame;

public class Iteration {

public static double[] iteration(ExperimentFrame f, Graphics g) throws
InterruptedException {

//HavanbHbln 610K reHepaLmmn KapTbl

Swarm swarm = new Swarm();



Swarms swarms = new Swarms();
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Targets targets = new Targets();

Error1Kind error1 = new Error1Kind();

Error2Kind error2 = new Error2Kind();

//Co3paHwve KapTbl, Lenei

swarms.generateMap();
targets.levelUp(swarms.countRobots);

/ITpaduka

if (swarms.swarms == null) {

TimeUnit.SECONDS.sleep(5);

}

try {

f.updateData(swarms.swarms, targets.targets, swarms.countRobots,
errori.get(), error2.get(), true, 0);

f.paint(g);

TimeUnit.SECONDS.sleep(4);

} catch (NullPointerException e) {
System.out.printin("Error");

}

//HavanbHbIi 610K foBepUs

Verity verity = new Verity(swarms.countRobots);
Reputation reputation = new Reputation(swarms.countRobots);
Trust trust = new Trust();

for (inti=0; i < Input.getCountLevels(); i++) {
System.out.print(".");
swarms.filingDistanceToTargets(targets.targets);
////0OnpepeneHne napameTpoB AOBEPUS - KaXayHo UTepaLuo
double[][][] verityTable = verity.reVerity(swarms.swarms,
targets.targets, i);

reputation.reReputation(i, swarms.swarms);

double[][] trustTable = trust.reTrust(swarms.swarms, verityTable,
swarms.countRobots, targets.targets.size());

for (ArrayList<Robot> currentSwarm : swarms.swarms) {
currentSwarm = swarm.auction(currentSwarm, targets.targets,
trustTable);

}

//PacnpegeneHvie poboToB Mo HOBbIM POSM
swarms.swarms =
swarms.RedistributionOfRobotsInSwarms(targets.targets);
//Co3paHve Leneit

targets.levelUp(swarms.countRobots);

}

double[] result = new double[4];

result[0] = error1.get();

result[1] = error2.get();

return result;

}

}

Main

package WorkSpace;

import Data.lnput;

import Graphic.ExperimentFrame;
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import java.awt.*;



import java.io.File;

import java.math.BigDecimal;

import java.util.Vector;

public class Main {

public static void main(String[] args) throws InterruptedException {
deleteOldResult();

//B 3TUX 2-X CTpOKax BblknabiBaeT ownbky NullPointer (3 ymHee Katnt)
ExperimentFrame f = new ExperimentFrame();

Graphics g = f.getGraphics();

defineSaboteurType( f, g);

}

private static void defineSaboteurType( ExperimentFrame f, Graphics g)
throws InterruptedException{

Input.A = new BigDecimal("0");

getExperiment(f, g);

}

private static void getExperiment( ExperimentFrame f, Graphics g) throws
InterruptedException {

double[] result = new double[3];

double[] currentResult = new double[2];

currentResult[0]=0; currentResult[1]=0;

result[0] = O; result[1] = 0; result[2] = 0;

while (Input.haveNext(currentResult[0], currentResult[1])}{
currentResult = Iteration.iteration(f, g);

}

}

private static void deleteOldResult(){

File file = new File("result.csv");

if(file.delete()){

System.out.printIn("Crapbiit dpaiin ysanen");

Yelse System.out.printin("®aiina He 06HapyxeHo");

}

}
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Mpunoxexne b

MporpaMmHbIli KOJ UHCTPYMEHTaNbHOrO CPpeACTBa A8 MPOBEPKU
NpOoAYKTUBHOCTV METO/a BPEMEHHO LieHTpanmnsaLmm
SimulationEngine

package com.sit.core;

import com.sit.entity.*;

import com.sit.logic.abstr.Generator;

import com.sit.logic.abstr.InputGenerator;

import com.sit.logic.abstr.Logic;

import com.sit.logic.impl.DefaultGenerator;
import com.sit.logic.impl.TestinputGenerator;
import com.sit.statistic.StatCollector;

import com.sit.ui.SimulatorWindow;

import com.sit.util.EntityLocator;

import com.sit.util.Logger;

public class SimulationEngine {

public static final String

EVENT_SIMULATION_END = "SIMULATION_END",
EVENT_NEXT_ITERATION = "NEXT_ITERATION";
private SimulationContainer simulationContainer;

private SimulatorWindow window;



private static SimulationEngine instance;
private Logic logic;

private InputGenerator inputGenerator;
private boolean end_simulation, next_iteration;
private Generator generator;

private StatCollector statCollector;

private boolean repaint = true;

private SimulationEngine(){}

public static SimulationEngine getinstance() {

if (instance == null)

instance=new SimulationEngine();

return instance;

}

void startEngine(){

init();

while (inputGenerator.hasNext(){
iterationLoop();

}

statCollector.print();

}

private void init(){

inputGenerator = new TestInputGenerator();
Generator tmpGenerator = new
DefaultGenerator(inputGenerator.getNexInputData());
window = tmpGenerator.getSimulationWindow();
logic = tmpGenerator.getLogic();

statCollector = new StatCollector();

}

private void iterationLoop(){
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InputData inputData = inputGenerator.getNexInputData();
logic.setClear_chance_percent(inputData.getClear_chance_percent());
generator = new DefaultGenerator(inputData);
statCollector.addRecord(inputData);

simulationContainer = generator.generate();
logic.setEntityLocator(new EntityLocator(simulationContainer));
end_simulation = false;

if (inputData.getDelay() == 0)

repaint=false;

while (!end_simulation) {

if (generator.newTasks()) {

next_iteration = false;

Yelse{

end_simulation=true;

continue;

}

for (String event: logic.getInitEvents(){

applyEvent(event);

}

for (Message message: logic.getInitMessages()){
sendMessage(message);

}

while (Inext_iteration) {

simulationStep();

if (repaint) {



try {

Thread.sleep(inputData.getDelay());

} catch (InterruptedException e) {
e.printStackTrace();

}

}

}

}
statCollector.confirmRecord(simulationContainer);
}

private void simulationStep(X{

for (Agent a: simulationContainer.getAgents()){
a.step();

}

for (Agent a: simulationContainer.getAgents()){

if (a.haveTransaction()) continue;

Transaction transaction = findNewTransaction(a);
if (transaction!=null) {
applyTransaction(transaction);

}

}

if (window!=null && repaint)

window.repaint();

}

private Transaction findNewTransaction(Agent a}
for (Message message:a.getUnsended_messages()}{
if (message.getReceiver().haveTransaction()) continue;
return new Transaction(message);

}

return null;

}

public void completeTransaction(Transaction transaction){
Agent sender = transaction.getSender(), receiver =
transaction.getReceiver();

if (sender.getTransaction()== transaction)
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sender.setTransaction(null);

else throw new RuntimeException("Transaction already removed from
sender!");

if (receiver.getTransaction()== transaction)
receiver.setTransaction(null);

else throw new RuntimeException("Transaction already removed from
receiver!");

logic.venom(transaction);

for (Message message:logic.getNextMessages(transaction)){
sendMessage(message);

}

for (String event: logic.getNextEvents(transaction)){
applyEvent(event);

}

}

private void applyTransaction(Transaction transaction){

Agent sender = transaction.getSender(), receiver =
transaction.getReceiver();

if (receiver==sender)



Logger.log("CAUTION! SENDER == RECEIVER");

if (sender.haveTransaction() | | receiver.haveTransaction())
throw new RuntimeException("Transaction is not empty! Can't apply
new transaction");
sender.removeMessage(transaction.getMessage());
sender.setTransaction(transaction);
receiver.setTransaction(transaction);

}

private void sendMessage(Message message){
message.getSender().addMessage(message);

}

public SimulationContainer getSimulationContainer() {
return simulationContainer;

}

private void applyEvent(String event){

switch (event){

case EVENT_SIMULATION_END: endSimulation(); break;
case EVENT_NEXT_ITERATION: nextlteration(); break;

}

}

private void endSimulation(){

end_simulation=true;

}

private void nextlteration()}{

next_iteration=true;

}

}

Agent

package com.sit.entity;

import com.sit.util.Logger;
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import java.awt.*;

import java.util.Collection;

import java.util.HashSet;

public class Agent implements Entity {

//physical properties

private int x,y;

private Color color = Color.BLUE;

private int radius = 10;

//logic properties

private boolean

saboteur,

manager,//true if agent manager, false if executor
broken,//can be true only for managers

leader;

private Collection<Agent> executors = new HashSet<>();//dependant
executors

private Transaction transaction;

private Collection<Message> unsended_messages = new
HashSet<>();//messages waiting to open chanel
private int wrong_actions = 0;

public void step()}{

if (transaction != null)

transaction.step();

}



public void receiveMessage(Message message){
}

public boolean haveTransaction(}{

return transaction != null;

}

public Color getColor() {E

return color;

{39

public void setColor(Color color) {{m
this.color = color;

}

public int getRadius() {

return radius;

}

public void setRadius(int radius) {
this.radius = radius;

i 39

public boolean isSaboteur() {
return saboteur;

}

public void setSaboteur(boolean saboteur) {
this.saboteur = saboteur;

}

public boolean isManager() {
return manager;

}
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public void setManager(boolean manager) {
this.manager = manager;

}

public boolean isBroken() {

return broken;

}

public void setBroken(boolean broken) {
this.broken = broken;

}

public boolean isLeader() {

return leader;

}

public void setLeader(boolean leader) {
this.leader = leader;

}

public void removeMessage(Message message)X
if lunsended_messages.remove(message))
Logger.log("CAUTION: message was not removed");

}

public int getX() {
return x;

}

public void setX(int x) {
this.x =x;

}

public int getY() {



returny;

}

public void{m setY(inty) {

thisy =y;

}

public{m Collection<Agent> getExecutors() {
return executors;

}

public Transaction getTransaction() {

return transaction;

}

public Collection<Message> getUnsended_messages() {
return unsended_messages;

}

public void addExecutor(Agent a){
executors.add(a);

}

public void addMessage(Message message){
unsended_messages.add(message);

}

public void setTransaction(Transaction transaction) {
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this.transaction = transaction;

}

public int getWrong_actions() {

return wrong_actions;

}

public void addWrong_action(){
wrong_actions++;

}

@Override

public void completeCreation() {

}

}

Cluster

package com.sit.entity;

import java.awt.*;

import java.util.Collection;

import java.util.HashSet;

public class Cluster implements Entity {
//physical properties

private Color color;

//logic properties

private Collection<Agent> agents = new HashSet<>(), managers = new
HashSet<>(), executors = new HashSet<>();
private Agent phys_lead, manager_lead;
public void addAgent(Agent a){
agents.add(a);

}

public void addAgents(Collection<Agent> agentsX
this.agents.addAll(agents);

}

@Override

public void completeCreation() {

for (Agent a: agents)



a.setColor(color);

if (a.isLeader()){

if (a.isManager(){
manager_lead = a;
Yelse {

phys_lead = a;

}

}

if (a.isManager(){
managers.add(a);

}else {
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executors.add(a);

}

}

}

public Collection<Agent> getAgents() {
return agents;

}

public Agent getPhys_lead() {
return phys_lead;

}

public Agent getManager_lead() {
return manager_lead;

}

public Collection<Agent> getManagers() {
return managers;

}

public Collection<Agent> getExecutors() {
return executors;

}

public void setColor(Color color) {
this.color = color;

}

}

InputData

package com.sit.entity;

public class InputData {

//Logic part

private int

agent_num,

saboteur_percent,

cluster_num,

iter_num,
broken_managers_percent,
clear_chance_percent = 101,
error_1st_type_percent;

//Ul part

private int

robot_zone_height = 600,
robot_zone_width = 600,

border = 60,
managers_executors_dif = 80,
delay =0;

//other



private int transaction_time = 1;
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public int getAgent_num() {

return agent_num;

}

public void setAgent_num(int agent_num) {
this.agent_num = agent_num;

}

public int getSaboteur_percent() {

return saboteur_percent;

}

public void setSaboteur_percent(int saboteur_percent) {
this.saboteur_percent = saboteur_percent;

}

public int getCluster_num() {

return cluster_num;

}

public void setCluster_num(int cluster_num) {
this.cluster_num = cluster_num;

}

public int getError_1st_type_percent() {
return error_1st_type_percent;

}

public void setError_1st_type_percent(int error_1st_type_percent) {
this.error_1st_type_percent = error_1st_type_percent;
}

public int getlter_num() {

return iter_num;

}

public void setlter_num(int iter_num) {
this.iter_num = iter_num;

}

public int getRobot_zone_height() {

return robot_zone_height;

}

public void setRobot_zone_height(int robot_zone_height) {
this.robot_zone_height = robot_zone_height;
}

public int getRobot_zone_width() {

return robot_zone_width;

}

public void setRobot_zone_width(int robot_zone_width) {
this.robot_zone_width = robot_zone_width;

}

public int getBorder() {

return border;

X 39

public void setBorder({E int border) {
this.border = border;

1% 39
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public{m int getManagers_executors_dif() {
return managers_executors_dif;

}

public void setManagers_executors_dif(int managers_executors_dif) {



this.managers_executors_dif = managers_executors_dif;
}

public int getBroken_managers_percent() {

return broken_managers_percent;

}

public void setBroken_managers_percent(int broken_managers_percent) {
this.broken_managers_percent = broken_managers_percent;
}

public int getTransaction_time() {

return transaction_time;

}

public void setTransaction_time(int transaction_time) {
this.transaction_time = transaction_time;

}

public int getClear_chance_percent() {

return clear_chance_percent;

}

public void setClear_chance_percent(int clear_chance_percent) {
this.clear_chance_percent = clear_chance_percent;

}

public int getDelay() {

return delay;

}

public void setDelay(int delay) {

this.delay = delay;

}

}

Message

package com.sit.entity;

public class Message {

private Agent receiver, sender;

private Task task;

private String message;

private int time;

public Agent getReceiver() {

return receiver;

}

public void setReceiver(Agent receiver) {

this.receiver = receiver;
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}

public Agent getSender() {
return sender;

}

public void setSender(Agent sender) {
this.sender = sender;

}

public Task getTask() {

return task;

}

public void setTask(Task task) {
this.task = task;

1

public String getMessage() {

return message;



}

public void setMessage(String message) {
this.message = message;

1% 39

public int getTime() {

return time;

}

public void setTime(int time) {

this.time = time;

}

}

Task

package com.sit.entity;

public class Task implements Entity {
private Agent executor, manager;

private TaskState state = TaskState.ENTERING;
private int transaction_time, counter;
private boolean plan_infected=false, report_infected=false;
public Agent getExecutor() {

return executor;

}

public void setExecutor(Agent executor) {
this.executor = executor;

}

public Agent getManager() {

return manager;

}

public void setManager(Agent manager) {
this.manager = manager;

}

public TaskState getState() {
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return state;

}

public void setState(TaskState state) {

this.state = state;

}

public int getTransaction_time() {

return transaction_time;

}

public void setTransaction_time(int transaction_time) {
this.transaction_time = transaction_time;

}

public boolean isPlan_infected() {

return plan_infected;

}

public void setPlan_infected(boolean plan_infected) {
this.plan_infected = plan_infected;

}

public boolean isReport_infected() {

return report_infected;

}

public void setReport_infected(boolean report_infected) {
this.report_infected = report_infected;

}



public int getCounter() {

return counter;

}

public void setCounter(int counter) {
this.counter = counter;

}

public void counterincr(X
counter++;

}

@Override

public void completeCreation() {
}

}

TaskState

package com.sit.entity;

public enum TaskState {
ENTERING,
CONFIRM_PLAN_WITH_MANAGERS,
PLAN_SENT_TO_INF_LEAD,
SENT_TO_PHY_LEADER,
SENT_TO_EXECUTOR,
REPORT_SENT_TO_PHY_LEADER,
REPORT_SENT_TO_INF_LEADER,

SHARE_REPORT,
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FINISHED

}

Transaction

package com.sit.entity;

import com.sit.core.SimulationEngine;
public class Transaction {

private Agent receiver, sender;

private int remaining_time;

private Message message;

public Transaction(Message message) {
this.receiver = message.getReceiver();
this.sender = message.getSender();
this.remaining_time = message.getTime();
this.message=message;

}

public void step(){

if (remaining_time==0) return;
remaining_time--;

if (remaining_time == 0X
SimulationEngine.getinstance().completeTransaction(this);
}

}

public Agent getReceiver() {

return receiver;

}

public Agent getSender() {

return sender;

}

public int getRemaining_time() {

return remaining_time;



}

public Message getMessage() {

return message;

}

}

ClusterlterableLogic

package com.sit.logic.impl;

import com.sit.core.SimulationEngine;
import com.sit.entity.*;

import com.sit.logic.abstr.Logic;
import com.sit.util.EntityLocator;
import java.util.*;

public class ClusterlterableLogic implements Logic {
private EntityLocator entityLocator;
private int clear_chance_percent;

private int error_1st_type_percent;
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private final static Collection<TaskState>
PLAN_STATES = Arrays.asList(
TaskState.CONFIRM_PLAN_WITH_MANAGERS,
TaskState.PLAN_SENT_TO_INF_LEAD,
TaskState.SENT_TO_PHY_LEADER,
TaskState.SENT_TO_EXECUTOR

)

REPORT_STATES = Arrays.asList(
TaskState.REPORT_SENT_TO_PHY_LEADER,
TaskState.REPORT_SENT_TO_INF_LEADER,
TaskState.SHARE_REPORT

)

@Override

public void setEntityLocator(EntityLocator entityLocator) {
this.entityLocator = entityLocator;

}

@Override

public void venom(Transaction transaction) {
Task task = transaction.getMessage().getTask();
if (PLAN_STATES.contains(task.getState()){

if (transaction.getSender().isSaboteur())
task.setPlan_infected(true);

}

if (REPORT_STATES.contains(task.getState(){
if (transaction.getSender().isSaboteur())
task.setReport_infected(true);

}

/linfect plan if task manager saboteur

if (task.getState().equals(TaskState. CONFIRM_PLAN_WITH_MANAGERS) &&
task.getManager() == transaction.getSender()
&& task.getManager().isBroken()){
task.setPlan_infected(true);

}

if (transaction.getSender().isSaboteur()}{

if (task.isPlan_infected()) {

if (new Random().nextInt(100) < clear_chance_percent) {
task.setPlan_infected(false);

task.setReport_infected(false);



}

Yelse {

if (new Random().nextInt(100)< error_1st_type_percent)}{
task.setPlan_infected(true);

}

}

}

if (task.isPlan_infected(){

if (transaction.getReceiver().isManager()) {

if (task.getExecutor() == transaction.getReceiver(){
transaction.getReceiver().addWrong_action();

}

}

}

}

@Override

public Collection<Message> getNextMessages(Transaction transaction) {
return nextAction(transaction);

}

@Override

public Collection<String> getNextEvents(Transaction transaction) {
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Collection<String> events = new HashSet<>();

if
(transaction.getMessage().getTask().getState().equals(TaskState.FINISHED)X
boolean f=true;

for (Task t: entityLocator.getTasks())}{

if (It.getState().equals(TaskState.FINISHED)){

f=false;

break;

}

}

if (fX
events.add(SimulationEngine.EVENT_NEXT_ITERATION);
}

}

return events;

}

@Override

public Collection<Message> getlnitMessages() {
Collection<Message> messages = new HashSet<>();

for (Task task: entityLocator.getTasks())}{
messages.addAll(sendPlaninfLead(task));

}

return messages;

}

@Override

public Collection<String> getInitEvents() {

return new HashSet<>();

}

private Collection<Message> nextAction(Transaction transaction){
switch (transaction.getMessage().getTask().getState(){
case CONFIRM_PLAN_WITH_MANAGERS: return confirmPlan(transaction);
case PLAN_SENT_TO_INF_LEAD: return

sendPlanToPhyLead(transaction);



case SENT_TO_PHY_LEADER: return sendToExecutor(transaction);
case SENT_TO_EXECUTOR: return sendReport(transaction);

case REPORT_SENT_TO_PHY_LEADER: return
sendReportTolnfLeader(transaction);

case REPORT_SENT_TO_INF_LEADER: return shareReport(transaction);
case SHARE_REPORT: return tryToFinish(transaction);

}

return new HashSet<>();

}

private Collection<Message> sendPlaninfLead(Task task){
Collection<Message> messages = new HashSet<>();
task.setState(TaskState.CONFIRM_PLAN_WITH_MANAGERS);
task.setCounter(1);

if (task.getManager().isLeader()){

Collection<Agent> agents = new HashSet<>();
agents.addAll(entityLocator.getManagerLeaders());
agents.addAll(entityLocator.getSameClusterManagers(task.getManager()));
agents.remove(task.getManager());

for (Agent a: agents){

Message m=new Message();
m.setTime(task.getTransaction_time());
m.setSender(task.getManager());

m.setTask(task);

m.setReceiver(a);

messages.add(m);
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}

Yelse {

Message m = new Message();
m.setTime(task.getTransaction_time());
m.setSender(task.getManager());

m.setTask(task);
m.setReceiver(entityLocator.getManagerLeader(task.getManager()));
messages.add(m);

}

return messages;

}

private Collection<Message> confirmPlan(Transaction transaction)}{
Collection<Message> messages = new HashSet<>();

Message message = transaction.getMessage();

Task task = message.getTask();

task.counterIncr();

if (task.getCounter() == entityLocator.getManagers().size()){

//if all managers confirm plan it is time to send plan

if (task.getManager().isLeader(){
messages.add(sendPlanToPhyLead(task));

}else {

messages.add(sendPlanTolnfLead(task));

}

} else if (transaction.getReceiver().isLeader(){

Collection<Agent> agents;

if
(entityLocator.getSameClusterManagers(transaction.getReceiver()).contains(tra
nsaction.getSender())){

//if from dependant manager



agents = entityLocator.getManagerLeaders();
agents.addAll(entityLocator.getSameClusterManagers(transaction.getReceiver())
)

agents.remove(transaction.getSender());

Yelse{

//if receiver leader send plan to other cluster's managers

agents =

entityLocator.getSameClusterManagers(transaction.getReceiver());

}

agents.remove(transaction.getReceiver());
messages.addAll(sendMultiple(agents, task,

transaction.getReceiver()));

}

return messages;

}

private Message sendPlanTolnflLead(Task task){

Message m = new Message();

m.setTime(task.getTransaction_time());

m.setSender(task.getManager());
m.setReceiver(entityLocator.getManagerLeader(task.getManager()));
m.setTask(task);

task.setState(TaskState.PLAN_SENT_TO_INF_LEAD);

return m;

}

private Collection<Message> sendPlanToPhyLead(Transaction transaction){
return
Collections.singleton(sendPlanToPhyLead(transaction.getMessage().getTask()));
}

private Message sendPlanToPhyLead(Task taskX
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Message m = new Message();
m.setTime(task.getTransaction_time());
m.setSender(entityLocator.getManagerLeader(task.getManager()));
m.setReceiver(entityLocator.getExecutorLeader(task.getExecutor()));
m.setTask(task);

task.setState(TaskState.SENT_TO_PHY_LEADER);

return m;

}

private Collection<Message> sendToExecutor(Transaction transaction){
Collection<Message> messages = new HashSet<>();

Message message = transaction.getMessage();

Task task = message.getTask();

if (transaction.getReceiver() == task.getExecutor()){

return sendReport(transaction);

}

Message m = new Message();
m.setTime(task.getTransaction_time());

m.setTask(task);

m.setReceiver(task.getExecutor());
m.setSender(transaction.getReceiver());
task.setState(TaskState.SENT_TO_EXECUTOR);

messages.add(m);

return messages;

}

private Collection<Message> sendReport(Transaction transaction){



Collection<Message> messages = new HashSet<>();
Message message = transaction.getMessage();

Task task = message.getTask();

if (transaction.getReceiver().isLeader(){

return sendReportTolnfLeader(transaction);

Yelse {

Message m = new Message();
m.setTime(task.getTransaction_time());
m.setSender(transaction.getReceiver());
m.setReceiver(transaction.getSender());

m.setTask(task);
task.setState(TaskState.REPORT_SENT_TO_PHY_LEADER);
messages.add(m);

}

return messages;

}

private Collection<Message> sendReportTolnfLeader(Transaction
transaction){

Collection<Message> messages = new HashSet<>();
Message message = transaction.getMessage();

Task task = message.getTask();

Message m = new Message();
m.setTime(task.getTransaction_time());
m.setReceiver(entityLocator.getManagerLeader(transaction.getReceiver()));
m.setSender(transaction.getReceiver());

m.setTask(task);
task.setState(TaskState.REPORT_SENT_TO_INF_LEADER);
messages.add(m);

return messages;

}

private Collection<Message> shareReport(Transaction transaction){
Message message = transaction.getMessage();

Task task = message.getTask();
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task.setState(TaskState.SHARE_REPORT);

task.setCounter(1);

Collection<Agent> agents=entityLocator.getManagerLeaders();
agents.addAll(entityLocator.getSameClusterManagers(transaction.getReceiver())
)

agents.remove(transaction.getReceiver());
agents.remove(transaction.getReceiver());

return sendMultiple(agents, task, transaction.getReceiver());

}

private Collection<Message> tryToFinish(Transaction transaction){
Collection<Message> messages = new HashSet<>();

Message message = transaction.getMessage();

Task task = message.getTask();

task.counterIncr();

if (task.getCounter()==entityLocator.getManagers().size()){
task.setState(TaskState.FINISHED);

} else if (transaction.getReceiver().isLeader()) {

Collection<Agent>
agents=entityLocator.getSameClusterManagers(transaction.getReceiver());
agents.remove(transaction.getReceiver());

messages.addAll(sendMultiple(agents, task,



transaction.getReceiver()));

}

return messages;

}

private Collection<Message> sendMultiple(Collection<Agent> receivers,
Task task, Agent sender){

Collection<Message> messages = new HashSet<>();

for (Agent a: receivers){

Message m = new Message();

m.setTask(task);

m.setTime(task.getTransaction_time());

m.setSender(sender);

m.setReceiver(a);

messages.add(m);

}

return messages;

}

public void setClear_chance_percent(int clear_chance_percent) {
this.clear_chance_percent = clear_chance_percent;

}

public void setError_1st_type_percent(int error_1st_type_percent) {
this.error_1st_type_percent = error_1st_type_percent;

}

}
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Mpunoxexue B

MporpaMmHas AokyMeHTaLms Ha pa3paboTky CTeHja ANS MPoBepKu

anropuTMOB ABVXEHUS 6eCnNOTHBIX TPAHCMOPTHBIX CPEACTB

B @aHHOM NpuNoXxeHW NpuBeAeHa NPorpaMmMHas Ha nporpaMmHoe obecneyeHune
NS Gr3MYecKnX MoZeneit aBTOHOMHBbIX TPaHCMOPTHbIX CPeACTB, MPUBeAEHO
onuncaHune paboTel Mozenew, 6a3oBble KOMMOHEHTLI MPOrPaMMbl 1 anropUTMbI

GYHKLMOHNPOBaHUS.

B3am. nHs.

No

Moanucb n
Aata

MHB. No

noa.

46 9631
COrNACOBAHO

MpopekTop no HP YHuBepcuTeTa

MTMO

B.O.
Hukndopos
«_» 201 r.
M.
YTBEPXIAKO

AcnvipaHT YHuBepcuteta UITMO,
pykoBOAWTENb TEMbI
W.N. BUKCHUH
«_» 201 r.
CTEHA-ATC
MO 4719 OBECNEYEHNSA ®YHKLMOHWMPOBAHKIA MATC

OnucaHvie NporpaMmbi

JINCT YTBEPXAEHNA



CHAB.469631.001.13-71Y
Hay4Hblli KOHCYNbTAHT,
JoueHT YHusepcuTteta UTMO

Komapos N.W.
" 2018r.
VcnonHutens

BukcHUH U.N.
" 2018r.

YHUBEPCUTET UTMO

Bzam. nHB.

No

Moanuce n

nata

MHB. No

noan.

YTBEPXAEH

CHAB.469631.001.13-7TY

3KCMEPUMEHTA/bHbIV CTEH/ A/ NMPOBEPKM
AITOPUTMOB ABVXXEHA ABTOHOMHbIX
TPAHCIMOPTHbIX CPEACTB

«CTEHA-ATC»

M0 ANa OBECNEYEHNA dYHKLUMOHWPOBAHVA MATC
CHAB.469631.001.13

OMUCAHWE NPOrPAMMBI

JNncros 11

CaHkT-TeTepbypr, 2018 rog

B3am. nHB.

No

Moanucb n

Aata

MHe. No

noasn.

1. OBLLUME CBEAEHNA

1.1 O603Ha4eHme 1 HauMeHoBaHVe NPOrpaMmbl

HavmeHoBsaHue nporpammbl - «MO Ans obecnevyeHns GyHKLMOHMPOBaHWA
MATC».

0O603HaueHwue nporpammbl - MO CTeHA-ATC.

1.2 NporpaMmmHoe obecrneyeHmne, HeobxoanMoe Ans GyHKLMOHMPOBaHMUSA
nporpaMmbl

B xozae pa3paboTku onpezaeneHo Heobxoavmoe Anst GyHKLUMOHNPOBaHS
nporpammel NporpammMmHoe obecneyexue (MO):

RASPBIAN STRETCH LITE (c Bepcueii agpa He Hinke 4.9);

Java SE Runtime Environment (c6opka He paHee 8u161);

KomnunaTop Python (Bepcuu 3.6 nam nosxe).

1.3 A13bIk1 NPOrpaMMMPOBaHUSA, Ha KOTOPbIX HamnvcaHa NporpamMma
MOAyI'II/I nporpamMmmbl HanMcaHbl Ha CNeAyrLMX A3blKax
nporpammuposaHus (AM):

Tabnvua 1. Vicnonb3syemble f3bIk1 MPOrpaMMUpoBaHUA

O6o3HaueHue Vicnonb3osaHue A

Mogaynb A Ceasytowmii mogyne C++

Mogaynb B O6paboTka AaHHbIX ¢ Bugeokamepsl Python 3.6

Mogaynb C BeluncneHvie mapLupyTa Kotlin 1.1

Mogaynb D KommyHukaums mexay ATC C++

Mogayns E



YnpaBneHuve cepBonpuBoiamu,
06paboTka faHHbIX C AaT4NKOB

C++

B3am. nHB.

No

Moanucsb n

Aata

MHe. No

noan.

2. PYHKUMOHA/TbHOE HASHAYEHWE

MporpaMmMHas YacTb OTBeYaeT 3a MOCTPOeHMe MapLUpyTa v ClefoBaHve no
3ToMy MapLupyTy. MO obecneynBaeT BO3MOXHOCTb 6€3aBapuiiHOro MPOXoXaeHNs
MapLLpYTOB C MPUOPUTETHBLIM MPOXOX/AEHNEM NepeKpecTkoB.

MporpaMma coCTouT 13 NATU Moy neli:

Mogaynb A - CBA3YHOLLMIA MOAY/b, 06ecneynBatoLLi B3aUMOAECTBINE MeXaY
moaynamu B-E. O603HaueHe B TekcTe NporpamMmel - robotcore;

Mogaynb B - MoAynb, CUUTLIBAIOLLMI JaHHbIE C BUeOKamepbl, 0bpabaTbiBatoLLuii
MX MPY MNOMOLLM aNropUTMOB MALLUHHOTO 3peHVst 1 o6ecreyrBatoLLmi
KoppeKLMio MapLUpyTa rno xogy AsuxeHus. O6o3HayeHne - robotcontroller;
Mogaynb C - Moaynb, BbiCUUTLIBaOLLMI MapLpyT ATC. O6o3HaveHe -
routeplanner;

Mogaynb D - MoAynb, perynnpytowuii ctereHb KOMMyHUKaLmm mexay ATC.
O6o3HaueHue - datatransfermodule;

Mogynb E - Mogynb, oTBeuatoLLnii 3a ynpasneHue cepsonpusogamu ATC

06paboTKy AaHHbIX, MOCTYNaKOLLMX C AaTunkoB. O6o3HaueHwe - arduinocontrol.

B3am. nHB.

No

Moanuceb n

nata

VHB. No

noan.

3. OMUCAHWE NTOTUYECKOW CTPYKTYPbI

3.1 AnropuT™m nporpammel

Ha ecTecTBeHHOM A13bIKe aNropuTM NPOrpaMmbl BeIFASAUT Ceay LM
obpaszom:

Mogynb E NnpuHMMaeT faHHble 0 B3auMOoAeicTBIm ¢ Apyrumin ATC oT

Mogyns D, nonydeHHble cBegeHust nepegaeT Mogysnto C. B cBoto ouepesp,
Mogaynb C Ha 0CHOBe MOoJyYeHHbIX aHHbIX KOPPEKTVIPYET MapLUpyT TeKyLIero
ATC, koTopbIli Bo3BpaLlaeTtcst B Mogynb E.

Mogynb E aHanusvipyeT 3meHeHUs MapLUpyTa Mo XOAY ABVXKEHUS: ecant
MN3MeHEeHWS 3aTparmsatoT NPOXOX/AeHe TekyLLIero 31eMeHTapHoro yyacrka
MeCTHOCTU, To Mogynb E oTnpaB/isieT HoByto KoMaHZy B Mogy/ib A, B MPOTUBHOM
Cnyyae ABUXKeHMe NPOJOMIKaeTCa 6e3 3MeHeHNA.

Mogaynk b o6pabaTbiBaeT MOTOKOBOE BUAEO C KaMepbl, BbluMcnset
Heo6X0ANMbIA Yron KOpPeKTUPOBKY 1 NepeaaeT 3Ty nHdopmauuto B Mogynb E.
Mogaynb E opmupyeT komaHzy Ha KOPPeKTUPOBKY MapLUpyTa v OTrpaBnseT ee B
Mogaynb A.

3.2 icnonb3yemble MeToApl

MeToz HUCXoAsLLEe pa3paboTKL - OCHOBHOW MCMOb3yeMblli MeTO/ B
pa3paboTke JaHHOro NpoekTa. 3TO MNOAXO0J K pa3paboTke NPOrpaMmMHOro
obecrneyeHws, Npy KOTOPOM OHO pa36KBaeTcs Ha MPorpamMMHble MOAY NV,
obpasytoLLyie MHOrOypOBHEBYHO CTPYKTYPY. Kaxablli MOy b - 3TO KOpOTKas
nporpamMma, peLuaroLLas oTAeNbHyto 3agady. B npoLecce paspaboTku Moaynu
HKeneXalmx ypoBHel 3aMeHstoTCA 3aryLkaMu. Takum o6pasom, B 1to6oi

MOMEHT pa3paboTku ecTb AeNCTBYOLNIA BapUaHT NPOrpaMMHOro oGecnequMﬂm .



3.3 CTpykTypa nporpammel ¢ onncaHviem GyHKLMWiA CoCTaBHbIX YacTeli 1
CBA3M MeX/Y HAMU

Mogynb A NpuHUMaeT nHGopmaLmio oT Mogyneli B-E. O6pabaTbiBaer,
dopmumpyeT Habop ynpaeastoLLMX KOMaHA, nepejaeT nx Moaynto E.
BuiZibl BO3MOXHbIX YNPaBASOLLNX KOMaHA:

- NpoexaTb 3/leMeHTapHbIVi y4acTOK MecTHOCTY;

- NoBepHYTb B/1I€BO/BMNpaBo Ha 90 rpagycos;

- CKOPPEKTNPOBATb ABUXeHVe Ha N rpadycos;

B3am. nHsB.

No

Moanuchb n

Aata

MHB. No

noan.

- NpeKpaTnTb ABVKEHMe.

Mogynb B: cumTbiBaeT NOTOKOBOE BUAEO C KaMepbl, aHaNU3MpyeT 1

nepeaaet B Moaynb E 3HaueHme Ans KOppekTUPOBKA.

Mogynb C: oTBeYaeT 3a KOpPpPeKTVPOBKY MapLupyTa. Moay/b cTpout

MapLUPYT ABUXEHWS, YHUUTbIBaS CBEAEHUS O PACMONOXEHNUMN N LIENSX ABUXKEHNS
Apyrux ATC.

Mogynb D: 3aHVMaeTcs popMmUpoBaHNEM 1 NocieaytoLLein 06paboTkoii
BXOASLLMNX V1 UCXOAALLIMX CUTHAN0B, PernameHTUPYoLLNX CBA3b Mexay ATC.
dopmaTt nakeTa AaHHbIX, KOTOPbIM OBMEHUBAOTCS YHACTHUKI ABUXKEHNS:

-id ATG;

- Bpems oTnpaBku COobLLeHMs;

- nonoxexwue ATGC;

- uenb avxeHns ATC.

Mogaynb E: ucnonHeHune komaHz ot Mogynsa A, o6paboTka cMrHanos,
noslydaemblIx OT AaTUMKOB (JanbHoMepa) 1 nepegada vx Mogynto A. JaT4rkom
paccTosHus anseTca gansHomep HC-SRO4. Mogens cepBonpuBOA0B NprBejeHa
B MosAcHWTeNBHO 3anucke.

TeKCT Mporpammbl € AeNeHneM Ha MOAYV NMPUBeJeH B oKyMeHTe «TekcT
nporpammbi».

3.4 CBa3v nporpammel C ApyriMun nporpammamu

«MO anst obecneyeHns GyHKLMOHNPoBaHKS MATC» - e AMHCTBEHHas
nporpamma B cTpykType pabotsl ATC, MO3TOMY CHUTAETCS, HTO CBSA3W C APYrMUA

Nporpammbl OTCYTCTBYHOT.

B3am. nHB.

No

Moanucb n

Aata

MHB. No

noa.

4. CNOJTb3YEMbIE TEXHUYECKWE CPEACTBA

Mpwv paboTe NporpamMmbl UCMONL3YIOTCA CeAytoLLye BbIYNCANTENbHbIE
ycTpolicTsa:

o/HoMAaTHbIV koMnbtoTep Raspberry Pi 3 Model B;

MUKpOKOHTponnep ATmega328.

5. BbI3OB V1 3ArPY3KA

EAVHCTBEHHbBIM crocob 3anycka ATC ABAsieTca 3anyck

CKOMMUVPOBAHHOTO MOAYNSA ABUKEHA CEPBOMNPYBOAOB 1 06paboTKM aHHbIX
(Mogyns E), B KOTOPOM CoAepKaTcs napaMeTpbl A5 3arycka OCTaNbHbIX MOAyeit
nporpammbi.

O6bEM nporpammbl cocTansieT 724 K6.



Mpu paboTe nporpamMmmMbl 06BEM NCMONBL3YeMON orepaTUBHOW NaMATV He

npesbillaeT BO3MOXHbIV 06bem O3Y ansa Raspberry Pi 3 Model B (1 T6).

B3am. uHB.

No

Moanuceb n

Aata

MHB. No

noan.

6. BXOAHbIE IAHHBIE

Bx0AHbIEe ZaHHbIe HIKEe OMiCaHbl MO MOAYSM.

[Ans Moayns A:

Ha BX0/ NoAaéTca KOHUrypaLVOoHHBIN paiin. CTpykTypa daiina Bbirnaaut
cneaytoLLmM 06pa3om:

{

id: uncno, // idATC

position: { // HayanbHas nosunums ATC

X: 4mcno,

y: uncno

h

map: {// rpad kapTbl

nodes: [{X, y}] // cCNNCOK KOOPAMHAT, ONUCLIBAKOLLMX Y37kl Fpada
edges: [{from, to}] // cnncok pebep Mexay BepLUMHaMU rpada

h

connection: {

enable: boolean, // akTnBrpoBaTe MOAYNb CBA3M

mode: «wifi» | «xbee» // pexunm nepegayn AaHHbIX

}

}

[Ans Moayns B:

MOZYNb NMPVHVIMAET Ha BXO/, BUEOMOTOK C M306paxXeHUAMY, MNoNyYeHHbIMM
OT KamMepbl, C paspelleHnem 640 x 480p 1 yacToTo 60 KaApPOB B CEKYHAY.
Ana Moayns C:

BXOAHbIMY JaHHbIMV AIBASOTCS CBEAEHNS O COCeHEM areHTe:
-id ATG;

- BpeMms OTMNpaBKu COOBLLeHNs;

- nonoxeHue ATC;

- uenb aAsumxerHnsa ATC.

[ina Moaynsa D:

B3am. nHB.

No

Moanuchb n

Jata

MHB. No

noan.

BXOAHbIMU JaHHbIMU SBASIOTCA CeAytoLLe CBeJeHNs O CoCeHeM areHTe:
-id ATG;

- nonoxexue ATC;

- uenb aAumxenHus ATC.

[Ans Moayns E:

KOMaHZbl NPeACTaBAAOT 13 cebsi CTPOKY Ha A3blke C:

- NpoexaTb 3/1eMeHTapHbI y4acTok MecTHocTU («FWD»);

- NoBepHyTb BNeBO/BrNpaBo Ha 90 rpagycos («LFT»/«RGT»);

- cKoppekTVpoBaTh AsvkeHvie Ha N rpagycos («LC<KNUM>»/

«RC<NUM>», rae <NUM> - 370 napameTp KOppeKTUPOBKY Lienoe Yncio 166mT);

- NPeKpaTuTL ABuxeHne («STP»).



B3am. nHs.

No

Moanuceb n

Aata

MHB. No

noan.

7. BbIXOAHbIE IAHHBIE

Mogynb A, Mogyneb E:

BbIXOZHbIX AaHHbIX HeT.

Mogayns B:

BbIBOAUT LIENOYNCIEHHOE YNCNO (KO3PPULIMEHT KOPPEKTVPOBKM).
Mogyns C:

BbIBOAWT CMICOK KOMaHZ, /15 TeKYLLIero areHTa.
Mogynb D:

dopmupyeT MHPopMaLMto 06 areHTe B BUZe:
-id ATC (86uTa);

- Bpemsi oTrnpaBKu coobLeHns (646uTa);

- nonoxexue ATC (326uTa);

- uenb aBvxkeHns ATC (326uTa).

Mpunoxexve I

Konuu akToB 0 BHeApeHUn pe3ybTaToB ANCCepPTaLMOHHOM paboTbl



